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OZET

Bilgisayar ve bilgi-islem alanindaki teknolojik gelismelerin medya alanina aktariimasi sonucu medya yeni medyaya
evrilmistir ve yeni medya kavrami, bilgisayar aracili her turlt Gretim, dagitim ve iletisim bigimini tanimlamak tzere kullanil-
maktadir. Ginimuizde bir tir hiper-medya olan ve tim medyalari igeren yeni medyanin en énemli ayagini sosyal medya
olusturmaktadir. internet aglari ve mobil iletisim araclari ile sosyal medya baglaminda yeni medyanin diinyada ulasmadigi
yer kalmamistir. GlobalWeblIndex’i 2020 raporuna goére 7,75 milyar olan diinya nifusunun yarisi aktif sosyal medya kul-
lanicisidir. Daha da 6nemlisi ise niifus artis orani %1,1 iken aktif sosyal medya kullanicisi artis orani %9,2'dir. Biiyuk
kitlelere ulasarak, bu kitlelerin davranislarini etkileyebilme, duygu ve disiinceleri maniplle edebilme potansiyeli, gorsel,
isitsel ve biligsel her turl iletisim iceriginin zamandan ve mekandan bagimsiz aktarimi, multimedya ortami ve ucuz olmasi
sosyal medyayi teror 6rgitleri icin uygun bir zemin haline getirmistir. Sosyal medya terériin amacina hizmet eden en uygun
araclardan birisi olarak kabul edilmektedir. Teror 6rgitleri sosyal medyayi seslerini ve eylemlerini duyurmak, eylemlerinin
yaratacagi korku ve endise etkisini artirmak, propaganda yapmak, iletisim kurmak veya irtibat saglamak, yanlis ve yalan
bilgiler kullanarak toplumu yénlendirmek, destekgcilerden bagis talep etmek veya para toplamak, eleman temin etmek,
destekgi olusturmak amaglari dogrultusunda kullanmaktadirlar. Diinyada varligini devam ettiren terér érgutleri sosyal me-
dyayi ¢ok yaygin ve etkin olarak kullanmaktadir.

Sosyal medyanin fayda ve zararlari, terér érgitlerinin sosyal medyayi kullanma yontemleri tizerine alanyazinda ortaya
konulmus birgok galisma bulunmaktadir. Bu ¢alismalarda terdr 6rgitlerinin eleman temini amaciyla sosyal medyayi kull-
anma sekilleri de ortay konulmustur. Alanyazinda bu kullanim yéntemlerinin kuramsal temellerini ortaya koyan galismalar
yeterli nicelikte degildir. Bu galisma ile terér 6rgtlerinin sosyal medyayi kullanma yéntemleri, tercih ettikleri sosyal medya
mecralari, olusturduklari mesaj stratejileri eleman temin etme yoniinden ele alinacaktir. Bu konuya yénelik alanyazinda bu-
lunan ¢alismalar gdzden gegirilecek, terdr érgitlerinin kendi kullandiklari siteler veya aracilar vasitasiyla kullandiklari sitel-
er incelenecektir. Bu veriler 1siginda terdr érguttiniin kullandiklar sosyal medya kullanim yéntemleri kitle iletisim kuramlari
basta olmak Uzere diger sosyal bilimlerinde kullanilan degisik kuramlar agisindan degerlendirilecektir.

Ter6rle micadelede, gegcmiste kolluk kuvvetleri internet ve sosyal medyayi reaktif bir anlayisla kullanirken, glinimiizde
proaktif anlayisa dogru bir yonelme baglamistir. Bu galisma ile terdr 6rgltlerinin sosyal medya stratejilerinin kuramsal te-
melleri ortaya konularak, terérle miicadelede kollugun sosyal medya okuryazarliginin gelistiriimesi saglanacaktir. Ayrica
terdr orgltlerinin propaganda, manipilasyon ve dezenformasyonlarina maruz kalarak, bu 6rgitlere yonelebilecek kisilerin
durumsal farkindaliklarini artirici sosyal medya okuryazarligi igeriginin olusturulmasina katki sunacaktir. Bununla birlikte
farkinda olmadan terdr 6rgitiiniin propagandasini yapabilecek veya takipgilerini terér drgutleri lehine yoneltebilecek so-
syal medya kullanicilarinin aydinlatiimasina katki sunabilecektir. Hatta terér 6rgutlerinin propagandalarini etkisiz hale
getirebilecek mesaj stratejilerinin olusturulmasina isik tutabilecegi degerlendiriimektedir.

Anahtar Kelimeler: Ter6r 6rgitu, sosyal medya, kitle iletisimi, iletisim kuramlari
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THEORETICAL EVALUATION OF TERRORIST ORGANIZATIONS’ METHODS OF USING
SOCIAL MEDIA FOR RECRUITMENT

ABSTRACT

Media has evolved into new media as a result of the transfer of technological developments in the field of computer
and computing to the media field, and the concept of new media is used to describe all forms of computer-mediated pro-
duction, distribution and communication. Today, social media constitutes the most important part of the new media, which
is a kind of hyper-media and includes all media. With internet networks and mobile communication tools, there is no place
left in the world where new media cannot reach in the context of social media. According to the GlobalWeblndex 2020
report, half of the world’s population of 7.75 billion is active social media users. More importantly, while the population
growth rate is 1.1%, the increase in active social media users is 9.2%. By reaching large masses, the ability to influence
the behavior of these masses, the potential to manipulate emotions and thoughts, the transfer of all kinds of visual, au-
ditory and cognitive communication content independent of time and space, the multimedia environment and cheapness
made social media a suitable platform for terrorist organizations. Social media is regarded as one of the most appropriate
tools that serve the purpose of terrorism. Terrorist organizations use social media to announce their voices and actions, to
increase the fear and anxiety effect of their actions, to make propaganda, communicate or provide contact, using incorrect
information to influence society, solicit donations or raise money from supporters, to recruit staff or create supporters. Ter-
rorist organizations that continue their existence in the world use social media very widely and effectively.

There are many studies in the literature on the benefits and harms of social media and the methods of using social
media by terrorist organizations. In these studies, the way terrorist organizations use social media to recruit personnel are
also revealed. Studies that reveal the theoretical foundations of these usage methods are not in sufficient quantity in the
literature. With this study, the methods of terrorist organizations using social media, their preferred social media channels,
the message strategies they create will be discussed in terms of recruiting. Studies in the literature on this subject will be
reviewed, the sites used by terrorist organizations through their own sites or intermediaries will be examined. In the light
of these data, the social media usage methods of the terrorist organization will be evaluated in terms of especially mass
communication theories and different theories used in other social sciences.

In the fight against terrorism, while law enforcement agencies used the internet and social media with a reactive
approach in the past, today a trend towards proactive understanding has begun. By putting forward the theoretical foun-
dations of the social media strategies of terrorist organizations with this study, social media literacy of the law enforce-
ment agencies in the fight against terrorism will be improved. In addition, it will contribute to the creation of social media
literacy content that increases the situational awareness of those who may turn to these organizations by being exposed
to propaganda, manipulation and disinformation of terrorist organizations. Furthermore, it will be able to contribute to the
enlightenment of social media users who can unwittingly propagate the terrorist organization or direct their followers in
favor of terrorist organizations. It is even considered that it can shed light on the creation of message strategies that can
neutralize the propaganda of terrorist organizations.

Keywords: Teror Organization, social media, mass communication, communication theories
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DIJITAL BIR ILETiISIM ARACI OLARAK TELEGRAM: TEROR ORGUTLERININ
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OZET

lletisim, yiizyillardir insanin varliginin devamini saglamak ve bireylerin birbirleriyle uyumlu olabilmelerine destek ol-
mak igin kullaniimaktadr. Iletisimin hem bireysel hem de kurumsal olarak kullanildigi bilinmektedir. iletigim literatiiriine
bakildiginda bireysel iletisimden ziyade kurumsal ve kitlesel iletisimin daha 6n planda oldugu sdylenebilir. Bireyler arasi ya
da kisiler arasi iligkilerin literatur olarak psikolojiye dayandidi bilinmektedir. Diger yandan iletisimin yiz yize olan alaninda
kural ve normlar farkl iken, iletisimin dijital bir ara¢ yardimiyla yiritiimesinde belirlenen kural ve normlar farkhdir. Bu
arastirmada, iletisimin dijital bir uygulama tzerinden nasil evrildigi ve bu sirecte terér 6rgltleri agisindan nasil bir yone
dogru gittigi degerlendiriimektedir. Son yillarda diinyanin tim bélgelerinde milyarlarca insanin kullandigr dijital iletisim
platformlari, iletisimin yapisini oldukga degistirmistir.

Son yillarda Telegram, Whatsapp, Viber, Signal, Facebook Messenger, Twitter Direct Message, Linkedin Message,
Instagram Message gibi uygulamalar mesajlasma pratigi i¢in kullaniimaktadir. Gegmiste ¢ogunluk tarafindan Microsoft
Windows uzerinden Messenger kullanilirken, su anda 10’dan fazla uygulama Uzerinden yazili, s6zlu, gorintilu iletisim
kurulmaktadir. Bunun yaninda hem egitim alaninda hem de is alanlarinda toplanti ve benzeri etkinlikler i¢cin Google Meet,
Zoom, Adobe Connect gibi uygulamalar da tercih ediimektedir. Bu mesajlasma programlarinin, iletisimin anlam iletimi
gobrevini tam olarak yerine getirip getirmedigi tartisilabilir. Duygusal ifadeleri iletirken kullanilan “emojiler” diinyanin farkli
bolgelerinde farkli anlamlara gelebilmekte, kdltlirden kultiire degisebilmektedir.

Bu arastirmanin amaci, yeni bir iletisim bicimi olarak Telegram’in giivenlik ve terér baglaminda degerlendiriimesidir.
iletisimin dijital teknolojiler sayesinde farkli boyut ve mekanlarda siirdiriilmesi, her gegen giin yeni bir iletisim uygu-
lamasinin gelistirilmesi, literatiirdeki boslugu da artirmaktadir. Sosyal medya mecralarinin aksiye iletisimin son yillarda
daha bireysellestigi, kitlesel iletisim biciminden kisilerarasi iletisime gegis oldugu sdylenebilmektedir. Facebook’un kul-
lanici liderliginin reklamla birlikte dislise gegmesi, iletisimin de farkli uygulama ve alanlara kaymasina neden olmustur. Tel-
egram da iletisimin hem kitlesel hem de bireysel diizeyde siiren bir aracidir. Telegram, kendini hizli ve giivenilir mesajlas-
ma uygulamasi olarak tanimlamaktadir. Blyiik boyutlarda dosya aligverisine izin veren uygulama, hem cift yonlu iletisimin
hem de tek yonli iletisimin pratigini kullanicilara sunmaktadir. Bu arastirmada iletisimin dijitallesmesi, iletisimin farkli arag
ve mecralarda nasil bir yapiya birindiigi literatlr kapsaminda arastiriimakta, Telegram'’in yeni bir iletisim mecrasi olarak
teror orgutleri tarafindan nasil kullanildigi degerlendirilmektedir. Bu calismada literatiir taramasi ile Telegram’in varligi
ortaya konularak, teror érgutleri tarafindan nasil yararlanildigr arastiriimaktadir.

Bu arastirmada, dijital iletisimin aracil bir bigimi, Telegram Uzerinden degerlendiriimektedir. Dijital iletisimin literatir
acisindan mesajlagsma uygulamalarina yaklagimlari alanyazin olarak yer alirken, Telegram’in nasil bir iletisim ortaya koy-
dugu, terdr orgitleri Gzerinden degerlendirilmektedir. Bu amagla PKK ter6r 6rgultliiniin medya organi olarak faaliyet goster-
en bir hesabin iletileri incelenmis ve degerlendiriimistir. Bu dederlendirme igerisinde en ¢ok tartisma konusu olan veri
gizliligi, iletisimin turt ve kullanim bicimi yer almaktadir.

Anahtar Kelimeler: Telegram, Dijital iletisim, Terorizm, Terér Orgiitleri.
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TELEGRAM AS A DIGITAL COMMUNICATION TOOL: AN EVALUATION OF THE EFFORTS
OF TERRORIST ORGANIZATIONS TO USE THE NEW COMMUNICATION TOOL

ABSTRACT

Communication has been used for centuries to ensure the continuation of human existence and to support individuals
to be compatible with each other. It is known that communication is used both individually and institutionally. When we look
at the communication literature, it can be said that corporate and mass communication are more prominent than individual
communication. It is known that interpersonal relations are based on psycholog. On the other hand, while the rules and
norms are different in the face-to-face field of communication, the rules and norms determined in the conduct of commu-
nication with the help of a digital tool are different. In this research, it is evaluated how communication evolves through
a digital application and what direction it goes in terms of terrorist organizations in this process. Digital communication
platforms used by billions of people in all regions of the world in recent years have changed the structure of communication
considerably.

In recent years, applications such as Telegram, Whatsapp, Viber, Signal, Facebook Messenger, Twitter Direct Mes-
sage, Linkedin Message, Instagram Message have been used for messaging practice. While Messenger was used by the
majority on Microsoft Windows in the past, currently written, verbal and video communication is established over more than
10 applications. In addition, applications such as Google Meet, Zoom, Adobe Connect are also preferred for meetings and
similar events in both education and business areas. It is debatable whether these messaging programs fully fulfill the task
of conveying the meaning of communication. The “emojis” used while conveying emotional expressions can have different
meanings in different parts of the world and vary from culture to culture.

The purpose of this research is to evaluate Telegram as a new form of communication in the context of security and
terrorism. The continuation of communication in different dimensions and spaces thanks to digital technologies and the
development of a new communication application every day increases the gap in the literature. It can be said that axial
communication in social media channels has become more individualized in recent years, and there is a transition from
mass communication to interpersonal communication. The decline of Facebook’s user leadership with advertising has
caused communication to shift to different applications and areas. Telegram is also an ongoing means of communication
at both the mass and individual level. Telegram describes itself as a fast and reliable messaging app. Allowing large-scale
file exchange, the application offers users the practice of both two-way and one-way communication. In this research, the
digitalization of communication, the structure of communication in different tools and channels are investigated within the
scope of the literature, and how Telegram is used as a new communication channel by terrorist organizations is evaluated.
In this study, the existence of Telegram is revealed by literature review and it is investigated how it is used by terrorist
organizations.

In this research, a mediated form of digital communication is evaluated over Telegram. While the approaches of digital
communication to messaging applications in terms of literature are included in the literature, how Telegram communicates
is evaluated through terrorist organizations. For this purpose, the messages of an account operating as the media organ
of the PKK terrorist organization were examined and evaluated.

Keywords: Telegram, Digital communication, Terrorism, Terrorist Organizations.
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OZET

Bu calismanin amaci sosyal medya kullaniminin biyografik istihbarat baglaminda giivenlik tzerine etkisini degerlendirmek-
tir. Bu maksatla ¢alismada oncelikle sosyal medya kullanimi ve biyografik istihbarat kavramlarindan bahsedilmis, miiteakiben bu
kavramlarin guvenlik Uzerine etkileri tartisiimistir. Bireyler gerek sosyal aglariyla baglanti kurmak gerekse glnliik yasantilarindan
kesitler paylasmak maksadiyla sosyal medyada veri, fotograf ve video yiikleyerek paylasmaktadir. Fakat bu durum kisisel verilerin
glivenligi riskini ortaya ¢ikarmakta ve “Kisisel verilerin sosyal medyada paylasiimasi giivenlik zafiyeti yaratir mi?” sorusunu akla ge-
tirmektedir. Devletlerin istihbarat servisleri ya da terorist orgitler 6zellikle mevcut ya da potansiyel hedef kisinin paylastigi bu verileri
biyografik istihbarat kapsaminda toplayarak farkl analiz teknikleri ile analiz etmekte ve gelecege yonelik ¢ikarimlarda bulunmak-
tadir. Hedef kisi belirli bir mevki ya da konuma geldiginde ise bu verileri hedef kisinin aleyhine olacak sekilde suistimal etmektedir. Bu
durum da hem bireylerin giivenligini hem de Ulkelerin glivenligini olumsuz etkileyebilir. Bu kapsamda bu ¢alisma ile sosyal medyada
paylasilan veri, fotograf ve videolarin biyografik istihbarat baglaminda giivenlige etkisi gesitli 6rnek olaylar tizerinden kavramsal
olarak degerlendirilerek bireylerin dikkati cekilmeye ve bir farkindalik olusturulmaya galisiimis ve dnerilerde bulunulmustur.

Gunimuzde bireyler gergek hayata daha az, sanal hayata ve sosyal medyaya daha fazla bagimli haldedir. Bireyler sosyal
medyada yedidi yemek, gittigi tatil, siyasi duslnceleri, o anki ruh hali, arkadaslari, begendigi ya da nefret ettigi olaylar ya da
dustinceler, vb. paylagimlar yapmakta ve sosyal aglariyla baglanti kurmaktadir. Sosyal medyanin sosyal agdlariyla iletisimde kalmak
gibi faydasinin yaninda farkli kesimler tarafindan degisik maksatlarla takip edilerek suistimal edilmesi gibi bir riski de bulunmaktadir.
Bazi firmalar sosyal medyayi kullanici tercihlerini 6grenip kendi markalarinin reklamini yapmak maksatli kullanmaktayken, giivenlik
kuvvetleri suc ve suglulari arastirmak ve takip etmek maksatli olarak kullanmaktadir. Terér érgitleri ve yabanci devletlerin istihbarat
servisleri ise, mevcut ya da potansiyel 6nemli bir kisinin (siyasi liderler, milletvekilleri, kritik makam ve mevkilerde gorev yapan devlet
adamlari, askerler, vb.) sosyal medya paylasimlarini toplayarak kisi hakkinda biyografik istihbarat verisi elde edebilir.

Biyografik istihbaratta, hedef kisinin gorisleri, 6zellikleri, aliskanliklari, becerileri ve iliskileri hakkinda bilgi igeren istihbarat
verileri toplanir. Elde edilen bu veriler farkl analizlere tabi tutularak gelecede yonelik kestirimlerde bulunulur ve ilerleyen zamanda
bu kisinin ya da o devletin aleyhine olacak sekilde bu bilgiler kullanabilir ya da terér eyleminin hedefi olabilir. Ulkemizde tUstegmen
rutbesinde iken Amerika'ya is gezisine giden bir subayin davet edildigi sergide bedendigi bir tablonun aradan yillar gegip Ulkenin
Genel Kurmay Baskani oldugunda kendisine ziyarete gelen Amerikall bir heyet tarafindan hediye edilmesi biyografik istihbaratin
aslinda ne kadar uzun soluklu bir galisma gerektirdigini ve ne kadar faydali oldugunu gésteren bir 6rnek olarak verilebilir.

Sosyal medya veri setleri gok blyiik oldugundan, sosyal medya iceriginde ifade edilen duygulari ortaya ¢ikarmak maksadiyla
bir insan analistin rutin varligi olmadan otomatik olarak ‘anlam’ cikarmak igin bir dizi genis kapsamli hesaplama yaklasimi gelistirilm-
istir. En énemli yaklasimdan birisi, yapay zekanin bir gesidi olarak ‘makine 6grenimi” yaklagimidir. Makine Ogrenimi yontemiyle
cok buylk veriler analiz edilebilmekte ve bireylerin pozitif-negatif duygulari, hos-hos olmayan duygusal degerleri, heyecanli-sakin
uyarilma durumlari, baskilayan-baskilanan baskilanma durumlarina yénelik “duygu analizi” yapilarak duygulari tahmin edilebilmek-
tedir. Bu sayede sosyal medyada hedef kisinin yazmis oldugu bir mesaj ya da durumdan kisinin duygu ve durum analizini yapmak
ve ileriye yonelik kestirimde bulunmak mimkin olur.

Sosyal medya kullanimiyla ilgili kaygilar, ulusal glivenlige yonelik potansiyel tehditlere dayanmaktadir. Lutz ve du Toit Face-
book, Twitter ve YouTube gibi platformlarin yerlesik demokrasiler igin hem olumlu hem de yikici sonuglarla kiresel iletisim kanallari
haline geldigini belirterek sosyal medyanin iki ylizini ortaya koymaktadir. Dolayisiyla sosyal aglarimizla iletisimde bulunmak mak-
sadlyla sosyal medya hesaplarini kullanmamiz sosyal medyanin olumlu yanini gdsterirken, diger taraftan hesaplarimiz ve veriler-
imizle ilgili bilgilerin art niyetli kisiler tarafindan istihbarat toplamak ve bireysel ve ulusal giivenligimiz aleyhine kullanmak maksatli
calinmasi sosyal medyanin olumsuz yanini gostermektedir.

Devletlerin istihbarat servisleri ya da teror 6rgutleri hedef kisiler hakkinda bilgi toplamak maksadiyla sosyal medyay: aktif olarak
takip etmektedir. Bireylerin sosyal aglarindaki bireylerle iletisim kurmak ya da baglantilarini devam ettirmek maksatli olarak sosyal
medyada paylastigi yorum, resim ya da videolar devletlerin istihbarat servisleri ya da teror orgitleri tarafindan gelecekte giiniu
geldiginde kullaniimak lizere toplanarak farkl analiz teknikleriyle analiz edilerek ve degerlendirmeler yapilarak arsive kaldirilabilir.
llerleyen siiregte de bu toplanan verilerden yapilan gikarimlar dogrultusunda, bireyin zaaflarina yénelik tuzaklar kurulabilir, bu tu-
zaklarla kigilerin itibarlari zedelenebilir ya da o kisilerin mesleki kariyerlerinin sonlanmasina yol agilabilir. Toplanan bu veriler ilgili
kisilerle pazarlik konusu yapilabilir. Bu kapsamda bu veriler hem bireysel hem de ulusal giivenlige zarar verecek mahiyette baska
devletlerin istihbarat servisleri ya da terér orgltlerince kullanilabilir. Bu nedenle, bireyler, bireysel ve ulusal givenlik baglaminda
sosyal medyada paylasilan veri, yorum, fotograf ve videolara dikkat etmeli ve sosyal medya hesaplarinda arkadas olarak ekledigi
kisilerin gercekte kim olduklarini iyi aragtirmalidir.
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AN ASSESSMENT OF THE EFFECT OF SOCIAL MEDIA USAGE ON SECURITY IN THE
CONTEXT OF BIOGRAPHICAL INTELLIGENCE

ABSTRACT

The aim of this study is to evluate the effects of the usage of social media on security in the context of biographical intelligence. For this
purpose, the concepts of social mediause and biographical intelligencewere mentioned firstly, and the effects of these concepts on security
were discussed. Individuals upload and share own datas, photos and videos on the social media to connect with their social networks, and to
share sections of their daily lives. However, this poses the risk of security of personal datas and “Does sharing personal datas on social media
create security weaknesses?” raises the question. The intelligence services of the countries or terrorist organizations collect these datas, which
are shared by the existing or potential target person, within the scope of biographical intelligence and analyze them with different analysis
techniques and make future inferences. When the target person reaches a certain position or location, they abuse this datas against the target
person. This situation can effect both the safety of individuals and the safety of country. In this context, with this study, the effect of data, photos
and videos shared on social media on security in the context of biographical intelligence was evaluated conceptually by giving different sample
events, it was tried to attract the attention of individuals and create an awareness.

Today, individuals are less dependent on real life and more dependent on virtual life and social media. Individuals share eatings, va-
cations, political thoughts, current moods, friends, events or thoughts that they like or hate, and connect with social networks. Social media
has the benefits, such as keeping in touch with social networks. But there is also the risk of being abused by different groups, who follow it
by different purposes. While some companies are using social media to learn user preferences and use their own ads, law enforcement uses
it to search and follow crimes and criminals purposefully. The intelligence services of foreign countries and terrorist organizations can obtain
biographical intelligence datas about the person by collecting social media shares of an existing or potantial important person (political leaders,
deputies, officials and statesmen working in critical positions, soldiers, etc.).

In the biographical intelligence, intelligence datas containing information about the target’s views, characteristics, habits, skills and rela-
tionships are collected. These obtained datas are subjected to different analysis and predictions for the future are made, and this information
may be used against that person or that country in the future or maybe the target of terrorist attacks. A Turkish officer, who was invited to a
business trip to America on the rank of lieutenant, liked a painting while in an exhibition. Many years later, when he became the Chief of General
Staff of our country, the American delegation presented him that painting. It can be a good example of showing how a long time requires the
biographical intelligence actually and how useful it is.

Since the social media datasets are huge, a series of comprehensive computational approaches have been developed to automatically
‘make sense’ without the routine presence of a human analyst to reveal the emotions expressed in social media content. The most important
approach is the “machine learning” approach as a variant of artificial intelligence. very big datas can be analyzed with the Machine Learning
method and the emotions can be estimated by making “emotional analysis” for the positive-negative emotions, pleasant-unpleasant emotional
values, excited-calm arousal states, suppressing-suppressed suppression states. In this way, it is possible to analyze the emotion and situation
of the person from message or situation written by the target person on social media and to make a forward estimate.

Concerns about the usage of social media are based on potential threats to national security. Lutz and du Toit reveal two sides of social
media by stating that platforms such as Facebook, Twitter and YouTube have become global communication channels for the established de-
mocracies with both positive and destructive results. Therefore, while using social media accounts to communicate with social networks shows
positive side of social media, on the other hand, gathering information about accounts and datas by malicious people and using them against
personal and national security shows the negative side of social media.

The intelligence services of the countries or terrorist organizations actively follow social media in order to gather information about the
target persons. The ‘success’ of intelligence is not the information or the secret collected, but the value it adds to decision making. Comments,
pictures or videos that individuals share on social media for the purpose of maintaining their communication or connections with their social net-
works can be collected, analyzed with different analysis techniques, evaluated and archieved by governmental intelligence services or terrorist
organizations, for using them in the future. In the following process, in line with the inferences made from these collected datas, traps can be set
up for the weaknesses of the individual, the reputations of the individuals may be demaged or the professional careers of those individuals may
be terminated. These collected datas can be negotiated with the relevant people. In this context, these datas can be used by other countries’
intelligence services or terrorist organizations, which may harm both individual and national security. For this reason, individuals should pay
attention to the datas, comments, photos and videos shared on social media in the context of individual and national security, and research
well who the people they have added as friends in their social media accounts.

Keywords: Social media, biographical intelligence, security, intelligence service, machine learning.
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OzZET

Sosyal medya; internet lizerinde bireylerin ¢evrimici olarak birbirleriyle etkilesim igerisinde bulunduklari; kendi Urettikleri metin, fotograf,
ses, video veya bunlarin karisimindan olusan icerikleri ya da fikirlerini paylastiklari, bir konu tzerinde tartistiklari, tartigilan bir konuya katkida
bulunduklari platformlardir. iginde bulundugumuz dénemde insanlarin gesitli maksatlarla kullandigi sosyal medya; internet ortaminda bireylerin
bir araya gelmesini, kendileri gibi diistinen bir topluluk yani bir sosyal agin teskil edilebilmesini, bu ag icerisinde glindem olusturulabilmesini
de saglamaktadir.

insanlarin internet izerinde gevrimigi sosyal aglar olusturabilmesini saglayan sosyal medya araglari, es zamanliya yakin bir hizda insan-
larin birbirleriyle iletisim kurabilmeleri, cok kisa bir zaman diliminde ¢ok buytk bir hedef kitleye erigilebilmesi, kendi kimligini gizleyerek gergek
olmayan kullanici profilleriyle gizlenmeye olanak tanimasi, mobil kullanimin miimkiin olmasi; diger kitle iletisim araglarina oranla oldukg¢a ucuz
olmasi; halihazirda devletlerin kontroliiniin giic olmasi gibi nedenlerle sadece siradan insanlar degil suga bulagsmis bireyler ve sug o6rgltleri
tarafindan da tercih edilir hale gelmistir. Bu cercevede, 6grenen orgitler kapsaminda degerlendirilen, gelisen yeni teknolojilere uyum saglayan
terdr orgltleri de sosyal medyay! etkin olarak kullananlar arasindaki yerini almislardir.

Gulnumizde teror orgitleri; 6rgiite yeni elemanlar temin etmek; 6rglite mali destek saglamak; 6rgit elemanlarina egitim vermek; orgit
elemanlari ve diger orgutlerle iletisim kurmak; durumsal farkindaliklarini artirmak; terér eylemlerini planlamak tzere bilgi toplamak; genclerin
radikallestirilmesini saglamak; o6rgiitiin propagandasini yapmak amagclariyla sosyal medya araglarini kullanmaktadirlar.

Teror orgitleri sosyal medyada aktif hale geldikge ve sosyal medya araglarini daha etkin kullanmaya basladikga, devletler de terér
orgutlerinin sosyal medyayi terérizm faaliyetlerinde kullanmasini 6nlemek maksadiyla yeni miicadele yontemleri gelistirmiglerdir. Bu kapsamda
terérizmle miicadele eden devletler, bir yandan terér érgitleri ve onlarin destekgilerine ait sosyal medya hesaplarini takip ederken 6te yandan
takip edilen bu hesaplardan istihbarat elde etmeye baslamislardir.

Terérizmle micadelede, terér érgitiunin teskilatianmasini ortaya cikarilmasi; 6rgiit mensuplarinin kimler olduklarini ve bulunduklari ye-
rlerin tespit edilmesi; 6rgitiin lojistik faaliyetlerinin belirlenmesi; terér eylemlerinin ne zaman, nerede ve nasil yapilacagina iliskin bilgi toplan-
masi; teror érgltiiniin mali kaynak temini ve eleman teminine iliskin yéntemlerinin 6grenilmesi; terér 6rgitiiniin propagandasinin ne sekilde ve
nasil yapildiginin agida ¢ikariimasi maksadiyla istihbarat faaliyetleri oldukga 6nemli bir yere sahiptir.

Ayrica terérizmle miicadelede istihbarat; teror orgdtlerinin olusumundan 6nce, terérizmle miicadele boyunca ve miicadele sona erdikten
sonra ydriitiilen, diplomasi; ceza adalet sistemi; askeri kuvvet kullanimi; siyasal ve sosyo-ekonomik tedbirler seklinde siralanabilecek terérizm-
le mucadele araglarini da destekleyebilen en etkin terérizmle micadele aracidir.

Terorizmle miicadelede en dnemli araglardan birisi olan istihbarat, bu miicadelede farkli teknik ve yontemlerle kullaniimaktadir. Bu gerge-
vede; terdrizmle miicadelede insan istihbarati, cografi istihbarat; sinyal istinbarati, teknik istihbarat; goriintu istihbarati, agik kaynak istihbarati
ve sosyal medya istihbarati gibi farkl istihbarat yontemlerinin kullanildigr gérilmektedir.

Sosyal medyanin oldukga hizli bir sekilde gelismesi ve bireyler arasinda yayilmasi; bu alanda Uretilen verinin blyUk boyutlara ulagsmasi,
bu verinin toplanmasi ve analizi ile elde edilen sosyal medya istihbarati disiplinini yaratmistir. Sosyal medya istihbarati en basit haliyle sosyal
medya araglarindan elde edilen istihbarat verilen isimdir. insanlarin Facebook, Twitter, YouTube, Instagram gibi platformlarda yaptiklari pay-
lagimlarindan elde edilen verilerin analizi ile Uretilen sosyal medya istihbarati terér érgitlerinin faaliyetlerinin tespit edilebilmesi, terérizmle ilgili
farkindahgin artinlmasi amaciyla kullanilabilmektedir.

Sosyal medya istihbaratinin analiz yéntemlerinden birisi sosyal ag analizi yontemidir. Sosyal ag analizi; sosyal medyada teskil edilen
sosyal adlar ve topluluklar icerisinde yer alan sosyal medya kullanicilarinin aralarindaki iliskileri, bu topluluklar igerisindeki alt gruplari ve bu
gruplarin birbirleriyle etkilesimini, agdaki en etkin aktoriin kim oldugunu, bireylerin ag icerisindeki rollerini, tespit edebilmek mimkin olmaktadir.

Bu bildirinin amaci, sosyal medyadan elde edilecek istihbaratin terérizmle miicadelede ne sekilde kullanilabilecegini arastirmaktir. Bu
kapsamda sosyal medya uygulamalarindan Twitter'da varhigini stirdiiren FETO/PDY destekgilerine ait verilerin NodeXL Pro isimli uygulamasi
ile toplanmasi, toplanan verilerin NodeXL Pro ile analiz edilmesi, elde dilen bulgularin sosyal medya istihbarati kapsaminda degerlendiriimesi
amagclanmaktadir.

Galisma kapsaminda éncelikle FETO/PDY destekgisi Twitter hesaplari kartopu yéntemi ile tespit edilecek, tespit edilen Twitter hesap-
larinin takip ettigi hesaplar bulunacak, bu hesaplara ait son donem paylasimlari toplanacak, toplanan veriler sosyal ag analizi ve igerik analizi
yontemleriyle analiz edilerek istihbarata donustirilecektir.

Anahtar Kelimeler: Terorizm, Terorizmle Miicadele, Sosyal Medya istihbarati, FETO/PDY
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SOCIAL MEDIA INTELLIGENCE IN COMBATING TERRORISM: SOCIAL NETWORK ANALYSIS OF
THE FETO/PDY TERRORIST ORGANIZATION

Social media is an internet tool of which the individuals interact with each other online. Those are the platforms where people can share

their own content or ideas by using the text, photos, audio, video or mixture of these, and also can discuss and contribute to a topic under
discussion. Social media enables individuals to come together on the internet, to form a community and a social network to create an agenda
within this network.

Social media tools; enable to create online social networks on the internet, enable people to communicate with each other almost in
real time, reach a very large target audience, allow to hide their own identity with fake user profiles, enable mobile use; being relatively cheap
compared to other mass media. It has become preferred not only by the ordinary people but also by individuals and criminal organizations,
since the states currently cannot control the social media effectively. In this context, terrorist organizations, which are considered as learning
organizations and adapting to new technologies, have also taken their place among those who use social media.

As terrorist organizations became more active in social media and started to use social media tools more effectively, states also devel-
oped new methods of combatting terrorism in order to prevent terrorist organizations from using social media within their activities. States have
started to collect intelligence by monitoring terrorist organizations and their supporters’ social media accounts.

Revealing the organization chart of the terrorist group and their members, uncovering the logistics activities of terrorist organization;
collecting information on when, where and how terrorist acts will be committed, finding out the methods of the terrorist organization’s financial
activities and recruiting, discovering the propaganda methods of the organizations is very important in combatting terrorism. Intelligence has a
very important place and role in order to reveal those terrorist activities.

In addition, intelligence in combatting terrorism supports the diplomacy, the criminal justice system, use of military and socio-economic
measures tools. Intelligence, which is one of the most important tools in combatting terrorism, is used in this fight with different techniques and
methods. In this context; human intelligence, geospatial intelligence, signal intelligence, technical intelligence, image intelligence, open source
intelligence and social media intelligence are used in combatting terrorism.

The rapid development of social media, the huge size of the data produced in this field has created the social media intelligence discipline
which is obtained by the collection and analysis of social media data. Social media intelligence is the name given to intelligence obtained from
social media tools. Social media intelligence, produced by analyzing the data obtained from the social media platforms such as Facebook, Twit-
ter, YouTube, Instagram, can be used to detect the activities of terrorist organizations and also to raise situational awareness about terrorism.

One of the analysis methods of social media intelligence is the social network analysis. Social network analysis, determines the relations
between social media users in social networks and communities, and also reveals the interaction of these groups with each other. Social net-
work analysis can also discover the most active actor in the network, and also the roles of individuals in the same network.

The aim of this paper is to investigate how the social media-can be used in the fight against terrorism. In this context, | have collected the
Twitter data of FETO/PDY supporters, and analyzed the collected data with NodeXL Pro. Within the scope of this study, FETO/PDY supporter
Twitter accounts will be identified by using the snowball method, the accounts followed by those Twitter accounts will be listed, the recent posts
of these accounts will be collected, and finally the collected data will be analyzed by social network analysis.

Keywords: Terrorism, Counter-Terrorism, Social Media Intelligence, FETO/PDY
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MEKANIN GORSEL KALITESiI VE MEKANDAKi SUC ORANLARI ARASINDAKI iLISKININ
SORGULANMASINDA MODEL ONERISi; ANKARA HACIBAYRAM MAHALLESiI ORNEGI
Prof.Dr. Ayse Tekel Cuberio
Gazi Universitesi
atekel@gazi.edu.tr

Siimeyye AKBABA
Sehir ve Bélge Planlama
smy.akbO@gmail.com

OzZET

Kentsel yapili gevrelerin gdrsel kalitesi, kentsel mekanlardaki sug oranlarini olumlu ya da olumsuz yénde etkileyebil-
mektedir. Kentsel yapili gevrelerin gorsel kalitesi bireylerin algi, bilis ve duygusal stregler ile badlantili olarak bilgi Gret-
melerini saglamakta, bireylerin mekandaki davraniglarini yénlendirmektedir. Bir diger ifade ile kentsel mekanlarin gorsel
nitelikleri insanlarda duygusal ve psikolojik etkiler yaratmakta, bireyler glinlik yasamlarinda kentsel mekanlarin bu gorsel
ozellikleri ile etkilesime gegcmekte ve buna paralel tepkiler vermektedirler (Nasar, 1994). Literatiirde kentsel yapili gevre-
lerin gorsel kalitesinin, kentsel mekanlardaki sug oranlarini olumlu ya da olumsuz yénde etkileyebilecegi siklikla vurgulan-
maktadir. Kentsel mekanlarin gérsel kalitelerinin bozulmasi, bireylerde psikolojik sorunlarin ¢ikmasi, mekanda sug oran-
larinin artmasi gibi pek ¢cok sorunu da beraberinde getirmektedir. Kentsel yapili gevrelerin gorsel kalitesini gérsel zenginlik,
peyzaj 6geleri, agiklik-kapalilik, diizen, birlik, oranti, 6lgek, uyum, denge, ritm, karmasiklik, seffaflik, renk vd. gibi pek gok
faktor etkilemektedir. Kentsel yapili gevrelerin gorsel kalitesi nicel ve nitel arastirma yontemleri ile tespit edilebilmektedir.

Bu calismada, Ankara Hacibayram Mahallesi 6rneginde sokak ve caddelerin gorsel kalitesi ile bu sokak ve caddel-
erdeki su¢ oranlari arasindaki iligki nicel arastirma yéntemleri ile sorgulanmakta, sokak ve caddelerde guvenligi arttiracak
faktorler saptanmaya caligiimaktadir.

Calismanin hipotez climlesi asagida verilmektedir.

« Sokak ve caddelerin gorsel kalitesini etkileyen oOlgilebilir faktorler ile sug oranlari arasindaki iligkinin matematiksel
modeller ile incelenmesiyle; sokak ve caddelerde sugu artiran ve azaltan unsurlar saptanabilir mi? seklindedir.

Calismada sokak ve caddelerde gorsel kaliteyi etkileyen élctlebilir nitelikteki unsurlar;

» Aciklik (Sokakta gorlinebilir alanlar, sokakta goriinen gokylizii orani)

» Kapalilik (Sokaktaki bina, duvar, agag gibi diisey yonelimli kapallk olusturan dikey unsurlar)

* Yesil alanlarin varligi/yogunlugu (Sokak peyzajini olusturan 6geler)

« Sureklilik/ Sokak duvari devamhigi (Sokakta binalarla kesisen cadde orani)

« Enkesitsel oran (Sokaktaki genislik ve yiikseklik orani)

olarak belirlenmis bulunmaktadir.

Calismada sokak ve caddelerin gorsel kalitesinin gorsel kalite indeksi (visual quality index) kullanilarak tespit edilm-
esi planlanmaktadir. Bu indeks ve indeskte kullanilan sokak ve caddelerin gérsel kalitesini etkileyen dlgulebilir nitelikteki
faktorler ile sokak ve caddelerdeki sug oranlari arasindaki iliskinin istatistiksel yontemler ile ortaya konmasi (SPSS ile)
hedeflenmektedir.

Kentsel mekanlarin gorsel kalitesi mekandaki sug oranlarini énemli 6lglide etkilemektedir. Literatiirde kentsel meka-
nlarin gorsel kalitesi ve glvenlik arasindaki iliski, genellikle suc algisi/korkusu veya guivenlik/glvensizlik hissi Gzerinden
nitel (anket, gériisme vs. gibi) arastirma yontemleri kullanilarak degerlendiriimektedir. Bu neden ile kentsel yapil gevrede
gorsel kaliteyi etkileyen faktorler ile sug iligkisi nesnel olarak tespit edilememekte ve mekan tasarimina yonelik nesnel
degerlendirmeler yapilamamaktadir. Bu galismada Ankara Hacibayram mahallesinde belirlenen érneklem sokaklar icin
nicel bir yontem kullanilarak, sokak ve caddelerde sugu azaltan ve arttiran faktorler tespit edilerek, konuya rasyonel yorum-
lar getirmek hedeflenmektedir.

Anahtar Kelimeler: Ankara, sug, guvenli sokak tasarimi, gorsel kalite, kentsel tasarim
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MODEL PROPOSAL IN QUESTIONING THE RELATIONSHIP BETWEEN VISUAL QUALITY OF
SPACE AND CRIME RATES IN SPACE; EXAMPLE OF ANKARA HACIBAYRAM DISTRICT.
ABSTRACT

The visual quality of urban built environments can positively or negatively affect crime rates in urban spaces. The
visual quality of urban built environments allows individuals to produce information in connection with perception, cognition

and emotional processes, directing individuals ‘ behavior in space. In other words, the visual qualities of urban spaces
create emotional and psychological effects in people, individuals interact with these visual features of urban spaces in their
daily lives and give parallel reactions (Nasar, 1994). It is often emphasized in the literature that the visual quality of urban
built environments can positively or negatively affect crime rates in urban spaces. Deterioration of the visual quality of
urban spaces, the emergence of psychological problems in individuals, increase in crime rates in the space, such as many
problems. Visual quality of urban built environments visual richness, landscape elements, openness-closeness, order,
unity, proportion, scale, harmony, balance, rhythm, complexity, transparency, color, etc. as many factors affect. The visual
quality of urban built environments can be determined by quantitative and qualitative research methods.

In this study, the relationship between the visual quality of the streets and the crime rates in these streets in the exam-
ple of Ankara Hacibayram District is questioned by quantitative research methods and the factors that will increase security
in the streets and streets are tried to be determined.

The hypothesis of the study is given below.

« By studying the relationship between measurable factors affecting the visual quality of streets and streets and crime
rates using mathematical models; can elements that increase and reduce crime in streets be detected? references.

Measurable elements that affect visual quality in the streets in the study;

» Opennes (areas visible on the street, sky visible on the street ratio)

» Enclosure (vertical elements that form a vertically oriented closure, such as buildings, walls, trees on the street)

» Greenery (elements that make up street landscape)

« Continuity/ street wall continuity (Street ratio intersecting buildings on the street)

« Cross-sectional proportion (width and height ratio in the street)

are designated as.

In the study, it is planned to determine the visual quality of the streets using the visual quality index. It is aimed to
determine the relationship between the factors used in this index and the crime rates on the streets by statistical methods
(with SPSS).

The visual quality of urban spaces significantly affects crime rates in the space. In the literature, the relationship be-
tween the visual quality of urban spaces and security is generally evaluated using qualitative research methods (such as
surveys, interviews, etc.) over the perception/fear of crime or the feeling of security/insecurity. For this reason, the relation-
ship between crime and the factors affecting the visual quality in the urban built environment cannot be determined objec-
tively, and objective evaluations for space design cannot be made. In this study, it is aimed to bring rational interpretations
to the subject by determining the factors that reduce and increase crime in the streets by using a quantitative method for
the sample streets determined in Ankara Hacibayram district.

Keywords: Ankara, crime, safe street design, visual quality, urban design
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OzZET

Diinya ¢apinda milyonlarca gocugdu ve ailesini asirlardir olumsuz sekilde etkileyen ve ciddi bir toplumsal problem olan gocugun ihmali ve
istismari, disiplinler arasi ekip galismasi gerektiren karmasik bir olgu olarak kargimiza gikmaktadir (Arslan ve Erkol, 2021; Kaytez, Guzelyigit
ve Kadan, 2018). Su¢ magduru olmasi sebebiyle yasanan magduriyete ilaveten magdurun hizmet almak igin temas kurdugu cesitli kurum ve
kuruluslarda hizmet sunan personelin magdura uygun olmayan tutum ve davranista bulunmasi da ikincil magduriyete sebebiyet verebilmekte-
dir (Adli Destek ve Magdur Hizmetleri Dairesi Baskanlidi, 2021). Bunun 6niine gegebilmek amaciyla Tirkiye'de Cocuk Koruma Uygulama ve
Arastirma Merkezleri, Cocuk izlem Merkezleri (Arslan ve Erkol, 2021) ve Adli Gériisme Odalari hizmet sunmaktadir (Gaglar ve Tiirk, 2019).

5395 sayili Gocuk Koruma Kanunu’ndan hareketle cocuklarla ilgili kolluk gérevleri, 6ncelikle kollugun gocuk birimleri tarafindan saglan-
maktadir. Kollugun kiglik yasta galistirilan, okula gonderilmeyen, kaybolan ve bulunan, herhangi bir kuruma sevk edilen ve suga siriklenen
cocuda mudahalede gérev ve sorumluluklari bulunmaktadir. Jandarma personeli, gérev ve sorumluluklarini yasalara uygun sekilde yerine
getirmekle birlikte, gerekli oldugu durumlarda paydas kurumlarla koordinasyonu saglamakta, suga taniklik eden cocuklarla gérismekte, sug
magduru ¢ocuklar igin gerektiginde avukat gérevlendirmesi yapmakta, yine geregi halinde ¢gocugun yaninda psikolog ya da psikolojik danisman
ve terciiman bulundurma, korunma ihtiyaci olan gocuklar hakkinda koruyucu ve destekleyici tedbir ya da tedbirler alinmasi gerekli ise durumu
Cumhuriyet Savciligl ya da Aile ve Sosyal Hizmetler Bakanligina bildirme, hakkinda tedbir karari alinan ¢ocuklari ailesine, kuruma ya da yasal
temsilcisine teslim etme, okula génderilmeyen gocuklarla ilgili olarak il Milli Egitim Mudiirliikleri ile isbirligi ve koordinasyonu saglama, korunma
ihtiyaci olan gocuklarla ilgili gérsel ve yazili basinda ¢ikan haberleri izleme ve ilgili yerleri bilgilendirme, ¢ocuklarla ilgili islemler konusunda
tutanak ve gerekli istatistiki bilgileri tutma, konu ile ilgili kurslar diizenleme ve bu kurslara katilma ya da katilimi saglama gibi gérevleri bulun-
maktadir Ayrica gocuklarla ilgili islemleri miimkiin oldukga sivil kiyafetli ekip yiriitmektedir (Aile ici Siddet, Kadina Yénelik Siddet ve Gocuk
Suglariyla Miicadelede Jandarmanin Gérev, Yetki ve Sorumluluklari Yonergesi, 2013).

Kollugun, cocuklarla ilgili yetki ve sorumlulugunu yerine getirirken gocuklarin eriskinlerden farkl sekilde fiziksel, zihinsel ve duygusal
olarak gelisim siirecinde oldugunu ve bu sebeple kendilerinin destek ve korunma gereksinimleri oldugunu dikkate almasi gereklidir. (Aile igi
Siddet, Kadina Yénelik Siddet ve Gocuk Suglariyla Miicadelede Jandarmanin Gérevi Yetki ve Sorumluluklari Yénergesi, 2013). Ozellikle ihmal
ve istismar magduru ya da risk altindaki gocuklarla gértistirken dikkatli olunmasi énemlidir. Magdur gocuk, maruz kaldigi olay sonrasinda
stres, korku ve travma deneyimlemektedir (Samar, 2018). Bu olumsuz deneyimleri en aza indirmek amaciyla, gocuk magdurun kolluktaki
islemleri esnasinda olabildigince az sayida kisiyle iletisim kurmasi, jandarma personelinin magdur cocuga karsi gliler ylizli ve sakin tavirlarla
yaklasmasi, gerekli bilgilendirmeleri yasina uygun ifadelerle yapmasi-ve psikolojik ilkyardim gibi acil miidahale gerekli oldugunda hemen yon-
lendirme saglamasi degerlidir. Cocuk magdur ayni zamanda suga surliklenen gocuk dahi olsa, éncelikle onun su¢ magduru oldugu goéz éniine
alinmali ve haklari dogrultusunda muamele edilmelidir (Adli Destek ve Magdur Hizmetleri Dairesi Baskanligi, 2021).

Tim bu bilgiler 1s1ginda, kollugun gocuk magdurlara yaklagiminda cocugun orseleyici ihmal ya da istismar yasantisi sonrasi yasayabi-
lecegi travmaya ya da travma belirtilerine karsi hazirlikli, farkinda ve bilingli davranmasi, adli surecle ilgili sorularini olabildigince yanitlamaya
calismasi ve siregte kendisine eslik etmesi, goreviyle iligkili durumlarda kiigigin gelisimine, ruhsal durumuna ve ihtiyaglarina uygun sekil-
de hareket edebilmesi, gorev, yetki ve sorumluluklarini yasal diizenlemeler ve yasalara uygun sekilde hassasiyetle yerine getirmesi énemli
gorilmektedir. Adaletin yerini bulacagi ve sugun yol actigi zararin telafi edilerek olumsuz sonuglarin azaltilacagr duygusu, magdurun adalet
sistemine glivenini saglayan énemli bir etkendir. Bu glivenin sirdirilebilmesi amaciyla magdur gocugun yargilanmadan dinlenilmesi 6nemlidir
(Adli Destek ve Magdur Hizmetleri Dairesi Baskanligi, 2021). Cocuk koruma sistemi icerisinde magduriyet yasayan bireylerin yliksek yararina
hareket etme, magdur ve yakinlariyla temas eden tiim profesyonellerin sorumlulugu olmalidir. Buradan hareketle gérevi sirasinda kollugun,
cocuk magdur ve/veya ailesinin olasi ihtiyaglarina ve yasadiklari travmatik strese karsi hassasiyet géstermesi, magdur ya da yakinlari igin
gerekli yonlendirmeleri ivedilikle saglamasi elzemdir. Cinsel istismar magduru ile ¢calisma hassasiyet ve dnemli beceriler gerektirmektedir
(Barut, 2021). Cinsel su¢ magdurlarina destek sunacak olan yetkililerin, siddetin bireyler Gizerindeki etkisini bilmesi, magdurlarin ihtiyaglarina
duyarll olabilmesi ve gergeklesen zararin telafi edilebilmesi adina hizli bir miidahale sunulabilmesi kritiktir. Cinsel su¢ magdurlarinin acil ve
6zel miidahale gereksinimleri olabilmesi nedeniyle saglik personeli ile kolluk ve yargi mercilerinin koordineli sekilde hizmet sunmasi énemlidir
(Adli Destek ve Magdur Hizmetleri Dairesi Bagkanligi, 2021). Cumhuriyet savcisinin talimati dogrultusunda ve miimkiin oldugu sirece cinsel
istismar magduru gocukla gériisme ve kendisiyle ilgili diger islemlerin yalnizca Gocuk izlem Merkezlerinde ve konu ile ilgili 6zel egitim almis
profesyoneller ve meslek uzmanlari tarafindan yapilmasi, suga stiriiklenen gocuklarla ilgili gérismelerin adli gérisme odalarinda gergeklestiril-
mesi (Adli Destek ve Magdur Hizmetleri Dairesi Baskanligi, 2021), ancak zaruri hallerde ve Cumhuriyet savcisinin talimati durumunda kollugun
cocuklarla yerinde ve ivedilikle yapilmasi gerekli gorilen gérismelerinde uluslararasi adli gérisme protokollerine (bkz. RATAC, NICHD pro-
tokolll) uygun hareket etmesi degerlidir. Kollugun konuyla ilgili glincel yazini takip etmesi ve bilgilerini devamli olarak giincellemesi, magdur
cocuga ve ailesine en uygun yaklagimi gosterebilmesi adina 6nemli gorilmektedir.

Anahtar Kelimeler: Kolluk, Gocuk Iistimari, Magdur, Yaklasim.

12



Jandarma ve Sahil Giivenlik Akademisi “II. Uluslararas: Giivenlik Kongresi” Bildiri Ozel Kitabi

THE FUNCTION OF THE GENDARMERIE IN THE CHILD PROTECTION SYSTEM AND
GENDARMERIE’S APPROACH TO THE VICTIM CHILD
ABSTRACT

Child neglect and abuse, a serious social problem that has negatively affected millions of children and their families around the world
for centuries, is a complex phenomenon that requires interdisciplinary teamwork (Arslan & Erkol, 2021; Kaytez, Guzelyigit & Kadan, 2018). In
addition to the victimization experienced due to being a victim of the crime, inappropriate attitude and behavior by the personnel providing ser-
vices in various institutions and organizations where the victim applies to receive services can also cause secondary victimization (Department
of Legal Support and Victim Services, 2021). Child Protection Application and Research Centers, Child Monitoring Centers (Arslan and Erkol,
2021) and Forensic Interview Rooms in Turkey provide services in order to prevent such cases (Caglar and Tirk, 2019).

Based on the Child Protection Law No. 5395, law enforcement duties related to children are primarily provided by the child units of the
law enforcement. The law enforcement has duties and responsibilities in intervening the child who is employed at a young age, who is not sent
to school, who is lost or found, who is transferred to any institution and who is dragged into crime. While the gendarmerie personnel fulfill their
duties and responsibilities in accordance with the law, they coordinate with stakeholder institutions when necessary, and meet with children
who witness the crime. In addition to these, the Gendarmerie also undertakes the following duties: To appoint a lawyer when necessary for
children who are victims of crime, and to have a psychologist or psychological counselor and interpreter with the child if necessary, notifying
the Public Prosecutor’s Office or the Ministry of Family and Social Services, if protective and supportive measures or measures are required
for children in need of protection, handing over the children for whom a cautionary decision has been taken, to their family, institution or legal
representative, ensuring cooperation and coordination with the Provincial Directorates of National Education regarding the children who are not
sent to school, monitoring the news in the visual and written media about the children in need of protection and informing the relevant places,
keeping the minutes and necessary statistical information about the transactions related to children, organizing courses related to the subject
and attending or ensuring participation in these courses, in addition, the operations regarding children are carried out by the team in civilian
clothes whenever possible (Directive on Duties, Powers and Responsibilities of the Gendarmerie in Combating Domestic Violence, Violence
Against Women and Juvenile Crimes, 2013).

The law enforcement should take into account that children are physically, mentally and emotionally developing differently from adults
when fulfilling their authority and responsibility regarding children. And that's why Law enforcement officers need to consider that children need
support and protection. (Directive on the Duties, Powers and Responsibilities of the Gendarme in Combating Domestic Violence, Violence
Against Women and Juvenile Crimes, 2013). It is especially important to be careful when meeting with children who are victims of neglect and
abuse or at risk. The child victim experiences stress, fear and trauma after the event (Samar, 2018). In order to minimize these negative ex-
periences, the child victim should communicate with as few people as possible during the law enforcement proceedings, and the gendarmerie
personnel should approach the child victim with a friendly and calm attitude. For this reason, it is very important for the gendarmerie personnel
to provide the necessary information with expressions appropriate to their age and to provide prompt guidance when urgent intervention such
as psychological first aid is required. Even if the child victim is also a child driven to crime, it should be considered that he is a victim of crime
and should be treated in line with his rights (Department of Legal Support and Victim Services, 2021).

In consideration of these, in the approach of the law enforcement to child victims, it is considered important to be prepared, aware and
conscious of the trauma or trauma symptoms that the child may experience after a traumatic experience of neglect or abuse. It is important
that the gendarmerie tries to answer his questions about the judicial process as much as possible and accompanies him in the process, to
act in accordance with the development, mental state and needs of the minor in cases related to his duty, to fulfill his duties, authorities and
responsibilities in accordance with the legal regulations and laws. The sense that justice will be provided and the negative consequences will be
reduced by compensating for the damage caused by the crime is an important factor that ensures the trust of the victim in the justice system. In
order to maintain this trust, it is important to listen to the victim child without judging (Department of Legal Support and Victim Services, 2021).
It is responsibility of all professionals who come into contact with victims and their relatives to act in the best interests of the victims within the
child protection system. From this point of view, it is necessary for the law enforcement to be sensitive to the possible needs of the child victim
and/or his family and the traumatic stress they experience, and to provide the necessary guidance for the victim or their relatives immediately.
Working with victims of sexual abuse requires sensitivity and important skills (Barut, 2021). It is critical that the authorities who will provide
support to sexual crime victims know the impact of violence on individuals, be sensitive to the needs of the victims, and offer a prompt response
so that the harm can be compensated. Since sexual crime victims may have urgent and special intervention needs, it is important that health
personnel, law enforcement and judicial authorities provide services in a coordinated manner (Department of Legal Support and Victim Servic-
es, 2021). In line with the instructions of the public prosecutor and as far as possible, interviewing the child victim of sexual abuse and carrying
out other procedures related to him/her only in Child Monitoring Centers and by professionals and professionals who have received special
training on the subject is a very precious behavior. It is very important that interviews about children driven to crime are held in judicial meeting
rooms (Department of Legal Support and Victim Services, 2021), However, it is valuable that the law enforcement officers act in accordance
with the international judicial meeting protocols (see RATAC, NICHD protocol) in cases where it is necessary and in case of the instruction of
the Public Prosecutor. It is considered important for the law enforcement to follow the current literature on the subject and to constantly update
their information, in order to show the most appropriate approach to the victim child and his family.

Keywords: Law Enforcement, Child Abuse, Victim, Approach.
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TURKIYE’DE SUC COGRAFYASI ARASTIRMALARINA BIiR BAKIS

Ars.Gor. Erkin BASARAN
Munzur Universitesi
erkinbasaran@munzur.edu.tr

OZET

Suglar, toplumdaki bireyler Uzerinde givenlik endisesi yaratan ve kamu guvenligi agisindan kontrol
altina alinmasi zaruret arz eden sosyal, psikolojik, ekonomik ve hukuksal problemlerdir. Suclu, yasadigi
toplumun normlariyla kisisel kuvvetleri arasinda bir denge kuramamis kisi olarak tanimlanmaktadir. Cok
sayida faktoriin etkilesimiyle ortaya gikan bir olgu olan sug olgusu, diger faktorlerin yani sira mekana ih-
tiya¢c duymakta ve mekanin birgok 6zelliginden etkilenmektedir. Her seyden énce mekansal bir bilim olan
cografya da dogal olarak sug ile ilgilenmektedir.

Beseri cografyanin gelisen bir pargasi olma 6zelligi tasiyan sug cografyasi, sugun ve suglulugun me-
kansal ve zamansal etkilerini ortaya koymaktadir. S6z gelimi suglar belirli cografi mekanlarda meydana
gelmekte, bu mekanlarin kendilerine 6zgi nitelikleri de suglarin ortaya ¢cikmasina zemin hazirlamaktadir.
Sug cografyasi alt alani ile suglarin ortaya ¢iktigi lokasyonlar gesitli kurumlardan alinan veriler yardimiyla
kolayca harita tzerinde gosterilebilmekte, Cografi Bilgi Sistemleri (CBS) araciligiyla bu verilerden yola
cikilarak Uretilen haritalar Uzerinde suclara iliskin cesitli analizler yapilabilmekte, su¢ ve mekan iligkisi
baglaminda diger disiplinlere fayda saglayacak ciktilar elde edilebiimekte ve sonugta llkelerin glvenlik
politikalarina énemli katkilar sunulabilmektedir. Sug ile cografya arasindaki iliski uluslararasi akademik ca-
miada 150 yillik bir gegmise sahipken, tlkemizde yeni yeni ele alinmaya baslanilan bir konudur.

Turkiye’de sug cografyasiyla ilgili arastirmalara géz atildiginda, ¢ogunlugun yerlesim birimlerindeki
suglarin dagihsinin basta il ve ilge emniyet mudurlukleri olmak tzere gesitli kamu kurum ve kuruluslarindan
elde edilen istatistiki veriler 1s1dinda haritalarla_mekéansal ve zamansal olarak gosterimini konu edinen
¢alismalar oldugu gérilmektedir. Yine belirli sug tiplerinin bolgesel ve ulusal ¢apta dagihslari, bunlarin
CBS ile analizi, 6nceden belirlenmis bir karakol-kompleksinin ¢evresinde suga iligkin durumun cografi
gosterimi, sug cografyasi ¢alismalarinda veri kaynaklari ve sug-mekan iliskisine yonelik teorik arka plan
da sug cografyasi kapsaminda galisilan diger baslica konu basliklarini teskil etmektedir. Ancak ulusal liter-
atlrimuizde sug cografyasi hakkinda yapilan arastirmalari konularina gére tasnifleyici bir galismanin bu-
lunmayigi ve literatiriin 6zellikle mala karsi islenen suclarla sinirli kalmasi aragtirmamizin temel gerekce-
lerini olugturmaktadir.

Bu galismada llkemizde sug cografyasina yonelik yapilan arastirmalar irdelenmis, ayrintili bir literattr
taramasi sonucunda hangi sug tiirlerinin hangi yerlesim birimlerimizde yogunluk kazandigi bahse konu bu
¢alismalarin sonuglarina gére ana hatlariyla vurgulanmaya ¢alisilmis ve bilimsel camia diginda glven-
lik gliclerimize de faydali olabilecek giktilar sunulmasi amaclanmistir. Akademik arastirmalarin diginda
galismamizin formatina uygun olacak bigimde Tirkiye Istatistik Kurumu (TUIK), Emniyet Genel Midurligii
ve Adalet Bakanligi’'ndan da veri talep edilmesi planlanmaktadir. Konu hakkinda akademik caligsmalarin ay-
rintili bir degerlendirmesiyle literatiire katki sunulmasi ana amag olmakla birlikte, Turkiye’de suglara yonelik
karar alma sureglerinde cografya biliminin olanaklarindan yararlaniimasiyla bu konudaki mekansal politikal-
arda kurumlarimiza ve givenlik teskilatlarimiza yardimci olunmasi da hedeflenmektedir.

Anahtar Kelimeler: Turkiye, Sug, Su¢ Cografyasi, Su¢ Cografyasi Arastirmalari
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AN OVERVIEW OF CRIME GEOGRAPHY RESEARCH IN TURKEY
ABSTRACT
Crimes are social, psychological, economic and legal problems that create security concerns on indi-

viduals in the society and require control in terms of public security. The criminal is defined as a person
who has not been able to strike a balance between the norms of his society and his personal strength.
The phenomenon of crime, which is a phenomenon that occurs with the interaction of many factors, needs
space as well as other factors and is affected by many features of the space. First of all, geography, which
is a spatial science, naturally deals with crime.

Crime geography, which is a developing part of human geography, reveals the spatial and temporal
effects of crime and delinquency. For example, crimes occur in certain geographical locations, and the
unique characteristics of these places also lay the groundwork for the emergence of crimes. The crime
geography sub-field and the locations where crimes occur can be easily displayed on the map with the help
of data from various institutions, various analyzes can be made on the maps produced based on these
data through Geographical Information Systems (GIS), and outputs that will benefit other disciplines in the
context of the relationship between crime and space. Consequently, important contributions can be made
to the security policies of countries. While the relationship between crime and geography has a history of
150 years in the international academic community, it is a recently started to be addressed in our country.

When looking at the researches on the crime geography in Turkey, it is seen that the distribution of
the crimes in the settlements of the majority is spatial and temporal with maps in the light of the statistical
data obtained from various public institutions and organizations, especially the provincial and district police
directorates. Again, the regional and national distribution of certain crime types, their analysis with GIS, the
geographical representation of the crime situation in the vicinity of a pre-determined police station complex,
the data sources in the crime geography studies and the theoretical background on the crime-space rela-
tionship are also the other main topics studied within.the scope of the crime geography. poses. However,
the main reasons of our research are that there is no classifying study on the geography of crime in our
national literature and that the literature is limited to crimes committed especially against property.

In this study, the researches conducted on the crime geography in our country were examined, and
as a result of a detailed literature review, it was tried to outline which types of crimes were concentrated in
which settlements according to the results of these studies, and it was aimed to provide outputs that could
be useful to our security forces outside of the scientific community. In addition to academic research, it is
planned to request data from the Turkish Statistical Institute (TUIK), the General Directorate of Security and
the Ministry of Justice in accordance with the format of our study. While contributing to the literature with a
detailed evaluation of academic studies on the subject is the main purpose, it is also aimed to help our in-
stitutions and security organizations in spatial policies on this issue by using the opportunities of geography
in decision-making processes regarding crimes in Turkey.

Key Words: Turkey, Crime, Crime Geography, Crime Geography Research
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ADLI OLAYLARDAN ELDE EDILEN DNA'LARIN ADLI iSTIHBARAT AMAGLI
KULLANILMASINDA YENI BiR YONTEM: DNA FENOTIPLENDIRME
Ogr.Gor. Ercan ALTINSOY
Jandarma ve Sahil Giivenlik Akademisi
ercanaltinsoy@gmail.com

OZET

Bir su¢ meydana geldiginde, olay yerinden bircok delil elde edilebilir. Bunlar DNA, parmak izi, lifler, cam pargalari,
lastik izleri, uyusturucu vb. malzeme ele gecirilmesi seklinde olabilir. Adli bilimler, tim bu farkli kategorideki elde edilen iz
ve delilleri analiz ederek adli olgularin hukuki slrecine katki sunan bir dizi disiplindir diyebiliriz. Adli bilim, adli makamlara
ve mahkemelere olay yerinden elde edilen bulgulari birer bilimsel delil haline getirmekten sorumludur. Adli bilim yardimiyla
olay yerindeki iz ve delillerden yola gikarak olay yerinin yeniden canlandiriimasini desteklemek igin kullanilirken, kolluk
tarafindan yonetilen adli sorusturmada da “kim? Ne? Nerede? Neden? Ne zaman? ve nasil?” sorularini cevaplandirmak
icin cesitli hipotezler gelistirir.

“Istihbarata dayali kolluk” baslangigta sugun énlenmesi ve adli olaylarin aydinlatimasi islemi “ sug, ihbarlar, gizli
operasyonlar ve yeralti diinyasindaki baglantilardan” elde edilen istihbarata dayaniyordu. Artik adli bilim olay yerinden
elde edilen bulgulari birer bilimsel delil haline getirmesi kolluk stratejisi icin umut vaat eden temel veriler haline gelmesini
saglamistir. Olay yerinden elde edilen iz ve delillerin bilgisayar ortaminda veri tabanlari olusturarak tutulmasi islemi suglu-
lari tanimlamasi ve suglu davranislarinin hedeflerinin belirlenmesi islemine adli istihbarat diyebiliriz.

Adli istihbarat, sorusturma da ipuglari veren delillerin kolluk sorusturmasini desteklemek igin adli delillerin analitik
slrece entegrasyonunu icerir. Basit bir ifade ile elde edilen adli istihbarat, iki veya daha fazla adli bilgiyi birbirine baglayarak
yeni sorusturma yontemlerinin ortaya gikartiimasina dayanmaktadir.

Hi¢ stphesiz ki 20. ylzyilin sonlarindaki en biylk kesiflerinden biri olan DNA parmak izi, adli bilim arastirmalarinda
devrim yaratti. Elde edilen DNA profilleri, suglulari mahkdim etmeye, yanhs suglananlari veya mahkdm edilenleri temize
ctkarmaya, sug, afet ve savas kurbanlarinin kimlik tespitini yapmaya yardimci olmustur. Bu durum adli DNA analizinin 30
yillik kisa 6zetidir diyebiliriz.

DNA Profili olusturma teknoloijisi stirekli olarak gelismektedir. Bu.da olay yerinden eser miktarda elde edilen DNA'larin
analizini giinimizde mimkun kilmaktadir. Bu durum ayni zaman da DNA analizlerinin dogrulugunu da énemli élgide
artirmistir. ik teknik (RFLP analizi), bireysel genetik profiller olusturmak igin bilyiik miktarlarda DNA gerektirirdi. Bununla
birlikte, oldukga hassas PCR miiltipleks tahlillerinin ortaya ¢ikisi, bu miktari 6nemli dlciide azaltmistir, dyle ki, kantifikasyon
sirasinda “saptanamaz” olarak kabul edilen DNA'dan tam genetik profiller elde edilebilir hale gelmistir.

DNA profilleme, kimligi bilinmeyen bir biyolojik materyalin (prob DNA), kimligi bilinen kisilerden alinan biyolojik matery-
al ile DNA eslestirmesi yoluyla failin kimliginin tespit edilmesi seklinde tanimlanabilir. Olay yerindeki biyolojik bulgudan elde
edilen DNA profilinin veri tabani veya sipheli kisilerle tam olarak uyan DNA 6rnegini icermiyorsa tanimlama basarisiz olur.
Adli olayla ilgili baskaca delil yoksa sorusturmada ilerleme saglamak mimkiin olmayacak ve olay faili meghul kalacaktir.

Adli DNA Fenotiplemesi, olay yerinde elde edilen biyolojik numunelerden veya kimligi tespit edilemeyen 6lmis veya
oldurilmuas taninmayacak haldeki cesetlerin fiziksel 6zelliklerini tahmin etmektir. DNA'nin bu sekilde kullaniimasi aslinda
bir istihbarat toplama islemidir. Bu ydntem adli makamlara nezdinde heniiz delil niteligi kazanmasa da biyik 6lglide ge-
netik materyalin adli bir kullanimini isaret etmektedir. DNA fenotiplemesinin temel prensibi kimlik tespiti icin DNA'dan yiz
seklinin tahmin edilmesi islemidir. Bununla birlikte, insan yiz, gelisimi tam olarak anlasilamayan molekdler ve gevresel
etkilesimleri igeren, farklh 6zelliklerden (6rnegin gozler, burun, ¢cene ve agdiz) olusan karmasik ve gok parcgal bir 6zelliktir.

Adli DNA analizi, istihbarat slrecine girdi saglamak igin olay yerinden elde edilen biyolojik bulgudan bilgi saglamayi
mimkin hale getirmistir. Bu tur ipuglari, donériin fiziksel ézelliklerini, vericinin biyocografik soyunu tahmin ederek ortak
genetik atalarinin tanimlamasi yapilabilmektir. Buradan yola ¢ikarak yiz seklinin ve fiziksel 6zelliklerinin tahmin edilmesi
amaclanmaktadir. Ortaya cikartilan yiz seklinden (resminden) slpheli kisiyi tespit etmek ve daha sonra DNA profilinin
karsilastirmasi yapilarak olay yeri ile baglantisinin ortaya cikartiimasini saglamaktir.

Bu calismalar yeni olsa da bu yolla ¢6zllmus ¢ok fazla adli olay oldugunu sdyleyebiliriz. DNA fonotiplendirme yoén-
temiyle ilgili cok daha fazla bilimsel calisma yapilmasi gerektigi muhakkaktir. Ancak ulasilacak sonuglar simdiden adli bilim
dinyasini heyecanlandirmaya yetmistir.

Anahtar Kelimeler: DNA, Fenotiplendirme, Istihbarat.
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A NEW METHOD FOR USING DNA FROM FORENSIC FACTS FOR FORENSIC
INTELLIGENCE: DNA PHENOTYPING

ABSTRACT

When a crime occurs, a lot of evidence can be obtained from the crime scene. These are DNA, fingerprints, fibres,
glass shards, tire tracks, drugs, etc. material can be seized. We can say that forensic sciences are a series of disciplines
that contribute to the legal process of forensic cases by analyzing the traces and evidence obtained in all these different
categories. Forensic science is responsible for turning the findings obtained from the crime scene into scientific evidence
to the judicial authorities and courts. While it is used to support the re-enactment of the crime scene based on traces and
evidence at the crime scene with the help of forensic science, “who? What? Where? Why? When? And how?” Develops
various hypotheses to answer the questions.

“Intelligence-based law enforcement” initially relied on intelligence obtained from “crime, denunciations, covert opera-
tions, and connections in the underworld” to prevent crime and clarify forensic incidents. Now, forensic science has turned
the findings obtained from the crime scene into scientific evidence, making it promising basic data for law enforcement
strategy. The process of keeping traces and evidence obtained from the crime scene by creating databases in the com-
puter environment can be called forensic intelligence, the process of identifying criminals and determining the targets of
criminal behavior.

Forensic intelligence involves integrating forensic evidence into the analytical process to support the law enforcement
investigation of clues to the investigation. In simple terms, forensic intelligence is based on the discovery of new investiga-
tion methods by linking two or more forensic information.

Undoubtedly one of the greatest discoveries of the late 20th century, DNA fingerprinting revolutionized forensic sci-
ence research. The resulting DNA profiles have helped to convict criminals, clear those wrongly accused or convicted, and
identify victims of crime, disaster and war. We can say that this is a short summary of 30 years of forensic DNA analysis.

DNA Profiling technology is constantly evolving. This makes it possible to analyze trace amounts of DNA obtained
from the crime scene today. This has also significantly increased the accuracy of DNA analysis. The first technique (RFLP
analysis) required large amounts of DNA to create individual genetic profiles. However, the advent of highly sensitive PCR
multiplex assays has significantly reduced this amount, such that full genetic profiles are available from DNA considered
“undetectable” at the time of quantification.

DNA profiling can be defined as the identification of the perpetrator through DNA matching of an unknown biological
material (probe DNA) with biological material from known-individuals. Identification will fail if the database of DNA profile
obtained from biological findings at the crime scene does not contain the DNA sample or DNA sample that exactly matches
the suspects. If there is no other evidence regarding the judicial incident, it will not be possible to progress in the investi-
gation and the perpetrator of the incident will remain unsolved.

Forensic DNA Phenotyping is the estimation of physical characteristics of dead or murdered unrecognizable corpses
from biological samples obtained at the crime scene or unidentified. This use of DNA is actually an intelligence gathering
process. Although this method has not yet gained the quality of evidence before judicial authorities, it largely points to
a forensic use of genetic material. The basic principle of DNA phenotyping is the process of predicting face shape from
DNA for identification. However, the human face is a complex and multi-part feature composed of different features (e.g.
eyes, nose, jaw, and mouth) whose development includes molecular and environmental interactions that are not fully
understood.

Forensic DNA analysis has made it possible to obtain information from biological evidence obtained from the crime
scene to provide input to the intelligence process. Such clues are the identification of common genetic ancestry by pre-
dicting the donor’s physical characteristics, the biogeographical lineage of the donor. From this point of view, it is aimed
to predict the face shape and physical characteristics. It is to identify the suspect person from the face shape (picture)
revealed and then to make a comparison of the DNA profile to reveal its connection with the crime scene.

Although these studies are new, we can say that there are many forensic cases solved in this way. It is certain that
much more scientific studies should be done on the DNA phonotyping method. However, the results to be achieved have
already been enough to excite the forensic science world.

Keywords: DNA, Phenotyping, Intelligence.
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iISTIHBARATIN OZEL SEKTORE DEVRININ KAVRAMSAL MODELLEMESI
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OZET

21. Yuzyilin dinyasinda devletlerarasi gui¢ miicadelelerinde gézlenen baslica déntsim, yiuksek mal-
iyetli ve yikici sonuglari bulunan konvansiyonel savaslarin 6nceligini kaybetmesi ve yerini “Hibrit Savas”
olarak nitelendirilen yepyeni bir savas konseptine birakmasidir. Ginimuz kosullarinda savas ve baris ar-
asindaki keskin cizgilerin giderek ortadan kalkmasi, teorik anlamda asker ve sivil bireyler arasindaki sinir-
larin da adeta yok olmasina sebep olmustur.

Bu kapsamda Gerasimov Konsepti olarak adlandirilan ve ekonomik savaslari da igeren hibrit savas
kavrami, silahli mucadelelere nazaran diplomatik agidan daha risksiz ve diplomasinin etkisiz kaldigi “gri
alanlarda” etkili sonuglar aldigi, teorisyenler ve uygulayicilar tarafindan genel kabul gérmus bir yaklasim
olarak karsimiza ¢ikmaktadir. Sovyet Sosyalist Cumhuriyetler Birligi'nin dagiimasi ve soguk savasin bitm-
esi ile Dogu Blokunun baskin istihbarat servisleri kaynakli ortaya ¢ikan nitelikli isgtict fazlahgi, bu kisilerin
diinya ekonomisinde son ceyrek ylizyllda adeta bir dev haline dénusen ¢ok uluslu sirketlerde istihdam
olanagi bulmasi ile sonuglanmistir.

Diger taraftan, bu sirketlerin uluslararasi yatinmlarinin gelismesi ve gesitlenmesi sonucu talep edilen
istihbarat ve danismanlik hizmeti yaninda, 9/11 saldirilari sonrasi ABD’nin teror devleti ve terdrist or-
ganizasyonlar ile “yerinde” miicadele karar almasi, istihbarat servislerini yapisal anlamda derinden et-
kilemis ve ulusal istihbarat sistemlerinin yeniden kurgulanmasi ihtiyaci dogmustur. Bu anlamda, Irak ve
iran Savasrnin bitimini miiteakiben gergeklestirdigi birinci ve ikinci Kérfez Savaslarinda ABD'nin sahada
(Irak’ta) yaptidi istihbarat faaliyetlerinde, simdiye kadar yeterince gézlenmemis yepyeni bir tasarimin 6nem
kazandigi gorllmektedir. bu anlamda, devletlerin diinyanin herhangi bir bolgesindeki gesitli askeri ve isti-
hbari faaliyetlerini 6zel tesebbuslere “outsource” etmesi (dis kaynak kullanimi), 6zel askeri sirketlerin yani
sira, Ozel istihbarat sirketlerinin de ilgili konularda ticari rekabet ortaminda yer bulmalarina sebep olmustur.

Tamamen ticari saikler ile hareket eden ve teorik-manada ticari bir tesebbilisten herhangi bir farki bu-
lunmayan 6zel istihbarat sirketleri, ginimiizde adeta birer gdlge istihbarat servisi seklinde orgutlenerek,
ulusal diizeyde politik karar vericilere alternatif bir istihbarat kaynag@i yaratmaktadir. Ote yandan, 6zel is-
tihbarat sirketleri ¢ok uluslu sirketlerin kiresel rekabet ortaminda basarili neticeler alabilmesi amaciyla,
ilgili sirketlerin stratejik hedeflerine yonelik cok daha karmasik bir hal alan kiresel ticari faaliyetlerinin ana-
liz edilmesi yaninda, bdlgesel ekonomik ve siyasi gelismelere yonelik jeopolitik danismanlik hizmeti de
sunmaktadirlar. Baska bir ifade ile 6zel istihbarat sirketleri, kiiresel rekabet ortaminda ekonomik finansal
yatirim egilimlerini kiresel dlcekte analiz edebilen ve g¢okuluslu sirketlerin karar alma mekanizmalarinin
geleceg@e yonelik 6ngorulerindeki muhtemel risk ve belirsizlikleri minimize etmek hususunda stratejik analiz
destegi veren ticari kuruluglardir.

Bu calismanin éncelikli amaci; 6zel nitelikteki glivenlik tesebbuslerinden biri olan ve kiresel istihbarat
sisteminin yeni bir oyuncusu olarak “6zel istihbarat sirketlerinin” kavramsal gergevesini olusturmaktir. Ka-
vramsal sinirlar noktasinda ciddi bir karmasanin yasandigi ticari nitelikteki gtivenlik sirketleri arasinda (ask-
eri, dedektiflik, istihbari, guivenlik, parali askerler vb. vekil yapilanmalar) 6zel istihbarat sirketlerinin kendi
icindeki farkhhklarin yapisal olarak modellenmesi yaninda ulusal istihbarat topluluklari arasindaki yerine
iliskin projeksiyonlara temel teskil edebilecek, Turkiye 6zelinde stratejik bir analiz yapabilmektir. Bu ¢alis-
mada, arastirmaya iliskin veriler, nitel arastirma tekniklerinden dokiiman incelemesi yoluyla elde edilmis ve
betimsel analiz yéntemi uygulanmistir.

Anahtar Kelimeler: istihbarat, istihbaratin Ozellesmesi, Ozel istihbarat Sirketleri, Espiyonaij.
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CONCEPTUAL MODELING AND APPLICABILITY OF TRANSFER OF INTELLIGENCE TO
THE PRIVATE SECTOR: PRIVATE INTELLIGENCE COMPANIES
ABSTRACT

The main transformation observed in the interstate power struggles in the world of the 21st century is
that conventional wars, which have high cost and devastating results, lose their priority and are replaced
by a brand new war concept called “Hybrid War”. The gradual disappearance of the sharp lines between
war and peace in today’s conditions has led to the disappearance of the theoretical boundaries between
military and civilian individuals.

In this context, the concept of hybrid warfare, which is called the Gerasimov Concept and includes
economic wars, emerges as a generally accepted approach by theorists and practitioners, where it is less
risky in diplomatic terms compared to armed struggles and has effective results in “grey areas” where di-
plomacy is ineffective. With the disintegration of the Union of Soviet Socialist Republics and the end of the
cold war, the surplus of qualified workforce arising from the dominant intelligence services of the Eastern
Bloc resulted that they found great employment opportunities in multinational companies that had become
a giant in the world economy in the last quarter century.

On the other hand, in addition to the intelligence and consultancy services requested as a result of the
development and diversification of the international investments of these companies, the decision of the
USA to fight with the terrorist state and organizations “on point “ after the 9/11 attacks has deeply affected
the intelligence services in a structural sense and has affected the national intelligence systems. needed to
be restructured. In this sense, it is seen that a brand new design that has not been sufficiently observed in
recent years has gained importance in the intelligence activities carried out by the USA in the field (in Iraq)
during the first and second Gulf Wars, which were carried out following the end of the Iraq and Iran Wars. In
this sense, the “outsourcing” of various military and intelligence activities of states in any part of the world to
private enterprises has caused private intelligence companies to find a place in the commercial competition
environment in related matters, as well as private military companies.

Private intelligence companies, which act with purely commercial motives and are no different from
a commercial enterprise in the theoretical sense, are organized as a shadow intelligence service today,
creating an alternative intelligence source for political decision makers at the national level. On the other
hand, private intelligence companies provide geopolitical consultancy services for regional economic and
political developments, as well as analyzing the global commercial activities of the relevant companies,
which have become much more complex, in order to achieve successful results in the global competitive
environment of the multinational companies. In other words, private intelligence companies are commercial
organizations that can analyze economic/financial investment trends in a global competitive environment
and provide strategic analysis support to minimize the possible risks and uncertainties in the future predic-
tions of the decision-making mechanisms of multinational companies.

The primary aim of this study is; to create the conceptual framework of “private intelligence companies”
as one of the private security initiatives and as a new player in the global intelligence system. Among the
commercial security companies (military, detective, intelligence, security, mercenaries, etc. proxy organiza-
tions) where there is a serious confusion at the point of conceptual boundaries, the differences within the
private intelligence companies can be modeled structurally as well as the projections regarding their place
among the national intelligence communities. In this study, the data related to the research were obtained
through document analysis, one of the qualitative research techniques, and the descriptive analysis method
was applied.

Keywords: Intelligence, Privatization of Intelligence, Private Intelligence Companies, Espionage.
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ULUSAL GUVENLIK EKSENLI SIBER TEHDITLER iLE MUCADELEDE iSTIHBARAT
SIRKETLERIN ROLU
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OZET

Siber alan 21. YY’in en ¢ok ginlik bazl olayinin yasandigi ve sadece devletlerin degil sivillerinde
dogrudan karg! karsiya kaldigi bir dizi tehdidin buldugu kaotik bir ortamdir. Bu tehditlere karsi devletler
varlik sebepleri geredi savunma faaliyetleri ylritmektedir. Fakat tehdidin boyutu gézlemlendiginde, dev-
letlerin kendi basina ya da birbirleriyle is birligi yaparak ortadan kaldirabileceg@inin ¢ok daha ustlinde oldugu
gorulmektedir. Bu sebeple 6zellikle demokratik ulus devletler siber alanda ulusal giivenligi saglamak igin
yuklenici sirketlerden destek almaktadir. Bu destek alimi glinimiizde son derece tartismali bir konu olsa
da devletlerin yiklenici kullaniminda bir artis izlienmektedir. Nitekim bu sirketler her gecen yil daha fazla
kontrat imzalamakta ve kuresel 6lgekte buylime géstermektedir.

Bu ¢alismanin amaci ulusal guivenlik eksenli siber tehditler ile miicadelede yiklenici sirket kullanimini
elestirel bir perspektifte tartisarak devlet agisindan ortaya koydugu firsatlari, zararlari, tehditleri ve imkan-
lari belirlemektir. Boylece siber glivenligin saglanmasinda yuklenici sirketlerin ne kadar guvenilir ve gerekli
oldugu sorusuna cevap aranacaktir. Ek olarak benzer sekilde Turkiye’de yiklenici sirket kullanimi ne kadar
avantajli olabilir, devlet bu tarz yapilanma ve is modellerine yonelmeli midir sorularina cevap aranacaktir.
Calismanin hipotezi; devletlerin ulusal giivenlikle ilgili konularda, maliyet ve uzmanlik avantaji sebebiyle
yuklenici kullanmasi tehdidin, i¢ tehdide donigsmesine ve bdylece ulusal giivenlik tehdidinin daha komplike
bir yapiya déniismesine sebep oldugudur.

Bu konuda akademik literatur incelendiginde yiklenici sirketlerin roliine dair daha ¢ok fiziksel gliven-
lik konularini igeren calismalarin yapildigi gérilmektedir. YUklenici sirketler hakkinda arastirmalar yiriten
akademisyenler ise 6zellikle savas bolgelerini 6rneklem olarak kullanmaktadir. Halbuki siber alan yiklenici
sirketlerin cok daha fazla yer aldigi ve tehdit boyutunun cok daha cesitli ve blyik bir érneklem nitelidi
tasimaktadir. Dolayisiyla bu galisma sadece siber glvenlik ile ilgilenen yiklenici firmalarin roliyle sinir-
landinimisg, askeri sirket modelindeki yuklenici firmalar dahil edilmemistir.

Turkiye'de o6zellikle siber guvenlik alaninda sirketlerin her gecen glin yayginlastidi ve devlet ihale-
lerinde rol aldiklari diistintldiginde konunun akademik olarak incelenmesi ilgililerine perspektif sunma
acisindan faydali olacadi disiiniilmektedir. Ote yandan bu konuda akademik calismalarin kisithhigi géz
o6nunde bulunduruldugunda, konunun literatlire fayda saglayacagina inaniimaktadir.

Calismanin ilk bélimiinde siber alan ve bu alandaki tehditler hakkinda kavramsal bir gergeve gizilecektir.
Boylece okuyucu ulusal giivenlik perspektifinde siber tehditler nelerdir bilgi sahibi olacaktir. Makalenin ikinci
kisminda yuklenici sirketlerin, devletler agisindan kullaniminin firsat, risk, zarar ve imkanlar cercevesinde
degerlendirmesi gerceklestirilecektir. Ayrica FireEye, DarkMatter ve NSO Group isimlerindeki g yiklenici
firma ve faaliyetleri incelenerek devletler agisindan yuklenici sirketlerin rolt 6érneklendirilecektir. Calismanin
son bolimiinde ise ulusal glvenlikte yuklenici sirket kullanimi ile ilgili tartismalara yer verilecek ve Turki-
ye’de yiklenici sirketlerle kurulabilecek bir glivenlik mimarisinin nasil daha etkili ve glivenli olacagi yoniinde
6neride bulunulacaktir.

Anahtar Kelimeler: istihbarat sirketleri, ulusal giivenlik, siber giivenlik
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THE ROLE OF PRIVATE INTELLIGENCE COMPANIES IN COMBATING NATIONAL
SECURITY BASED CYBER THREATS
ABSTRACT
Cyberspace is a chaotic environment in which the most daily-based events of the 21st century are

experienced and a series of threats directly confronted not only by states but also by their civilians. Against
these threats, states have to carry out defense activities for to their existence and continuity. However,
when the size of the threat is observed, it is seen that it is much more than states can eliminate on their
own or in cooperation with each other. For this reason, states receive support from contractor companies
to ensure national security in the cyber field. There is observing increase in the use of contractors by the
states, although this usage is a highly controversial issue today.

The aim of this study is to discuss the use of contractors in the combting against national security based
cyber threats in a critical perspective and to determine the strong, weak sides, threats and also opportuni-
ties presented by the state. Thus, an answer will be sought to the question of how reliable and necessary
the contractor companies are in providing national security based cyber threats. In addition, similarly,
answers will be sought to the questions of how advantageous the use of contractor companies can be in
Turkey, and whether the government should turn to such structuring and business models.

When the academic literature on this subject is examined, it is seen that most of studies on the role
of contractor companies involving physical security issues. However, the cyber domain is a much more
diverse and large sample of size of the threat, and also where the contractor companies are much more
involved. Therefore, this study was limited to the role of contractor companies dealing with cyber security
only, and contractor companies in the military company model were not included.

Considering that companies in Turkey, especially in the field of cyber security, are becoming more
widespread and taking part in government tenders, it is thought that an academic examination of the sub-
ject will be beneficial in terms of providing perspective to those concerned. On the other hand, considering
the limitations of academic studies on this subject, it is believed that the subject will benefit the literature.

In the first part of the study, a conceptual framework will be drawn about cyberspace and threats in the
national security based. Thus, the reader will have information about cyber threats from the perspective of
national security. In the second part of the article, the use of contractor companies by governments will be
evaluated within the framework of strong, weak sides, opportunities and threats. In addition, three contrac-
tor companies, FireEye, Dark Matter and NSO Group, activity will be examined and the role of contractor
companies in terms of governments will be exemplified. In the last part of the study, discussions about the
use of contractor companies in national security will be included and suggestions will be made on how a
security architecture that can be established with contractor companies in Turkey will be more effective
and safe.

Keywords: Private Intelligence Firms, National Security, Cyber Security
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OZET

Soguk Savas déneminin son bulmasiyla ulusal ve uluslararasi giivenlik yaklagimlarinda kayda deger
gelismeler ve degisimler yasanmistir. Bu donemde, yeni tehdit ve tehlike ortaminin, yeni tedbirler gerektird-
igi anlasiimistir. DOGnemin konjonkturu ele alindiginda; komunizmin ¢okusu ve liberal ddnusum beklentilerin
artmasinin, uluslararasi iliskilerde temel aktér olan devletlerin ordu ve istihbarat yapilarini da dogrudan
etkiledigi go6zlemlenmektedir. Geleneksel agidan niceligi yiiksek olan ordu ve istihbarat kurumlarinin, yeni
tehditlerle miicadele konusunda yeterli olup olmadigi birgok arastirmanin konusu olmustur. Bu dogrultuda
devletlerin stratejileri Gizerinde dogrudan etkili olan istihbarat kurumlarinin da modernizasyonu giindeme
gelmistir.

Soguk Savas déneminde varlik gésteren ve Soguk Savas sonrasinda yiikselisi ivme kazanan Ozel
Askeri ve Givenlik Sirketleri (OAS), istihbarat sirketlerinin de giic kazanmasiyla paralel ilerlemistir. Birgok
OAS, istihbarat tedarik hizmetiyle musterilerine hizmet vermistir. Birgok arastirmaci tarafindan; askeri hiz-
met tedarikgisi sirketler, askeri danismanlik sirketleri, askeri destek sirketleri gibi tasniflerle incelenen bu
sirketler, analizi de kapsayan danismanlik hizmeti ve askeri destek igin istihbarat hizmeti sunmaktadir. Ask-
eri baglamin disinda sadece istihbarat hizmetine odaklanan ve ulkelerin istihbarat toplulugunda yer edinen
cesitli istihbarat sirketleri de varliklarini 6zel sirketler olarak siirdiirmektedir. Istihbarat sistemine entegre
hizmet sunan veri tedarikgisi sirketlerse 6zellikle teknik istihbarat paylasarak istihbarat toplulugun bir dis
parcasini olusturmaktadir. Mevcut varliklariyla, ABD ve Avrupa basta olmak 6zellesen istihbarat sistemi
popiilerligini giderek arttirmaktadir. Ozellesen istihbarat sisteminin gelisimi; karar alicilarin desteklenmesi,
devletlerinin yukamlilUkleri ve hukuki sorumluluklari Gzerinde etkisi bakimindan buylk énem arz etmekte-
dir. Diinyaca unld birgok firmanin istihbarat tedarikgisi olarak verdigi distintldiglnde, bu sirketlerin, gliven-
lik biirokrasisi tizerindeki nasil bir etkisinin oldugu énemli bir tartismanin konusunu olusturmaktadir. Ozel
sektérden istihbarat alaninda yogun bir sekilde faydalandigi bilinen ABD Istihbarat Toplulugu’'nda birgok
personelin 6zel istihbarat sirketi mensubu oldugu bilinmektedir. Bu dogrultuda ¢alismanin amaci 6zel istih-
barat sirketlerinin, ABD istihbarat Toplulugu ézelinde etkisini incelemektir.

Calismada, Soguk Savas déneminde Ozellesmis istihbarat faaliyetlerine yer verilmekle birlikte, ABD
istihbarat anlayigini biiyiik dlgiide etkileyen 11 Eyliil 2001 saldirilari sonrasi, ézellesmesi ivme kazanan is-
tihbarat sektoriiniin istihbarat toplulugu agisindan 6nemi tartisilacaktir. Calismada nitel arastirma teknikleri
kullanilmis ve agik kaynaklar vasitasiyla ABD istihbarat Toplulugu’ndaki 6zellesmenin boyutu incelenecek-
tir. Bu gergevede ele alinan metinler, akademik arastirmalarla birlikte, ABD hiuktumeti tarafindan yayinlanan
degerlendirme ve raporlardan olusmaktadir. Konu baglaminda, test edilebilir ya da dlgulebilir bir basari
ya da basarisizlik ortaya atiimamis, 6zellesmenin, istihbarat kurumsal yapisina ve anlayisina etkilerini
cesitli drneklerle incelenmistir. Bu dogrultuda, calismanin, ulkemizde sinirli kaynak bulunan 6zel istihbarat
sirketleri, bu sirketlerin kapsamlari ve gelecegi konulari Gzerinden literatiire katki saglamasi amaglanmak-
tadir.

Sonug olarak, 6nemi giderek artan 6zel istihbarat sirketlerinin gelecekte bircok Ulkede istihbarat ku-
rumlarinin partneri olarak hizmet sunabilecegi diisiiniilmektedir. Ele alinan ABD Istihbarat Toplulugu'nda,
dzellikle, Birinci ve Ikinci Kérfez Savaglari ile Afganistan’da hizmet sunan ve ABD istihbarat kurumlari igin
goriintl ya da sinyal istihbarati saglamakla kalmayip analiz hizmeti de veren birgok ana yiklenici ve yan
kurulusun etkisi ortaya cikmaktadir. Calisma sonunda, bu detaylar 1si§inda ABD istihbarat Toplulugu’nun
buguinki 6zellesen yapisi ve 6zel sirketlerin istihbarat toplulugunun gelecegine etkisi degerlendirilecektir.

Anahtar Kelimeler: istihbarat, Ozel istihbarat Sirketleri, istihbarat Toplulugu.
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THE ROLE OF PRIVATE INTELLIGENCE COMPANIES IN THE INTELLIGENCE COMMUNITY
ABSTRACT

With the end of the Cold War period, significant developments and changes took place in national and
international security approaches. During this period, it was understood that the new threat and danger
environment required new measures. Considering the conjuncture of the period; It is observed that the
collapse of communism and the increase in the expectations of liberal transformation directly affect the mil-
itary and intelligence structures of the states, which are the main actors in international relations. Whether
the military and intelligence agencies, which are traditionally high in quantity, are sufficient to combat new
threats has been the subject of many studies. In this direction, the modernization of the intelligence institu-
tions, which directly affect the strategies of the states, has come to the agenda.

Private Military and Security Companies (PMC), which existed during the Cold War and gained momen-
tum after the Cold War, progressed in parallel with the gaining power of intelligence companies. Many PMC
served their customers with intelligence procurement services. By many researchers; These companies,
which are examined by classifications such as military service provider companies, military consultancy
companies, military support companies, provide consultancy service including analysis and intelligence
service for military support. Apart from the military context, various intelligence companies that focus solely
on the intelligence service and have a place in the intelligence community of the countries also continue
their existence as private companies. Data supplier companies that provide integrated services to the
intelligence system form an external part of the intelligence community, especially by sharing technical
intelligence. With its current assets, the privatized intelligence system, especially in the USA and Europe,
is increasing its popularity. Development of privatized intelligence system; Supporting decision makers is of
great importance in terms of its impact on the obligations and legal responsibilities of their states. Consid-
ering that many world-renowned companies have given them as intelligence providers, what kind of impact
these companies have on the security bureaucracy-is the subject of an important discussion. It is known
that many personnel in the US Intelligence Community, which is known to make extensive use of the private
sector in the field of intelligence, are members of-private intelligence companies. In this direction, the aim
of the study is to examine the impact of private intelligence companies in the US Intelligence Community.

In the study, the importance of the intelligence sector for the intelligence community, whose privatiza-
tion gained momentum after the 9/11 attacks, which greatly influenced the US intelligence understanding,
will be discussed. Qualitative research techniques were used in the study and the extent of privatization
in the US Intelligence Community will be examined through open sources. The texts discussed within this
framework consist of evaluations and reports published by the US government together with academic
research. In the context of the subject, no testable or measurable success or failure has been demonstrat-
ed, and the effects of privatization on the intelligence institutional structure and understanding have been
examined with various examples. In this direction, the study aims to contribute to the literature on private
intelligence companies with limited resources in our country, the scope and future of these companies.

As a result, it is thought that private intelligence companies, which are increasingly important, will be
able to serve as partners of intelligence agencies in many countries in the future. The influence of many
main contractors and subsidiaries, especially those that provide services in Afghanistan during the First and
Second Gulf Wars and not only provide image or signal intelligence for the US intelligence agencies, but
also provide analysis services, are emerging in the discussed US Intelligence Community. At the end of the
study, in the light of these details, the current privatized structure of the US Intelligence Community and its
impact on the future of the intelligence community of private companies will be evaluated.

Keywords: intelligence, Private Intelligence Company, intelligence Community.
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OZET

Bilisim teknolojileri alanindaki gelismelerle kamusal ve 6zel sektdrde toplanarak bir yigin haline gelen
dijital veriler, istinbarat faaliyetlerini de agirlikl olarak dijital verilerin elde edilmesine yénlendirmistir. istih-
barat faaliyetlerinin bu alandaki etkinligi ise 6zel istihbarat teknolojilerindeki faaliyet gticline dayanmaktadir.
Birlesmis Milletler’'in 2019 tarihli raporunda belirtildigi gibi, ‘hukimetler, 6zel sirketler tarafindan gelistirilen,
piyasaya surilen ve desteklenen istihbarat yazilimlarini kullanmaktadir.” Bu durumun, dolandiriciligi énle-
mek icgin finansal kurumlarin para akisini takip etmeleri ya da yazilimlarin onarilmasinin gocuk pornograf-
isinin yakalanmasinda kullaniimasi gibi hakli ve mesru amaglara dayandidi érnekler vardir. Yukarida adi
gecen raporda, 6zel sirketlerin istihbarat yazilimlarini kullanan aktorlerin bireylerin dijital iletisimine, internet
tarayicisi verilerine, arama ve konum gegmisine, gevrimici ve cevrimdisi faaliyetlerine gizlice erisme yetisine
vurgu yapilmistir. Bilgisayarlara girilmesi, cep telefonlarinin hacklenmesi, bireylerin onlari farkinda olmadan
kétu yazilimlari indirmeye yonlendiren sosyal muhendislige maruz kalmalari, yiz tanimlama teknolojilerinin
kullanilarak irk, etnik kimlik ya da cinsiyete dayali ayrimcilik yapilmasi gibi tehlikelere dikkat ¢ekilmistir. S6z
gelimi Cin Hikimeti'nin arama ve inceleme faaliyetleri kapsaminda yz tanimlama teknolojisi ve gézetleme
kameralarini birlikte kullanarak, gérintisu Uygur Tirk'lerine benzeyen bireylerin gelis ve gidiglerinin kay-
dini tuttugu vakasina yer verilmistir. Benzer bicimde, konum tabanli analitik platformu olan 6zel sirketlerin,
Twitter, Facebook ve Instagram’dan topladiklari bilgilerle gdsteri ya da protesto diizenleyenleri izleyerek bu
bilgileri istihbarat kurumlariyla paylastiklari ortaya ¢cikmistir. Hukimetler ve 6zel sirketler arasinda istihbarat
yazihmlarimin kullanimina iliskin piyasanin tam bir gizlilik icerisinde kurulduguna ve 6zgurlikler rejimine
yonelik siki glivenceler kabul edilmedigi surece, hiikimetlerin acil moratoryum ilan ederek 6zel istihbarat
endustrisindeki aracglarin satimini ya da transferini durdurmasi gerektiginin aciliyetine dikkat ¢ekilmistir.
Ozel sektérde faaliyet gosteren aktdrlerin herhangi bir yasal yiikiimliilige tabi olmadan veri toplamasi ve
bu verileri istihbarat kurumlariyla paylasmasinin anayasa hukuku agisindan nasil sonu¢ dogurabilecegi bu
calismanin temel sorusunu olusturmaktadir. Anayasalciligi, metinsel olarak hesap verebilir ve seffaf bir ik-
tidarin sinirlandiriimasi olarak tanimladigimizda, sirketlerin istihbarat yazilimlarinin hiikiimetler tarafindan
kullaniminin anayasal agidan ug¢ ciddi tehlike arz ettidi ifade edilebilir. Bunlar, sinirlilik, seffaflik ve hesap
verebilirliktir. Hukuk devletinin kapsayici bir tanimini yapmanin zorlugu gézetilse de, bu kavram 6z olar-
ak, kamu gucline basvurarak uyguladigi eylem ve islemlerinde genel, objektif, soyut, esit, gelecege etki
doguran, temel hak ve d6zgurlikleri koruyan, éngorulebilir, belirli ve agik kurallari ile bagli olan bir idarenin,
bu eylem ve islemlerinden kaynaklanan hukuki uyusmazliklarina karsi bagimsiz yargi organlarina bas-
vuru hakkinin glivence altina alindidi bir devlet diizeni olarak tanimlanabilir. Bu baglamda, bu calismada
hukimetler ve sirketler arasindaki bu dijital teknolojilere dayali istihbarat araglarina yonelik iliskinin huku-
kun korumasi, usuli guvenceler, etkili denetim ve tazminat hususlari 6zelinde arastiriimasi planlanmaktadir.
Bdylece odlculllik ilkesi ve insan haklari temelinde hikimetlere ve sirketlere pratik bir rehber saglanmasi
amagclanmaktadir. Bu kapsamda sirketlerin insan haklarina saygi gésterme yukumliligunin de calisma
kapsaminda incelenmesi hedeflenmektedir.

Anahtar Kelimeler: Istihbarat Yazilimlari, Istihbarat Paylagimi, Istihbaratin Denetimi, Yatay Etki
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AN EVALUATION OF COMPANIES’ USE OF INTELLIGENCE SOFTWARE BY
GOVERNMENTS FROM A CONSTITUTIONAL PERSPECTIVE
ABSTRACT
Intelligence activies are mainly directed to collect digital data considering mass data issue which re-
sulted by the developments in information technologies used in the public and private sectors. Intelligence
activities can be measured as effective so long as they are based on private sector surveillance technolo-
gies. As it is stated in the United Nations’ report in 2019, ‘governments use intelligence software developed,
released and supported by private companies.” Some of instances might be illustrated to justify the usage of
private surveillance technologies such as monitoring the flow of money to prevent fraud or using software

repair to capture child pornography. The aforementioned UN report emphasized the ability of actors using
intelligence software of private companies to secretly access individuals’ digital communications, internet
browser data, search and location history, and online and offline activities. The risks pointed out in the
report are hacking into computers, hacking of mobile phones, exposure of individuals to social engineering
that leads them to download malicious software unknowingly, and discrimination based on race, ethnic
identity or gender using facial recognition technologies. For example, there is a case where the Chinese
Government used facial recognition technology and surveillance cameras within public authorities’ search
and investigation activities, and recorded the arrivals and departures of individuals looking similar to Uyghur
Turks. Similarly, it has been revealed that private companies with location-based analytics platforms moni-
tor those who organize demonstrations or protests with the information they collect from Twitter, Facebook
and Instagram. Besides, private companies share this protesters’ information with intelligence agencies. It
was noted that the market for the use of intelligence software between governments and private companies
is set up in complete secrecy. There is an urgency for governments to stop the sale or transfer of tools in
the private intelligence industry by declaring an emergency moratorium, unless strict guarantees to protect
liberties are accepted. The main issue of this study is the constitutional consequences of data collection
and share with intelligence agencies without subjecting the actors in the private sector to any legal re-
striction. When we define constitutionalism as the limitation of accountable and transparent power, it can
be stated that the use of private intelligence software by governments poses three serious constitutional
problems. They are limitation, transparency and accountability. Although it is difficult to make an inclusive
definition of the rule of law, in general, it refers to administrative actions that are objective, abstract, equal,
future impact, preserving fundamental rights and freedoms, predictable, specific and explicit. It can be de-
fined as a state order in which the right to apply to independent judicial bodies against legal disputes arising
from the actions of administration is guaranteed. In this context, it is planned to investigate the relationship
between governments and companies regarding the digital technologies based intelligence tools in terms
of protection of law, procedural safeguards, effective control and compensation. Thus, it is aimed to provide
a practical guide to governments and companies on the basis of the principle of proportionality and human
rights. In this context, it is aimed to examine the obligation of companies to respect human rights within the
scope of the study.

Keywords: surveillance software, intelligence sharing, intelligence oversight, horizontal effect
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OzZET

istihbarat analizinde yanilgi ile karsilagiimasinin en énemli érnegine, diinyadaki istihbarat ve giivenlik algisina yénelik
mevcut anlayisi degistiren 11 Eyliil saldirilarinda karsilagiimistir. Istihbarat analiz teknikleri sayesinde istihbarat deger-
lendirmelerinin kapsamliligi, guvenilirligi ve politikacilarin karar almasinda yararlilidi arttirimaktadir. Analiz teknikleri
amaclarina gore gruplandiriidiginda; tanisal teknikler analitik muhakemenin, varsayimlarin veya istihbari bilgi bosluklarinin
daha seffaf hale getiriimesini amaglamaktadir. Degisen Gostergeler Analizi teknigi, diger yapilandiriimis analiz tekniklerini
desteklemek icin de ¢ok glicli bir yardimeidir. Bu gibi durumlarda, analistler belirli bir hipotezi, dusik olasilikli olayi veya
senaryoyu destekleyecek saglam kanit ararken teknige basvururlar. Degisen gdstergeler veya isaretler analizi; olaylari,
hedefleri izlemek, ortaya cikan egilimleri tespit etmek ve beklenmedik degisikliklere karsi uyarmak icin gézlemlenebilir
olaylarin veya egilimlerin listesini dlizenli olarak incelemeye yonelik bir tekniktir. Bir analizci, bir olayl zaman iginde izlemesi
gerektiginde bu degisiklikleri izlemek ve degerlendirmek icin s6z konusu teknigi kullanilabilmektedir. Analizci veya analizci
ekibi, ekonomik reform, askeri modernizasyon, siyasi istikrarsizlik veya demokratiklesme gibi 6ngorilebilir bir durumun
gelisip gelismediginin gérilebilmesinin beklendidi durumlarda gbzlemlenebilir olaylarin gdstergelerine veya isaretlerine
dair liste olusturmaktadir. Hedeflenen sorunla iligkili kritik-degiskenleri tanimlamak Uzere listenin olusturulmasi birkag
glin surebilecegi gibi yalnizca birkag saat strebilmektedir. Olusturulan listeler neticesinde birbiri ile ¢elisen birkag hipotez
veya vakia tespit edilerek bu vakialarin diizenli incelenmesinin neticesinde mimkun olan en dogru ve olasi sonug ortaya
cikartilir. Bu teknigin kullanimi istihbarat Uretim sirecini yavaslatma ihtimali barindirsa da tutarlih@ artirmak igin farkl
analizcilerin hazirladigi raporlarin karsilastiriimasi veya bu analiz yénteminin diger yapilandiriimis analiz yontemleri ile
birlestiriimesi neticesinde verimlilik ve analitik karar almadaki degerlendirmelerin dogruluk orani artis gésterebilir. Degisen
Gostergeler Analiz teknigini kullanmanin bir diger énemli nedeni, bu teknigin daha 6nce var olan yapilar ve yeni olusan
yapilar ile bunlarin olusum bigimleri ve yéntemleri hakkinda ayrintili gézlemler yapiimasina izin vermesidir. Bu sayede
analizi gergeklestiren ekip degisse bile o ekibin yerine getirilen diger analizciler bireysel olarak gegmisteki faaliyetleri takip
etmemis olsalar bile kisa surede verimli analizler Gretilmesi igin verimli bir zemin icerisinde ¢alismalarina baslayabilecekleri
degerlendiriimektedir.

Bu galismada 12 yapilandiriimis analiz tekniklerinden biri olan ve tanisal analiz tekniklerinden biri olan siniflandiriimis
olan “Degisen Gostergeler Analizi” incelenmistir. Bu teknik ile analitik muhakemenin, varsayimlarin veya istihbari bilgi
bosluklarinin daha seffaf hale getirilmesini amaglamaktadir. Bu ¢alisma nitel arastirma deseninde tasarlanmis olup, be-
timsel igerik analizi ve dokliiman incelemesi kullaniimistir. Dokiiman incelemesi, arastiriimasi hedeflenen olgu ve olgular
hakkinda bilgi iceren yazili materyallerin analizini kapsar. Dokiiman analizinde anlam gikartmak, anlayis kazandirmak
ve ampirik bilgi gelistirmek igin verilerin incelenmesi ve degerlendiriimesini gerektirir. Bu dogrultuda Degisen Gosterge-
ler tekniginin tanimi, 6nemi, analiz metodolojisi, analiz tekniklerinin kullanim alanlari, teknigin faydalari ve sinirliklari ve
teknige yonelik elestiriler Uzerinde durulmus ve tarihsel surecteki 6rnek uygulamalari degerlendirilmistir.

Anahtar Kelimeler: Yapilandirimis istihbarat, Analiz Teknikleri, A/ B Takimi Analizi, Yararliliklar ve Sinirliliklar.
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AN EVALUATION ON THE IMPORTANCE OF CHANGING INDICATORS ANALYSIS
TECHNIQUE A TYPE OF STRUCTURED INTELLIGENCE ANALYSIS TECHNIQUES
ABSTRACT

The most important example of misconceptions in intelligence analysis was encountered in the Sep-
tember 11 attacks, which changed the current understanding of intelligence and security perception in
the world. With the help of intelligence analysis techniques, there is an increase on comprehensiveness,
reliability and usefulness of intelligence assessment reports for policymakers’ decision-making process.
When analysis techniques are categorized according to their objectives, diagnostic techniques aim to make
analytical reasoning, assumptions, or intelligence information gaps more transparent. The “Indicators or

Signposts of Change” analysis technique is also a very powerful aid to support other structured analysis
techniques. In such cases, analysts resort to the technique when looking for solid evidence to support a
particular hypothesis, low probability event, or scenario. Indicators or signposts of change analysis is a
technique for regularly reviewing a list of observable events or trends to track events, targets, detect emerg-
ing trends, and notify against unexpected changes. This technique can be used to track and evaluate these
changes when an analyst needs to track an event over time. The analyst or team of analysts, creates a list
of indicators or signs of observable events where it is expected that a predictable situation such as econom-
ic reform, military modernization, political instability, or democratization is developing or not. Creating a list
to identify critical variables associated with the targeted problem can take several days or only a few hours.
As aresult of the lists created, several contradictory hypotheses or cases are identified and the most accu-
rate and possible result is revealed as a result of regular examination of these cases. Although the use of
this technique may slow down the intelligence production process, comparing reports prepared by different
analysts to improve consistency or combining this analysis method with other structured analysis methods
may increase the accuracy of efficiency and analytical decision-making assessments. Another important
reason to use Indicators or Signposts of Change analysis technique is this technique allows you to make
detailed observations about previously existing structures and newly formed structures and their forms and
methods of occurrence. In this way, even if the team performing the analysis changes, it is evaluated that
the other analysts performed by that team can start their work on an efficient basis for producing efficient
analyses in a short time, even if they have not individually followed the past activities.

In this study, “Indicators or Signposts of Change” analysis, which is one of 12 structured analysis tech-
niques and classified as one of the diagnostic analysis techniques, was examined. This technique aims
to make analytical reasoning, assumptions or intelligence information gaps more transparent. This study
was designed in a qualitative research pattern and used descriptive content analysis and document review.
Document review covers the analysis of written materials containing information about the phenomenon
and facts that are intended to be investigated. In document analysis in order to create sensible information,
analysis requires the study and evaluation of data, gain understanding and develop empirical knowledge.
In this direction, the definition, importance, analysis methodology, usage areas of analysis techniques,
benefits and limitations of technique and criticisms of technique were emphasized and sample applications
in the historical process were evaluated.

Keywords: Structured Intelligence, Analysis Techniques, A Team / B Team Analysis, Usefulness and
Limitations
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OZET

Ulusal glivenligi saglamada en 6nemli unsurlardan birisi olan istihbarat, gegmiste var oldugu gibi bun-
dan sonra da mutlaka var olacaktir. Istihbarat denildiginde ilk akla gelen eldeki ham bilgiyi analiz etmek ve
buradan sonug elde etmektir. istihbarat, adli bir olayin ¢oziilmesi iginde toplanmaktadir. Bu durumda adli
istihbarat veya sug istihbarati olarak adlandiriimaktadir. Sugla miicadele ederken olay yerinden elde edilen
parmak izi veya DNA verisi belirli analiz asamalarindan gegirilerek olayin ¢ozllmesinde fayda saglamak-
tadir. Hatta birgok olayi arastirirken ve istihbarat toplarken agik kaynak istihbarati da kullanilan yontemler
arasindadir. Dijital gaga gegisle birlikte olay yerinden elde edilen fiziksel delilerin yansira bilgisayar, harici
disk ve akilli cihazlar gibi birgok veri de elde edilmektedir. Bu deliller tanimlama, koruma, toplama, analiz
ve raporlama gibi asamalardan gegmektedir. Ayrica yapilan agik kaynak istihbarati da bu asamalara etkin
sekilde bilgi saglamaktadir. Analiz asamasinda her zaman insan gicu yetmediginden cesitli tekniklerle
analize hiz ve etkinlik kazandiriimaktadir. Bu ydntemlerin baginda yapay zeka, makine 6grenmesi ve der-
in 6grenme gibi algoritmalar gelmektedir. Bu akilli yontemler kullanilarak gesitli karar destek sistemleri
Uretilmektedir. Karar destek sistemleri birgok alanda yapay zeka tekniklerini kullanarak insanlara yardimci
olmaktadir. Ozellikle siber riskleri ve siber tehdit analizini destekleyen karar almada yardimci yazilimlar
sunulmaktadir. Bu sistemler istihbarat analizi, siber gtvenlik risk analizi, karar verme, saldiri 6nleme, alt-
yap! ve bilgi varliklarini koruma konularinda bilgi gliivenligi uzmanlarina yardim etmektedir. Karar destek
sistemleri genel olarak algilama, anlama ve yansitma olmak Uzere U¢ ana seviyeden olugsmaktadir. Bu
sistemlerde kullanilan kiimeleme, siniflandirma, karar agaclari ve bulanik mantik algoritmalari tanitilmistir.
Bu algoritmalarin 6nemi ve etkinligi vurgulanmustir.

Calismanin amaci istihbarat analizinde dikkat edilmesi gereken hususlari agiklamak, analizlerin hangi
yontemlerle yapildigini ortaya koymaktir. Yapilan karma arastirmada karar destek sislerinin kullanim alan-
lari ve iligkili calismalar agiklandiktan sonra sug¢ analizi, agik kaynak analizi hakkinda detayli bilgiler verilmis
ve istihbaratin saglanmasinda kullanilan karar destek sistemlerinin teknik yontem ve algoritmalari ortaya
koyulmustur. Karar destek sistemlerinin istihbarat analizindeki teknik yontemlerini ve faydalarini agiklam-
aktir. Calismanin istihbarat analizindeki kavramlarin ve verilerin kullaniimasinda hangi yollarin izlenecegi
konusunda 6ngori saglamasi disinilmektedir. Yine karar destek sistemlerinin hem istihbarat analizinde
hem de istihbarata karsi koyma faaliyetlerinde kullaniminin artirlmasina katki saglayacaktir. Literatiirde
aclk kaynak istihbarati saglama, istihbarat analizi, terér amagcli siber saldirilara karsi koyma ve sug istih-
barati saglama konularinda karar destek sistemleri kullaniimigtir. Yapilan galismalarda karar destek sis-
temlerinin hangi alanlarda kullanildidi ve bu sistemler sayesinde hangi sonuclara ulasildigi anlagiimigtir.
Bu karar destek sistemlerinin istihbarat analizlerinde son derece 6nemli oldugunu ve yapilan ¢alismalarin
artinlmasi gerektigini géstermistir.

istihbarat saglamanin en énemli parcasi veriyi dogru analiz etmektir. Biiyiik miktardaki veri analizi
yapilirken oncelikle analiz igin gerekmeyen verileri disarida tutmaktir. Bunu yapan analist elindeki verileri
kullanarak veri setinde bulunmayan husular tespit etmesi gerekmektedir. Ayrica agik kaynak istihbarat
yapilirken akilli ve yapay zeka tabanli karar destek sistemleri herhangi bir sug tehdidi ile ilgili analizini yapip
kullanicilarin kullanimina sunacaktir. Istihbarati alan analist hizlica harekete gegecek ve konunun énlen-
mesini saglayacaktir. Yine karar destek sistemleri, devlet glvenligi, siber saldirilarin engellenmesi, bilgi
guvenliginin saglanmasi ve yabancilarin kisiye 6zel gizli bilgileri ele gegirememesi agisindan hayati dneme
sahiptir. Devlet guvenligi ve sugla mucadelede istihbarat elde ederken, analiz yaparken ve istihbarata kargi
koyma faaliyetlerinde bulunurken yapay zeka tabanli karar destek sistemlerinin artiriimasi gerektigi sonu-
cuna varilmistir.

Anahtar Kelimeler: istihbarat Analizi, Adli Istihbarat, Karar Destek Sistemleri, Yapay Zeka
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THE ROLE OF INTELLIGENT DECISION SUPPORT SYSTEMS IN INTELLIGENCE ANALYSIS
ABSTRACT

Intelligence, which is one of the most important elements in ensuring national security, will definitely
exist in the future as it has existed in the past. The first thing that comes to mind about intelligence is to
analyze the raw information and get results from it. Intelligence is gathered in solving a forensic case. In
this case, it is called forensic intelligence or criminal intelligence. Fingerprint or DNA data obtained from the
crime scene while fighting crime is useful in solving the case by passing through certain analysis stages. In
fact, open-source intelligence is among the methods used when investigating many events and collecting
intelligence. Along with the transition to the digital age, many data such as computers, external disks and
smart devices are obtained, as well as the physical evidence obtained from the crime scene. This evidence
passes through stages such as identification, protection, collection, analysis, and reporting. In addition,
open-source intelligence provides information to these stages effectively. Since manpower is not always
sufficient during the analysis phase, speed and efficiency are gained through various techniques. At the
beginning of these methods are algorithms such as artificial intelligence, machine learning and deep learn-
ing. Various decision support systems are produced using these smart methods. Decision support systems
help people in many areas by using artificial intelligence techniques. In particular, decision-making software
that supports cyber risks and cyber threat analysis is offered. These systems assist information security
professionals in intelligence analysis, cybersecurity risk analysis, decision making, attack prevention, and
protecting infrastructure and information assets. Decision support systems generally consist of three main
levels: perception, understanding and reflection. Clustering, classification, decision trees and fuzzy logic
algorithms used in these systems are introduced. The importance and effectiveness of these algorithms
are emphasized.

The aim of the study is to explain the points to be considered in intelligence analysis and to reveal
the methods by which the analyzes are made. In the mixed research, after explaining the usage areas of
decision support fogs and related studies, detailed information about crime analysis, open-source analy-
sis was given, and the technical methods and algorithms of decision support systems used in providing
intelligence were revealed. To explain the technical methods and benefits of decision support systems in
intelligence analysis. It is thought that the study will provide insight into which ways to use the concepts
and data in intelligence analysis. It will also contribute to increasing the use of decision support systems in
both intelligence analysis and counterintelligence activities. In the literature, decision support systems have
been used in providing open-source intelligence, intelligence analysis, countering terrorist cyber-attacks
and providing criminal intelligence. In the studies, it has been understood in which areas decision support
systems are used and what results are achieved thanks to these systems. It has been shown that decision
support systems are extremely important in intelligence analysis and that the studies should be increased.

The most important part of providing intelligence is analyzing data correctly. When analyzing large
amounts of data, it is primarily to exclude data that is not needed for analysis. The analyst who does this
needs to identify the issues that are not in the data set by using the data at hand. In addition, while making
open-source intelligence, intelligent and artificial intelligence-based decision support systems will analyze
any crime threat and make it available to users. Having received the intelligence, the analyst will act quickly
and ensure that the issue is avoided. Again, decision support systems are of vital importance in terms
of state security, preventing cyber-attacks, ensuring information security, and preventing foreigners from
seizing confidential information. It has been concluded that artificial intelligence-based decision support
systems should be increased while obtaining intelligence, analyzing, and countering intelligence in the fight
against state security and crime.

Keywords: Intelligence Analysis, Forensic Intelligence, Decision Support Systems, Artificial Intelli-
gence
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OZET

Stratejik istihbaratin devrimler, siyasi ve ekonomik déntstmler-kirilmalar gibi stratejik strprizler ve tehditler agisindan
ufuk 6tesini gérmesi beklenir. Bu agidan istihbarat tirleri arasinda stratejik istihbarat analizi, ngérilerin en 6nemli oldugu
alandir. Stratejik bilginin toplanma siireci bir tarafa, karar alicilar, toplanan bilgileri nesnel bir bicimde degerlendirecek
analistlere ihtiyac duyar. Bu noktada stratejik istihbarat analizi, bilimsel metodolojiye sahiptir ve istihbaratin bilimsel dalidir,
denebilir. Ancak istihbarat analizi, saglam nicel ve nitel arastirma ydntemleri ile bilimsel yontemlerle ortaya konup test
edilmis hipotezlere dayanarak karar aliciya ¢dziimler ve segenekler sunuyor olsa da, bu tir sonuglar mutlak degildir ve isti-
hbarat bulgularinda her zaman bir miktar olasilik veya belirsizlik bulunur. Istihbarat hatalarin sebepleri, noktalar birlestire-
meme, bilgi eksikligi, karar aliciya bagh problemler gibi somut sekilde tanimlandigindan, istihbaratin sinirlayici dogasi
cogunlukla gérmezden gelinir. Gegmis ve glinimiz verilerinin gok detayll bir bigimde toplanmasi ve dogru tekniklerle
analiz edilmesi sonucu, istihbarat analiz hatalarinin indirgenebilecegi varsayilir. Ancak gelecegdin, gecmisten itibaren ned-
en sonug iliskisine bagli, dogrusal bir yon izleyecegi garanti degildir. Bu dislince yapisi esasen Newtoncu neden-sonug
iliskisine dayanan determinizme bagli dogrusal akil yiritme tarzidir. Ancak stratejik istinhbarat problemi, bu akil yuritme
sistemine uygun degildir. Karmasik iligskiler aginin var oldugu ve aktérlerin birbirine bagimli hale geldigi uluslararasi arena-
da degisken sayisi fazladir, zaman c¢izgisi uzundur, aktorler sayisizdir ve baskilara karsi duyarlidir, her sey etkilesimli ve
dinamiktir. Olgiilmesi miimkiin olmayan biiyiikli kiigiikli onlarca, hatta binlerce parametre, gelecegi sekillendirebilir. Kaos
Teorisi, bu karmasik ve etkilesimli iliskiler aginin éngériilemez dogasini bilimsel bir zemine oturtmaktadir.

Kaos Teorisi ncelikle “kelebek etkisi” olarak bilinen baslangi¢ kosullarina hassas bagimli olma durumunu ortaya ko-
yar. Buna gore ¢ok kiigik ve dlglilemeyen degisiklikler, sistemde 6ngorilemez etkilere yol agmaktadir. Dolayisiyla sistemin
ongorilemezliginin, bilgi eksikliginden degil, karmasik sistemin ickin ¢zelliginden kaynaklandigini agiklar. Kaos Teorisi
uzun vadeli tahminlerin 6ngérilemez dogasini ortaya koyarken, ayni zamanda sistemlere bir “tahmin ufku” gizer. Sis-
temin igsel bir 6zelligi olarak, “tahmin ufku”’ndan 6tesi goriilemez. Dolayisiyla Kaos Teorisi, uzun vadeli tahminlere siipheli
bakilmasi gerektigini 6gretir. ikinci olarak, “kaos” diizensizlik ve karmasa demek degildir. Adi gegen karmasiklik “dogrusal
olmama durumudur” ve rastgelelik ifade etmez. Sistem her ne kadar rastgele hareket ediyor gibi gériinse de, bir siire sonra
“fraktal” adi verilen bir diizen deseni ortaya koymaktadir. Kaos, rastgelelik degil, diizensizlik icerisinde diizeni arastiran
bir bilimdir. Kaos’un ilgi ¢ekici t¢linct 6zellidi, dlizen durumu igerisinde yer alan ve yararli bilgiler saglayan tekrar kaliplari
icermesidir.

istihbaratin sinirli yapisini agiklamasinin yaninda Kaos Teorisi, yeni bir akil yiiriitme bicimi olarak karmasik yapida
olan sosyal fenomenlere uygulanabilir. Bunun icin teorinin 6zellikleri soyutlanarak, sosyal olgu tizerinde kaotik akil ylritme
saglanir. Bu, stratejik istihbarat analisti igin birkag fayda saglar. Oncelikle, klasik bilimsel editimden gecmis herkesin 6gren-
mis oldugu dogrusal sezgi ve akil yiritme bigimi, sosyal fenomenlerin timuine uygulanamaz. Dolayisiyla kaotik akil
yuritme bigimi, karmasik sosyal olgu hakkinda daha dogru bir anlayis kazandirir ve analist, inceledigi olayin “tahmin ufku”
hakkinda fikir sahibi olur. Ikinci olarak, Kaos Teorisi gok kiiglik parametre degisikliklerinin biyiik sonuglar dogurabilecegini
ortaya koyar. Dolayislyla stratejik strprizlerle ve 6ngorl hatalari ile ugrasan istinbarat analisti, biyiik ve 6nemli goriinen
parametrelerin yaninda, kiiglk gériinen ancak etkisi buylk olabilecek parametreleri de g6z 6niinde bulundurmaya baslar.
Uciinclisii, kaostaki diizen vaadidir. Bir olgunun kaotik bir sistem oldugu kanitlandiginda, istihbarat analisti artik kaotik akil
yuritme kullanarak sistemin diizene ulasacagini varsayabilir. Kaos Teorisi bu diizenin “ne zaman” olusacagina dair bir sey
sOylemese de, sistemin ickin 6zellikleri nasil bir diizen olusacagina dair ipuglari verebilir. Bu 6zellik, sistemin “rastgele”
olmamasindan kaynaklanir. Son olarak Kaos Teorisi, kisa vadeli tahminleri mimkiin kilabilecek tekrar kaliplari igerir. Bu
acidan istihbarat analizi iginde 6nemli bir yer tutan veri Bilimi icin Kaos Teorisi, faydali ipuglari barindirir. Bir veri setinin
anlam ifade etmesi igin analist, veride dogrusallik ve tutarlihk arama egilimindedir. Karsisinda rastgele gibi goriinen veri
seti, analiste anlamsiz gelebilir ve yorum yapamaz. Ancak inceledigi veri kaotik bir yapida ise, kaotik digtnen bir analist
icin anlamli bir bilgiye dénusebilir.

Kaos Teorisi’nin heniiz 60 yillik gegmisiyle kendi icinde dahi ¢ok yeni bir teori olmasi sebebiyle, sosyal bilimler alanin-
da literatiir bu manada primitiftir. Sosyal bilimlerde ve Istihbarat alaninda “karmasik sistemler” ile ilgili yeni yeni bir literatiir
olugmaya baslasa da “Kaos Teorisi” baghgi altinda “Stratejik Istihbarat Analizi’ne yénelik Tiirkge ve ingilizce literatiirde
herhangi bir calismaya rastlanmamistir. Bu calismada, istihbaratin éngérilemez dogasi Kaos Teorisi ile agiklanmis, Kaos
Teorisi’'nin ve kaotik sistemin 6zellikleri soyutlanmis ve yeni bir akil yiritme bigimi olarak kullaniimistir. Bu akil yiritme
somut orneklerle desteklenmistir. Calisma nitel arastirma yontemleri ile ortaya konulmustur. Elde edilen veriler betimsel
olarak agiklanmig, diizenlenmis ve yorumlanmistir. Bu g¢alisma esas olarak karmasik sistemler ve Kaos Teorisi'nin is-
tihbarat analizinde kullanimli {izerine bir tartismayi tesvik etmeyi amaclamaktadir ve bu agidan Tirkge literatur igin bir
baslangic mahiyetindedir.

Anahtar Kelimeler: Kaos Teorisi, Stratejik istihbarat Analizi, Karmasik Sistemler
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THE NATURE OF PREDICTABILITY IN STRATEGIC INTELLIGENCE ANALYSIS: ANEW
REASONING IN THE LIGHT OF THE CHAOS THEORY

ABSTRACT

Strategic intelligence is expected to see beyond the horizon in terms of strategic surprises and threats such as
revolutions, political and economic transformations-ruptures. Therefore, strategic intelligence analysis is the area where
predictions are the most important among types of intelligence. Aside from the process of gathering strategic information,
decision-makers need analysts to objectively evaluate the information collected. In this respect, strategic intelligence
analysis has a scientific methodology and can be said to be the scientific branch of intelligence. Although intelligence
analysis offers solutions and options to the decision maker based on robust quantitative and qualitative research methods
and hypotheses demonstrated and tested by scientific methods, such results are not absolute and there is always some
probability or uncertainty in intelligence findings. The limiting nature of intelligence is often overlooked, as the causes of
intelligence errors are defined concretely, such as the inability to connect the dots, lack of information, and problems relat-
ed to the decision maker. It is assumed that intelligence analysis errors can be reduced as a result of collecting past and
present data in great detail and analyzing them with the right techniques. However, it is not a guarantee that the future will
follow a linear direction depending on the cause and effect relationship from the past. This mindset is essentially linear rea-
soning style established on determinism based on Newtonian cause-effect relationship. Whereas, the strategic intelligence
problem is not suitable for this system of reasoning. In the international arena where a complex network of relationships
exists and actors become interdependent, the number of variables is high, the timeline is long, the actors are numerous
and sensitive to pressures, everything is interactive and dynamic. Tens or even thousands of parameters, large and small,
that cannot be measured can shape the future. Chaos Theory puts the unpredictable nature of this complex and interactive
network of relationships on a scientific basis.

Chaos theory primarily reveals the sensitive dependence on initial conditions known as the “butterfly effect”. Accord-
ingly, very small and unmeasurable changes cause unpredictable effects on the system. Therefore, that explains that the
unpredictability of the system is not due to the lack of information, but from the inherent feature of the complex system.
While chaos theory reveals the unpredictable nature of long-term predictions, it also draws a “forecast horizon” to systems
and cannot be seen beyond the “forecast horizon” as an intrinsic feature of the system. Thus, chaos theory teaches that
long-term predictions should be viewed with suspicion. Second, “chaos” does not mean disorder and confusion. Said com-
plexity is “nonlinearity” and does not imply randomness. Although the system seems to be moving randomly, after a while
it reveals a pattern called “fractal”. Chaos is not randomness, but a science that investigates order in disorder. The third
interesting feature of chaos is that it contains repetition patterns within the state of order that provide useful information.

In addition to explaining the limited nature of intelligence, Chaos theory can be applied to complex social phenom-
ena as a new form of reasoning. For this, chaotic reasoning is provided on the social phenomenon by abstracting the
features of the theory. This provides several benefits for the strategic intelligence analyst. First of all, the linear intuition
and reasoning that has been learned by everyone who has passed classical scientific education cannot be applied to all
social phenomena. Thus, chaotic reasoning gives a more.accurate understanding of complex social phenomenon and the
analyst gets an idea of the “prediction horizon” of the event s/he is examining. Second, chaos theory suggests that very
small parameter changes can have big consequences. Therefore, the intelligence analyst, dealing with strategic surprises
and prediction errors, starts to consider parameters that as well as parameters that appear large and important, appear
small but may have a big impact. The third is the promise of order in chaos. Once a phenomenon is demonstrated to be
a chaotic system, the intelligence analyst can now assume by using chaotic reasoning that the system will reach order.
Although the chaos theory does not say anything about “when” this order will occur, the inherent properties of the system
can give clues as to what kind of order will be formed. This feature is due to the fact that the system is not “random”. Finally,
chaos theory includes repetition patterns that can make short-term predictions possible. From this point, Chaos theory for
Data Science, which has an important place in intelligence analysis, contains useful clues. For a data set to make sense,
the analyst tends to look for linearity and consistency in the data. A seemingly random data set may seem meaningless to
the analyst and cannot comment. However, if the data s/he examines has a chaotic structure, it can turn into meaningful
information for an analyst who thinks chaotic.

The literature in the field of social sciences is primitive in this sense, since Chaos Theory is a very new theory even
with its 60-year history. Although a new literature on “complex systems” has begun to emerge in social sciences and intel-
ligence, no study has been found in the Turkish and English literature on “Strategic Intelligence Analysis” under the title of
“Chaos Theory”. In this study, the unpredictable nature of intelligence was explained by Chaos theory, the characteristics
of Chaos theory and chaotic system were abstracted and used as a new way of reasoning. This reasoning is supported by
concrete examples. The study has been put forward with qualitative research methods. The obtained data were explained
descriptively, arranged and interpreted. This study mainly aims to encourage a discussion on complex systems and the use
of Chaos theory in intelligence analysis, and in this respect it is a prelude to the Turkish literature.

Keywords: chaos theory, strategic intelligence analysis, complex systems
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SEYTANIN AVUKATLIGI ANALIZ TEKNIGININ iSTIHBARATA KARSI KOYMA
FAALIYETLERI KAPSAMINDA KULLANILMASI VE BiR ORNEK OLAY iNCELEMESI:
RUBICON OPERASYONU
J.Kd.Utgm. Semih SEVING
Jandarma ve Sahil Giivenlik Akademisi
semihsev2001@gmail.com

OZET

istihbarat, dogasi itibariyle siireklilik arz eden ve meydana gelen her tiirlii degisime ayak uydurmayi
gerektiren, acik, yari acik ve gizli kaynaklardan toplanan bilgilerin ulusal giivenligi tehdit edecek unsur-
lara karsi koruma saglamak amaciyla ulusal menfaatler dogrultusunda siniflandiriimasi ve analiz edilmesi
siirecidir. Diger bir deyisle istihbarat, bilme meraki ile ortaya cikan bir miicadele sahasidir. insanin temel
darttlerinden olan merak, insani kendisi ve cevresi hakkinda bilgi toplamaya yénlendirir. Bu nedenle istih-
barat guivenlik ihtiyacina yonelik bir arag olarak tarih boyunca kullaniimistir. Karar vericilerin gelisen olay-
larla ilgili olarak bilgi sahibi olmasinda ve strateji gelistirmesinde istihbarat faaliyetleri Gnemli bir bagvuru
aracidir.

Istihbarat analizi, 5nem arz eden birgok karmasik ve belirsiz verilerle karar vericiye yardimci olma
siirecidir. Istihbarat analizinde, ilgili konulardaki muhtemel neticelerin ortaya gikma olasiliklari arastirilir ve
stratejik, taktik veya operasyonel durumlarla ilgili bilgiler islenir. Kisaca karmasik durumlarda, karmasanin
giderilme siirecidir. istinbarat érgitleri, gelisen teknoloji ile birlikte artan verileri dogru sekilde analiz ede-
bilmek igin belirli kurallar gercevesinde olusturulan bilimsel ve sistematik yaklasimlari kullanma ihtiyaci
duymaktadirlar.

1. Arastirma Konusu ve Yontemi

istihbarat biliminde yapilandiriimis analiz, analizcilerin i¢ diisiince siireglerinin bagkalari tarafindan
paylasilabilmeleri, lizerine insa edilebilmeleri ve elestirilebilmeleri maksadiyla sistematik ve seffaf bir sekil-
de digsallastirildigr bir mekanizmadir. Yapilandiriimis analiz, analitik yargilarin olusturulduklari ¢ézim
gergevelerinin mimkun oldugunca saglam olusturulmasina yardimci olur. Yapilandiriimis analiz teknikler-
inin temeli, belirli bir problemi parcalarina ayirmaya ve bu pargalarin islenmesi i¢in adim adim izlenecek bir
sure¢ belirlemeye dayanir. Bu teknikler, gelenekselanaliz yaklasimina gére daha acik inceleme ve elestiri
imkani saglar.

Yapilandiriimis analiz tekniklerinden birisi olan Seytanin Avukatligi analiz teknigi, bir istihbarat analiz
ekibince analitik bir yargiyi veya plani karar almaya gétiren suregte, grup igerisinde “seytanin avukati”
olarak belirleyecegi bir analizci tarafindan konuyu miizakerelerde yer almayan bir bakis acisi ile elestirmesi
esasina dayanmaktadir. Bu teknik bizzat ydnetici tarafindan baslatildiginda stratejinin bir pargasi olarak
etkili olmaktadir ve alternatif sorunlar ile birlikte ¢éztimlerinin de kapsamli sekilde disunilmesini saglar.

istihbarata Karsi Koyma faaliyetleri genel olarak, istihbarat tegkilatlari tarafindan yapilan hasim ve
disman haber alma teskilatlarinin kendilerine karsi basariyla bilgi toplama ve elde etmelerini 6dnleme
faaliyetleridir. Ancak istihbarata karsi koyma faaliyetleri ile karsi casusluk faaliyetlerinin birbirinden farkli
disiplinler oldugu unutulmamahdir. Hasmi/tehdidi tanimak ve buna goére beka tedbirlerini almak gunimuz
mucadelelerinin en 6nemli faaliyetidir.

Rubicon Operasyonu, esas olarak 1970-1994 yillari arasinda CIA ve BND istihbarat 6rgtlerinin gizli
isbirligiyle yurattilmustir. Rubicon Operasyonu ile 130’dan fazla devletin dis politika yazisma ve gorisme-
leri Crypto AG firmasi araciligiyla takip edilmistir ve bu operasyon tarihin en basarili istihbarat operasyon-
larindan biri olarak goérilmektedir. Bu ¢alismada, istihbarat tarihinde 6nemli bir yere sahip olan Rubicon
Operasyonu istihbarata kargi koyma faaliyetleri cercevesinde seytanin avukatligi analiz teknigi kullanilarak
nitel arastirma ydntemi ile incelenecektir.
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2. Galigmanin Literatiire Katkisi, Hedefi ve inceleyecegi Sorular:

Calismanin temel hedefi yapilandiriimis analiz teknikleri arasinda 6nemli bir yere sahip olan seytanin
avukathgr analiz tekniginin nasil ve hangi durumlarda kullaniimasi gerektigini agiklayarak yazina katki
saglamaktir. Calismada bir 6érnek olay olarak Rubicon Operasyonu istihbarata karsi koyma faaliyetleri
boyutu ile seytanin avukathgi teknigi kullanilarak incelenecektir. Ayrica bu ¢alisma ile istihbarata karsi
koyma faaliyetlerinin ve istihbarat analiz tekniklerinin 6nemi ortaya konularak diger arastirmacilara da yol
gosterilmesi hedeflenmektedir. Sonug olarak asagidaki sorulara cevap aranacaktir:

* Yapilandinlmis Analiz Tekniklerinden birisi olan $eytanin Avukathgr nedir, hangi durumlarda ve nasil
kullanihr?

* Istihbarata kars koyma faaliyetlerinin 6nemi nedir? Karsi casusluk faaliyetlerinden farklari nelerdir?

* Rubicon Operasyonu’ nun istihbarat agisindan énemi nedir? istihbarata karsi koyma faaliyetleri ile
birlikte nasil degerlendirilmelidir?

* Rubicon Operasyonu’ nun istihbarata karsi koyma faaliyetleri cercevesinde seytanin avukathgi teknigi
ile analizi nasil yapilmahdir?

Calisma kapsaminda incelenecek konu basliklari ise asagida belirtilen sekildedir:

* Istihbarat (Sinyal Istihbarati)

* [stihbarat Analizi (Yapilandiriimis Analiz Teknikleri - Seytanin Avukatligi)

* [stihbarata Kargi Koyma

* Rubicon Operasyonu

* Istihbarata Karsi Koyma Faaliyetleri Kapsaminda Rubicon Operasyonunun Seytanin Avukathg ile
incelenmesi

SONUG:

Devletlerin guvenliklerini saglamada ve meydana gelebilecek tehlikeleri 6ngérerek uluslararasi denge
ve diplomasiyi tesis etmede istihbaratin biylk bir 5nemi bulunmaktadir. Bu konuda 6nemli bir 6rnek, 1950’li
yillardan 1990’ yillara kadar 130" u askin Ulkenin uluslararasi alandaki diplomasi faaliyetlerinin ABD ve
Almanya (CIA ve BND) tarafindan dinlenmesine yonelik Rubicon Operasyonu’dur. Bu istihbarat faaliyeti
sayesinde dunya Ulkelerine satilan kripto cihazlari ile her turlu stratejik bilgi elde edilmistir. Gegmiste si-
freleme cihazlari ile yapilan buna benzer istihbari faaliyetlerin ginimiizde devletlerin Urettigi elektronik
cihazlar (akilli telefonlar, tabletler vb.) ve internet uygulamalari (arama motorlari, sosyal medya vb.) ile elde
edilebilecegi bilinmektedir. Bu sebeple oniimiizdeki yillarda siber uzayda var olan her bilginin islenerek
cesitli amaglar dogrultusunda daha fazla kullanilacagi da kaginilmaz bir gergektir.

Sinyal istihbarati toplama faaliyeti maliyet olarak pahali olmakla birlikte, ileri teknoloji ve uzman per-
sonel gerektirir. Dinyanin en gelismis sinyal istihbarati 6érgutlerinden NSA’ da 35.000 personel gérev yap-
maktadir. ABD-Almanya isbirligi cercevesinde Uretilerek 130’ dan fazla llkeye satisi yapilan sifreleme ci-
hazlari ile 1950’ li yillardan itibaren NSA-BND 6rgltlerinin yuruttigli Rubicon Operasyonu ile devletlerin
tim diplomatik iletisimleri dinlenilmis ve yazismalari takip edilmistir. Tlrkiye’ nin de 2000’ li yillara kadar
dinlenildidi Rubicon Operasyonu sinyal istihbarati bakimindan Dinyadaki en 6nemli operasyon olarak
bilinmektedir. Bu galismada bahsedilen istihbarat operasyonu analiz edilecek ve giinimuz sartlari da g6z
6énuinde bulundurularak degerlendiriimesi yapilacaktir.

Sonug olarak, guinimizde 6nemi gittikge artan istihbarat analizi, istihbarata kargi koyma faaliyetleri ve
sinyal istihbarati konulari yapilandiriimis analiz tekniklerinden seytanin avukatlgi ile Rubicon Operasyonu
Uzerinden incelenecektir. Calismanin sonraki arastirmacilara da belirtilen hususlarda rehberlik etmesi ve
katki saglamasi hedeflenmektedir.
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THE USE OF DEVIL’S ADVOCACY ANALYSIS TECHNIQUE IN COUNTER-INTELLIGENCE
ACTIVITIES AND A CASE STUDY: OPERATION RUBICON
ABSTRACT

Intelligence is the process of classifying and analyzing information collected from open, semi-open
and confidential sources, in line with national interests, in order to protect against elements that threaten
national security. In other words, intelligence is a field of struggle that emerges out of curiosity to know.
Curiosity, which is one of the basic motives of man, leads people to gather information about himself and
his environment. For this reason, it has been used throughout history as a tool for intelligence security
needs. Intelligence activities are an important reference tool for decision makers to be informed about the
developments and to develop strategies.

Intelligence analysis is the process of helping decision makers with many complex and uncertain data
that matter. In the intelligence analysis, the probability of occurrence of possible consequences on the
relevant issues is investigated and information on strategic, tactical or operational situations is processed.
In short, it is the process of clearing the confusion in complex situations. Intelligence organizations need to
use scientific and systematic approaches created within the framework of certain rules in order to accurate-
ly analyze the increasing data with the developing technology.

1. Research Subject and Method:

Structured analysis in intelligence science is a mechanism by which analysts’ internal thought process-
es are systematically and transparently externalized so that they can be shared, built on, and criticized by
others. Structured analysis helps build solution frameworks in which analytical judgments are built as robust
as possible. The foundation of structured analysis techniques is based on breaking down a specific problem
and determining a step-by-step process for processing those parts. These techniques provide more open
examination and criticism than the traditional analysis approach.

Devil's Advocacy analysis technique, which is one of the structured analysis techniques, is based on
the principle of criticizing the issue by an analyst who will determine as the “devil’'s advocate” within the
group, in the process leading to an analytical judgment or plan, by an intelligence analysis team, with a
perspective that is not included in the negotiations. This technique is effective as part of the strategy when
initiated by the manager in person, and enables comprehensive consideration of alternative problems as
well as their solutions.

Counter-Intelligence activities are generally the activities of enemy and enemy intelligence agencies to
successfully collect and prevent information against them. However, it should not be forgotten that coun-
ter-intelligence activities and counter-espionage activities are different disciplines. Recognizing the enemy
/ threat and taking survival measures accordingly is the most important activity of today’s struggles.

Operation Rubicon was mainly carried out between 1970-1994 with the secret cooperation of the CIA
and BND intelligence organizations. With the Rubicon Operation, foreign policy correspondence and nego-
tiations of more than 130 states were followed through the Crypto AG company, and this operation is seen
as one of the most successful intelligence operations in history. In this study, the Rubicon Operation, which
has an important place in the history of intelligence, will be examined with qualitative research method us-
ing the devil’'s advocacy analysis technique within the framework of counter-intelligence activities.

2. Contribution of the Study to the Literature, Aim and Questions to be Examined:

The main goal of the study is to contribute to the literature by explaining how and in which situations
the devil’'s advocacy analysis technique, which has an important place among the structured analysis tech-
niques, should be used. As a case study, Operation Rubicon will be analyzed using the devil's advocacy
technique with the dimension of counter-intelligence activities. In addition, this study aims to demonstrate
the importance of counter-intelligence activities and intelligence analysis techniques and to guide other
researchers. As a result, answers to the following questions will be sought:

* What is Devil's Advocacy, one of the Structured Analysis Techniques, in which situations and how is
it used?
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* What is the importance of activities to counter intelligence? What are the differences from counter
espionage activities?

* What is the importance of Operation Rubicon in terms of intelligence? How should it be evaluated
together with activities to counter intelligence?

* How should the analysis of Operation Rubicon be carried out using the devil's advocacy technique
within the framework of counter-intelligence activities?

The topics to be examined within the scope of the study are as follows:

* Intelligence (Signal Intelligence)

* Intelligence Analysis (Structured Analysis Techniques - Devil's Advocacy)

* Counter- Intelligence

* Operation Rubicon

* Investigation of the Rubicon Operation with the Devil's Advocacy within the Scope of Anti-Intelligence
Activities

CONCLUSION:

Intelligence has a great importance in ensuring the security of states and in establishing international
balance and diplomacy by foreseeing the dangers that may occur. An important example in this regard is
Operation Rubicon, aimed at listening to the international diplomacy activities of more than 130 countries
from the 1950s to the 1990s by the USA and Germany (CIA and BND). Thanks to this intelligence activity, all
kinds of strategic information have been obtained with the crypto devices sold to the countries of the world.
Itis known that similar intelligence activities, which were carried out with encryption devices in the past, can
now be achieved by electronic devices (smart phones, tablets, etc.) and internet applications (search en-
gines, social media, etc.) produced by governments. For this reason, it is an inevitable fact that every infor-
mation existing in cyberspace will be processed and used more for various purposes in the coming years.

Although the signal intelligence gathering activity is expensive in terms of cost, it requires advanced
technology and expert personnel. 35,000 personnel work at NSA, one of the world’s most advanced signal
intelligence organizations. All diplomatic communications of the states were listened to and their corre-
spondence was monitored with the Rubicon Operation carried out by the NSA-BND organizations since the
1950s with encryption devices manufactured within the framework of the USA-Germany cooperation and
sold to more than 130 countries. Turkey’s more than 2,000 years until the line heard that Operation Rubi-
con is known as the most important signal in terms ‘of intelligence operations in the world. The intelligence
operation mentioned in this study will be analyzed and evaluated considering today’s conditions.

As a result, the issues of intelligence analysis, counter-intelligence activities and signal intelligence,
which are increasingly important today, will be examined through the devil’s advocacy and Operation Rubi-
con, which is one of the structured analysis techniques. It is aimed that the study will guide and contribute
to the next researchers in the mentioned issues.

Keywords: Intelligence Analysis, Rubicon Operation, Signal Intelligence, Structured Analysis Tech-
niques, Devil’'s Advocacy
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KORONAVIRUS SALGINIYLA MUCADELEDE iG¢ GUVENLIK PERSONELININ ROLU
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Dog.Dr. Oguzhan ERDOGAN
Burdur Mehmet Akif Ersoy Universitesi
OzZET

Kiresel bir salgin olan Koronaviriis (COVID-19), milyarlarca vatandasin hayatini kokli sekilde
degistiren esi gérilmemis bir krizdir. Bir bltlin olarak toplum ve is dlinyasi tUzerindeki olaganustu etkisinin
yani sira, glvenlikle ilgili birtakim sorunlar yaratmistir. Salginin neden oldugu endise, siber saldirilarin
sayisI ve kapsamindaki artis ve toplumsal kargasa guvenlik ve asayis endiselerini beraberinde getirmistir.
Koronavirus salgini, basta saglik olmak tzere ekonomi ve glivenlik gibi alanlari énemli élgtude etkilemistir.
Koronaviris salgininin getirdigi bu glivenlik endiseleri hem i¢ hem dis hem siber anlamda guivenlik alan-
larinda Ulkelerin paradigmalarini degistirmistir.

Viristin dunya genelinde yayilmasiyla birlikte ilk dnlemlerden biri olarak sinirlar kapatilmis, karantina
bolgeleri olusturuimus, sokaga ¢ikma yasaklar hayata gegirilmistir. Bu 6nlemler karsisinda guvenlik glglerinin
aldigi-alacag tedbirler ise viristin yayllmasini 6nleme konusunda giivenlik konusunun énemini bir kez daha
ortaya koymustur. Salgin, dodal afetler ve savas gibi krizler, insanlari korku ve panik halinde hareket ettirerek
toplumsal glvenligi zedeleyebilmektedir. Bu donemlerde isyerlerini yagmalamaya yonelik faaliyetlerinin engel-
lenmesi ve halkin guiven igerisinde kriz stirecini atlatmasi guivenligin 6nemi agisindan dikkat cekilmesi gereken
bir konudur. Nitekim ABD’de yasanan tuvalet kagidi savaslari ve market yagmalama olaylari hafizlarda yer
etmis durumdadir. Virusle birlikte yasanan kriz ortaminda i¢ glivenligin yeterince saglanamamasi, i¢ catismalara
neden olabilmekte ve bu durum, vatandaslarin huzurunu bozmakla birlikte, hikiimet karsiti gosterilerle diinya
genelinde birgok hiikimetin degismesine de yol agmaktadir. Bunun 6rneklerini 6zellikle, ABD, Hollanda, Sir-
bistan, italya, Fransa ve Almanya’da yasanan hiikiimet karsiti siddet eylemleri ile gérmekteyiz.

Salginla miicadele kapsaminda alinan ve toplumun genelini ilgilendiren tedbirlerin toplumu rahatsiz
etmeden 0l¢lll bir sekilde uygulanmasi gok 6nemlidir. Bilim kurulunun énerisi Gzerine cumhurbagkaninin
karari ile alinan tedbirleri uygulama ve denetleme gérevi icisleri Bakanhgi biinyesinde Polis ve Jandar-
ma tarafindan yurutilmektedir. Alinan tedbirlere uyma noktasinda emniyet ve jandarma gugleri yaptiklari
dizenli ve tematik denetimlerle kurallara riayet etmeyenlere para cezalari vermis ve karantina tedbirleri
uygulamistir. Salgin sirasinda tam kapanmanin ve sosyal izolasyonun yarattigi bosluktan yararlanarak
hirsizlik, kumar ve uyusturucu ticareti gibi asayisi zedeleyecek eylemlere basvuranlar ise yapilan opera-
syonlarla birer birer yakalanmiglardir. Yani sira emniyet gugleri tarafindan toplumu yanlis bilgilendiren ve
toplumsal morali zedeleyen eylemlere basvuran dijital sug girisimleri de engellenmistir. Igisleri Bakanhginin
tasradaki teskilatlanmasinin etkinligi ve tim Turkiye’ye kolayca yayilabilen bir aga sahip olmasi bir yandan
asayisi saglarken diger taraftan da vefa sosyal destek gruplari ile emniyet giglerinin vatandaslara yardim
ve destek faaliyetlerini ylrltmesini saglamistir. Bunun yaninda salgin ddneminde teror orgutlerine karsi
yapilan operasyonlarin da arttirildigi gértlmektedir.

Ic glivenlik kuvvetlerinin salgin dénemindeki yogun cabalarindan hareketle bu galismada salgin
sirasindaki rolleri degerlendirilmis ve bu gabalarin 6nemi incelenmistir. Calisma ile salgin hastalik, dogal
afet ve savas gibi toplumsal krizlerde bu krizleri yonetirken toplumda asayis ve glivenlik zafiyeti olustur-
mamanin énemine deginilmistir. Bununla birlikte salgin ddneminde i¢ glivenlik personelinin karsilastigi so-
runlar ve ¢ézim onerileri tartisiimistir.

Anahtar Kelimeler: Koronaviriis, Covid-19, i¢ Giivenlik, Salgin, Kamu Politikasi, Jandarma, Polis.
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INTELLIGENT DECISION SUPPORT SYSTEMS IN INTELLIGENCE ANALYSIS

ABSTRACT

Coronavirus (COVID-19), a global epidemic, is an unprecedented crisis that has radically changed the
lives of billions of citizens, in addition to its extraordinary impact on society and the business world. The
growing concern increased cyberattacks, and chaos have also led to security and public order concerns.
In addition, the Coronavirus pandemic, which began in China and has affected the whole world, has signif-
icantly affected areas such as the economy and security, especially health. These security concerns raised
by the coronavirus have also changed the paradigms of countries in terms of both internal security, external
security, and cybersecurity.

With the spread of the coronavirus throughout the world, borders were closed as one of the first meas-
ures, and quarantine zones were created, curfews were implemented. These measures have once again
revealed the importance of the security issue in preventing the spread of the virus. Crises such as pandem-
ics, natural disasters, and wars can damage social security by moving people into a state of fear and panic.
In these periods, preventing their activities aimed at looting workplaces and avoiding the crisis process in
the public’s confidence is a matter that should be noted for the importance of security. The toilet paper wars
and market looting events in the United States have taken place in the memory. The inability to adequately
ensure internal security in a crisis environment with the virus can lead to internal conflicts and disturb the
peace of citizens, also leads to the change of many governments around the world with anti-government
demonstrations. We see examples of this with the actions of anti-government violence in the USA, Nether-
lands, Serbia, Italy, France, and Germany.

The measures taken within the fight against the pandemic and related to the general community must
be measured without disturbing society. The task of implementing and supervising the measures taken by
the president’s decision on the recommendation of the scientific council is carried out by the Police and
Gendarmerie within the Ministry of Internal Affairs. At the point of compliance with the measures taken, the
police and gendarmerie forces-imposed fines and quarantine measures on those who did not comply with
the rules with regular and thematic inspections they conducted. Those who resorted to actions that would
damage public order, such as theft, gambling, and drug trafficking, taking advantage of the gap created
by complete closure and social isolation, were caught one by one by operations. In addition, digital crime
attempts by law enforcement agencies that resort to actions that misinformation society and damage public
morale have also been blocked. The effectiveness of the organization of the Ministry of Internal Affairs in the
countryside and the fact that it has a network that can be easily spread throughout Turkey, on the one hand,
ensured public order, and on the other hand, ensured that loyal social support groups and security forces
carried out assistance and support activities for citizens. In addition, it is seen that it has been increased in
its operations against terrorist organizations during the pandemic period. The changing security paradigm
shows that the use of military force for stability in internal security now occupies a more important place on
the agenda of countries.

In this study, intensive efforts of the internal security forces against the pandemic the importance of
these efforts were evaluated. Furthermore, the significance of not creating public order and security vulner-
abilities in society when managing these crises in social crises such as epidemics, natural disasters, and
war was mentioned in the study. In addition, the problems faced by the internal security personnel during
the epidemic period and solutions were discussed.

Keywords: Coronavirus, COVID-19, Internal Security, Pandemic, Public Policy, Gendarmerie, Police
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insanoglu tarih boyunca vebadan gigek hastaligina, gripten koleraya, tifodan AIDS’e birgok salgin
turdyle karsilagsmistir. Bilim ve teknolojinin gelismesi insanin doga karsisinda meydan okumasina firsatlar
sunmakta ve onun yeniden konumlanmasina olanak sunmaktadir. Ancak insan lehine isleyen bu sireclerde
salginlar, bir krize déniiserek insanin, doga ile olan konumunu oldugu kadar aileden STO'ne, devletten
Uluslararasi ve ulusustl orgltlere kadar hemen her seyin birbirleri ile olan konumlamasini yeniden sor-
gulatmaktadir. Bu baglamda siyasal etkileri yoniinden 11 Eylil saldirilari 21 ytzyilda yeni bir dontsimun
kodlarini barindirmis olmakla birlikte Aralik 2019°'da ortaya ¢ikan ve kisa slirede tim dinyayi sihhi, so-
syo-kiiltirel, ekonomik ve siyasi yonlerden etkisi altina alan Kovid-19 salgini da, biyolojik bir afet olarak
bu dontsiimde farkli boyutlarda nirengi olmak yoniinde ipuclari barindirmaktadir. Nitekim 11 Eylil, kirllgan
devlet, cokmus devlet, basarisiz devlet gibi nitelendirilen llkelere midahaleyi uluslararasi terérle micadele
semsiyesinde elverigli kilarken, bireylerin can ve mal kaybinin korkutucu boyutlara ulastigi, bireysel hak ve
Ozgurliklerin blyuk 6lgtide sinirlandig biyolojik afetler de bolgesel gl hiyerarsilerinin yaratildigi bu son
dénemde istismara agik yeni alanlar yaratmaktadir. Bu baglamda afetler, planli sireglerde ele alinmayi
zaruri kilmaktadir. Afet yonetimi birbirinden ayri ancak birbirini tamamlayan Zarar Azaltma (Risk) Yonetimi
ve Acil Durum (Kriz) Yonetimini iceren iki yonetim sireci ile bu suregler icerisinde ele alinabilecek; zarar
azaltma, hazirlikl olma, midahale, iyilestirme ve yeniden insa asamalarini icermektedir. Afet yonetimi mes-
ru zor tekeline sahip olan devletin mesruiyetinin devaminda oldugu kadar toplumun da birbiri ile kenetle-
nerek ulus paydasinda butiinlesmesinde énemli bir test niteligindedir.

vestfalya sonrasi ddnemden bugline kadar asinan egemenlik boyutuna ragmen halen en temel ege-
men aktor olan ulus devlet, salginla miicadelede de afet yonetiminin basat aktorudur. Afet kaynakli kriz
yonetimi slirecinde devlet, vatandasinin givenligi icin saglik calisanlari ile salginla miicadele ederken,
salginin yayilimi ve 6nleyici tedbirlerin uygulanmasinda kisisel hak ve hurriyetlerin kisitianmasini da igeren
pec cok Onleyici kolluk tedbirlerini de uygulamaya koymaktadir. Zor iceren bu tedbirlerin basarisi devlet ve
vatandasin guveligi icin elzem gorilmekte; bu da bir yandan kendi glivenligini garanti alma becerisine sahip
olmak zorunda olan kollugun kapasitif glcu ile iligkili iken diger yandan da yine kollugun iliskisel glicinu
ne sekilde uygulamaya koydugu ile de ilgilidir. Kolluk, esasen kisa sureli etkin sonuglara ihtiyag duyulan
dénemde 6nemli bir sert glic unsuru olarak ele alinmaktadir. Ancak biyolojik bir afet olarak ele alinan kriz
dénemlerinde slrecin en az hasarla atlatiimasi igin tim vatandaslarin katilimina ihtiyag duyulmakta ve
kollugun yumusak giict de bu siirecte 6n plana ¢ikmaktadir. Diger taraftan yasanan teknolojik gelismeler,
panoptik glic uygulamalarinin da bundan sonra sikga glinlik hayatin icerisinde yer alacadi yoninde ip-
uglari vermektedir.

Bu galismada Kovid-19 salgini ile micadele sirecinde devletin salgin kaynakl kriz ydénetiminde etkin
bir aktori olan jandarmanin rolu ve gli¢ kullanma egilimi; sert giic, yumusak glic ve panoptik giic uygulama
ornekleri Uzerinden ele alinarak degerlendirme ve 6nerilerde bulunulacaktir. Calismada literatlr taramasi
ve gozlem yontemi kullaniimistir. Calismanin, Tirkiye'nin %93’luk bir cografi alaninda genel kolluk giict
olarak gorev yapan jandarmanin basta salginlar olmak lizere diger afet veya olaganisti hallerde kriz yone-
timi tecrlibesine ve gelecek dénemlerdeki politikalarinin gelistiriimesine katki saglayacagi degerlendiril-
mektedir.
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USE OF FORCE TENDENCIES OF LAW ENFORCEMENT IN THE COVID-19
EPIDEMIC CRISIS

ABSTRACT

Human being has encountered many epidemics throughout the history, from plague to smallpox, from
flu to cholera, from typhoid to Aids. The development of science and technology has provided opportunities
to man to challenge nature and allow him to be repositioned. However, in these processes working in favor
of humans, epidemics, having been turned into a crisis, make people question the position of the human
being in relationship with nature, as well as the positioning of almost everything from the family to the NGO,
from the State to the international and supranational organizations. In this context, like September 11 at-
tacks which harbored the codes of a new transformation in the 21st century in terms of their political effects,
being a biological disaster, the covid-19 epidemic that emerged in December 2019 and affected the whole
world in a short time in terms of health, socio-cultural, economic and political aspects , is a new transfor-
mation process containing triangulation clues in different dimensions. As a matter of fact, while September
11 makes the intervention into fragile states, collapsed states and unsuccessful states suitable under the
umbrella of counterfight with international terrorism, biological disasters, in which the loss of life and prop-
erty of individuals have reached frightening levels and individual rights and freedoms are greatly restricted,
have become vulnerable to exploitation in this recent period when regional power hierarchies have been
created. In this context, disasters necessitate to be dealt with in planned processes. Disaster management
can be handled within two separate but, at the same time complementary management processes such
as Loss Reduction (Risk) Management and Emergency (Crisis) Management. Disaster management pro-
cess is composed of mitigation, preparedness, response, recovery and reconstruction phases. Disaster
management is an important test for the continuation of the legitimacy of the State, which has a legitimate
and monopole power to use force. Moreover, it is a crucial check point of society in its integration into one
nation through interlocking with each other.

Despite its erosion of sovereignty since the post-Westphalian period, the nation-state, which is still the
basic dominant actor, is the main actor of disaster management in the fight against the epidemic. In the
disaster-induced Crisis management process, the State, while fighting the epidemic with healthcare work-
ers for the safety of its citizens, also implements multi-preventive law enforcement measures, including
the restriction of personal rights and freedoms, in the spread of the epidemic and the implementation of
preventive measures. The success of these measures, containing use of force, is considered essential for
the security of the State and citizens; On the one hand, this is related to the capacitive power of the law
enforcement, which has to have the ability to guarantee its own security, on the other hand, it is also related
to how the law enforcement puts its relational power into practice. Law enforcement is considered as an
important element of hard power in the period when short-term effective results are needed. However, in
crisis periods considered as a biological disaster, the participation of all citizens is needed to overcome the
process with the least damage and the soft power of the law enforcement comes to the fore in this process.
On the other hand, technological developments give clues that panoptic power applications will frequently
take place in daily life from now and on.

In this study, evaluation and recommendations will be made on the role of the gendarmerie, which is
an effective actor in the State’s epidemic crisis management in the process of combating the Covid-19
epidemic, and the tendency to use force; examples of the application of hard power, soft power and pan-
optic power. Literature review and observation method were used in the study. It is considered that the
gendarmerie, which serves as a general law enforcement force in a 93% geographical area of Turkey, will
contribute to the experience of crisis management and the development of its policies in future periods,
especially in cases of epidemics and other disasters or emergencies.

Keywords: Disaster Management, Covid-19 Epidemic, Hard Power, Soft Power, Panoptic Power

41



Jandarma ve Sahil Giivenlik Akademisi “II. Uluslararasi Giivenlik Kongresi” Bildiri Ozel Kitab:

COVID-19 PANDEMIiSi SURECINDE KURESEL BiR GUVENLIK SORUNU OLARAK
ULUSLARARASILASMIS IC SAVAS ORNEGI: YEMEN iGC SAVASI (2015 -)
Dr.Ogr.Uyesi Iskender KARAKAYA
Yozgat Bozok Universitesi
iskenderkarakaya@gmail.com
OZET

16.- 20. Yizyillar arasinda Osmanli Devleti egemenliginde olan Yemen’de, 1839’da Gliney Yemen’in
ingilizler tarafindan ele gegirilmesi ve 1918'de Kuzey Yemen'in de kaybedilmesiyle Osmanli hakimiyeti son
bulmustur. 1962-1967 arasinda i¢ savas yasayan ulke, 1990°daki birlesmeye kadar Kuzey ve Giiney olarak
ikiye ayrilmistir. 22 Mayis 1990’da Kuzey ve Giiney Yemen'in birlesmesi ile Yemen Cumhuriyeti kurulmus-
tur. Ancak Cumhuriyet yonetimi sorunlara gare olamamis, Cumhuriyetgiler tarafindan Zeydilere karsi baski
politikasi baglamis ve 2004-2010 arasi Husiler (Zeydiler) Yemen Ordusu ile 6 kez ¢catisma yasamislardir.
Yemen’de Zeydilerin yaninda Selefiler ve El-Kaide gibi unsurlar da bulunmaktadir. 2011’de baslayan Arap
Bahari gelismeleri Yemen’e de sigramis ve Cumhurbaskani Ali Abdullah Salih, yardimcisi Hadi'ye Cumhur-
baskanligini erken segim ile birakmistir. Ancak bu durum olaylar yatistirmamis Kuzey'de Husiler, Saada
sehrini ele gecirmis ve Selefilerle catismalar yogunlagsmistir. Husilerin, 2014’te baskent Sana’yi ele gegir-
meleri sonucu Suudi Arabistan éncliligiinde Kérfez Arap Ulkeleri Isbirligi Konseyi (KIK) “Kararlilik Firtinasi
Operasyonunu” baslatmistir. Boylelikle, yerel (Husiler, Gliney Yemen Gegis Konseyi vb.) bdlgesel (Suudi
Arabistan, Birlesik Arap Emirlikler, iran, Katar) ve kiiresel/uluslararasi giigler (BM, ABD, AB (ilkeleri) Yemen
ic Savasinda gatismanin aktérleri haline gelmistir.

Covid-19 Pandemisi Aralik 2019'da Cin’in Vuhan kentinde baglayip butiin dlinyaya yayilmis; siyasi,
ekonomik, askeri ve kiresel glivenlik bakimindan cesitli sonuglara yol agmistir. Pandeminin ilk ddneminde
virlsun hizla yayilmasi, kiresel sistemi derinden sarsmis bununla birlikte var olan sorunlari da etkilemistir.
Ortadogu’da Arap Bahari sonrasi Suriye ve Libya’'daki ile beraber devam eden ug akut krizden birisi olan
Yemen’de baslayan i¢ Savas, Pandemi déneminde de devam etmistir. BM Genel Sekterinin Mayis 2020’'de
dinyada devam eden gatismalarla alakali yaptigi kiiresel ateskes cagrisina ragmen, Yemen I¢ Savasi
devam etmistir. Covid-19 Pandemisi ve Suudi Arabistan’in icinde bulundugu sartlardan dolay1 Mart 2021°de
ateskes ilan edilmigstir. Bunun bircok sebebi vardir. Birincisi Suudi Arabistan, Biden dénemini, Trump déne-
minde farkli gérmekte, Yemen konusunda ABD destegini alamayacagini diisiinmektedir. Ikincisi, Suudi
Arabistan’in artan Husi saldirilari ile ortaya gikan ulusal giivenlik kaygisidir. Ugiinciisii, Suudi Arabistan’in
Yemen i¢ Savasinda, Misir ve Birlesik Arap Emirliklerinden yeterli destegi alamamasidir. Dérdiinciisii, Cov-
id-19 Pandemisinde disen petrol fiyatlariyla Suudi Arabistan ekonomisinde yarattigi sorunlardir. Bitiin
bunlarin 1s1§inda, bu bildirinin temel iddiasi, Yemen i¢ Savasinin sadece lilke icerisinde mezhep/giic mii-
cadelesi ile sinirli olmadigi, bolgesel ve kiiresel guglerin de icinde oldudu uluslararasilasmis nitelikte bir
ic savas oldugudur. Yemen ¢ Savasi'nda Suudi Arabistan’in Biden Déneminde, Trump déneminden farkli
bir politika izledigi, ateskes ilan ederek Yemen'de yenilgiyi kabul ettigi de one sirllecektir. Bildiride bu
Yemen i¢ Savasinin tarihi, nedenleri ve sonuglari anlatilacak bunlarla birlikte bu i¢ savasin “neden uluslara-
rasilagsmis bir ic savas oldugu” ve “Suudi Arabistan’in neden basarisiz oldugu sorularina” yanit aranacaktir.
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THE CASE OF INTERNAIONALIZED CIVIL WAR AS A GLOBAL SECURITY ISSUE IN THE
COVID-19 PANDEMIC PROCESS: YEMEN CIVIL WAR (2015 -)

ABSTRACT

Ottoman rule ended with the capture of South Yemen by the British in 1839 and the loss of North Yemen
in 1918 in Yemen, which was under the rule of the Ottoman Empire between the 16th and the 20th cen-
turies. The country, which experienced a civil war between 1962-1967, was divided into North and South
until the unification in 1990. The Republic of Yemen was established with the unification of North and South
Yemen on May 22, 1990. However, the Republic administration could not solve the problems, the Republi-
cans started a policy of pressure against the Zaydis and the Houthis (Zeydis) had clashes with the Yemen
Army six times between 2004-2010. In Yemen, besides Zaydis, there are also elements such as Salafists
and Al-Qaeda. The Arab Spring developments that started in 2011 spread to Yemen, and President Ali Ab-
dullah Salih left the presidency with early elections to his deputy Hadi. However, this situation did not allevi-
ate the events. In the North, the Houthis captured the city of Saada and clashes with Salafis intensified. As a
result of the Houthis seizing the capital Sana’a in 2014, the Gulf Arab Countries Cooperation Council (GCC)
started the “Decisive Storm Operation” under the leadership of Saudi Arabia. Thus, local (Houthis, Transi-
tional Council of South Yemen etc.) regional (Saudi Arabia, United Arab Emirates, Iran, Qatar) and global
/ international powers (UN, USA, EU countries) have become actors of the conflict in the Yemen Civil War.

Covid-19 Pandemic started in Wuhan, China in December 2019 and spread all over the world; it has
had various consequences in terms of political, economic, military and global security. The rapid spread of
the virus in the first period of the pandemic shook the global system deeply, but also affected the existing
problems. The Civil War, which started in Yemen, which is one of the three acute crises in the Middle East
with Syria and Libya after the Arab Spring, continued during the pandemic period. Despite the UN Secretary
General’s call for a global ceasefire regarding the ongoing conflicts in the world in May 2020, the Yemen
Civil War continued. Due to the Covid-19 Pandemic and the conditions in Saudi Arabia, a ceasefire was
declared in March 2021. There are many reasons for this. First of all, Saudi Arabia sees the Biden era dif-
ferently during the Trump period and thinks that it will not be able to get US support on Yemen. The second
is the national security concern raised by Saudi Arabia’s increasing Houthi attacks. Third, Saudi Arabia
could not get enough support from Egypt and the United Arab Emirates in the Yemen Civil War. Fourth, the
problems caused by the falling oil prices in the Saudi Arabian economy in the Covid-19 Pandemic. In the
light of all these, the main claim of this declaration is that the Yemeni Civil War is not limited to sectarian /
power struggle within the country, but is an internationalized civil war involving regional and global powers.
It will also be argued that in the Yemen Civil War, Saudi Arabia followed a different policy from the Trump era
in the Biden Era and accepted the defeat in Yemen by declaring a ceasefire. In the declaration, the history,
causes and results of this Yemeni Civil War will be explained and answers will be sought to the questions
of “why this civil war is an internationalized civil war” and why Saudi Arabia failed *“.

Keywords: Yemen, Houthi, Salafism, Hadi, Saudi Arabia
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OZET

Soguk Savas sonrasi donemde dinya politikasinda devlet disi aktoérlerin Gnem kazandiklari bilinen bir
husustur. Ozellikle 11 Eyliil sonrasi ABD’nin Afganistan ve Irak’a miidahaleleriyle birlikte ulus alti yapilar
daha fazla 6n plana ¢ikmis, basta ulus insa surecleri olmak Uzere gu¢ dengelerinde ve iktidar iligkilerinde
belirginlik kazanmislardir. Buna paralel olarak ABD glvenlik teskilatlari da basta asiret ve kabile yapilarini
mercek altina alarak genis gapli bir kiiltirel istihbarat faaliyetlerine girismislerdir.

Kuskusuz kultirel istihbarat faaliyeti, hedef alinan toplumun temel dinamikleri olarak gelenekleri,
degerleri, sembolleri ve davranis bicimlerinin anlasiimasi ile ilgili topluma yonelik yirGtilecek strateji ve
izlenecek siyaset dogrultusunda s6z konusu temel dinamikler ekseninde nasil ydnlendirilebileceklerinin
tasarlanmasina dayanan karmasik bir calismadir. Harp 6ncesi baris zamaninda kurgulanmasina buyuk
6nem atfedilen bu faaliyet, harp déneminde dahi hedef toplumda derinlik ve nufuz elde edilmesine katki
sunmaktadir.

Bu gergevede ABD glivenlik birokrasisi, asiret seyhlerinin etkin olduklari Afganistan ve Irak gibi toplum-
larda yurittikleri kiltirel istihbarat faaliyetleri ile etkili toplumsal aktorlerin yonlendirici gliclerini mercek
altina almisgtir. Bu dogrultuda Amerikan istihbarat kuruluslari, asiretlerin seyhlerini ve 6ne ¢ikan figUrlerini
guvenlik siyaseti ve ulus inga slireglerine angaje ederek kendi lehine kullanmaya galismig, isyan bastirma
faaliyetlerinde ve terérle micadelede bu aktérlerden yararlanmaya galismistir.

Esasinda devlet disi aktorlerin modern ulus devlet 6ncesi imparatorluk toplumlarinda siyasi suregler-
in seyrinde ve iktidar micadelelerinin gidisatinda belirleyici oldugu uzun bir dénem s6z konusudur. Yine
ABD’nin ginimuizde devlet disi aktorler Uzerine basta Irak olmak Uzere Ortadodu’da yurittigu kultirel
istihbarat faaliyetlerinin Britanya’nin sémirgecilik mirasiyla paralellik arz ettigi distinilmektedir. ABD’nin
Britanya’nin sémurgecilik faaliyetlerinin odaklandigi bélgelerde ydurittigi gincel ¢alismalarda Britanya
mirasindan yararlandigini veya ilham aldigini séylemek de yaniltici olmayacaktir.

19. ylzyildan itibaren Britanya icin stratejik Gneme sahip Hindistan yolu glizergahinda bulunan Basra
Korfezi, bu sémirge imparatorlugunun baslica ilgi odagi olmus, Britanya’nin ilgisi Sykes-Picot sonrasi Bag-
dat ve kuzeyine dogru genislemistir. Britanya, dénemin kosullari itibariyle Osmanl merkezi yonetiminin per-
iferisinde kalan Basra, Bagdat ve Musul vilayetlerine niifuz etmek amaciyla ¢ok sayida gorevlisini seyyah,
tuccar, arkeolog, dilbilimci veya diplomat sifatiyla bu bélgelere géndermistir.

Britanya’nin Osmanli Irak’ina génderdidi gorevliler, giinimuz Irak cografyasinda etnik ve mezhepsel
temelde asiretleri merkeze alan detayli bir kllturel istihbarat faaliyeti yuratmustur. Asiret seyhleri ile oyun
degistirici nitelikte kritik baglar gelistiren Britanya gorevlileri, bolgedeki iktidar ve iligki aglarini hiikimetlerin-
in 6nline sermekle kalmamis bu iligkileri bolgeye déniik operasyonlar lehine maniplle etmislerdir. Yurutilen
istihbarat faaliyetleri neticesinde Britanya boélgede derinlik saglamis, |. Dinya savasl esnasinda ve son-
rasinda bu nifuzdan sonuna kadar yararlanmistir.

Bu galismanin amaci Britanya tarafindan sémurgecilik déneminde glinimuz Irak cografyasina yonelik
yurutilen klturel istihbarat faaliyetini analiz etmek ve bu analizin neticesinden yola ¢ikarak neokolonyalist
dénemde ydurdtilen benzer kilturel istinbarat faaliyetlerinin yontem, arag, amag ve etkilerine dair bir pers-
pektif gelistirebilmektir. Bu amaci gercgeklestirmek igin nitel bir arastirma yuritulmus, ilgili Britanya gorevlil-
erinin yazdiklari hatiratlar ve htikimetleri igin yazdiklar gizliligi kaldiriimis raporlar analiz edilmis, déneme
dair diger tarihi referanslardan istifa edilmistir.

Anahtar Kelimeler: Sémiirgecilik, Yeni Soémiirgecilik, Kiiltiirel Istihbarat, Agiret Siyaseti
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INTERPRETING BRITAIN’S ACTIONS AGAINST OTTOMAN IRAQ IN THE CONTEXT OF
CULTURAL INTELLIGENCE OPERATIONS”

ABSTRACT

Itis a known fact that non-state actors gained prominence in world politics in the post-Cold War era. With
the US interventions in Afghanistan and Iraq, especially after September 11, sub-national structures came
to the fore, and they became visible in power balances and power relations, particularly in nation-building
processes. In parallel, the US security organisations have focused mainly on the tribe and clan structures,
launching extensive cultural intelligence operations.

Cultural intelligence operation is undoubtedly a complex work based on designing the ways to ma-
nipulate the target society along the axis of its fundamental dynamics, in accordance with the strategy
and policies to be pursued through an understanding of its traditions, values, symbols and behavioural
patterns as the fundamental dynamics of that society. This operation was designed with great care during
the peaceful pre-war period, and it contributes to achieving depth and influence on the target society even
during the wartime.

In this framework, the US security bureaucracy focused on the leading powers of influential actors
through the cultural intelligence operations conducted in societies such as Afghanistan and Iraq, where the
tribal sheikhs are active. Accordingly, the US intelligence agencies tried to use the sheikhs and prominent
figures of tribes to their advantage, engaging them in security politics and nation-building processes and
attempting to take advantage of these actors to quell riots and to counter terrorism.

Indeed, there was a long period when non-state actors were distinct in the course of political processes
and power struggles in the imperial societies prior to modern nation-states. It is also believed that the cultur-
al intelligence operations of the US in the Middle East, particularly in Irag, on non-state actors have parallels
with the British legacy of colonialism. It will not be misleading to say that the US benefits from or is inspired
by the British legacy in its current operations in areas that were the primary focus of British colonialism.

The Persian Gulf, located on the route to India and strategically important for Britain since the 19th
century, was the main focus of this colonial empire, and Britain’s interest extended to Baghdad and north
after Sykes-Picot Agreement. Britain sent many of its officials to infiltrate the provinces of Basra, Baghdad
and Mosul, which remained at the periphery of the Ottoman central government due to the circumstances
of the time, in the capacity of travellers, merchants, archaeologists, linguists or diplomats.

The officials sent by Britain to Ottoman Iraq carried out a detailed cultural intelligence operation focus-
ing on tribes on an ethnic and sectarian basis on the territory of today’s Irag. The British officials, who had
developed critical bonds as game-changers with the tribal sheikhs, not only revealed the networks of power
and relations for their governments but also manipulated these relations in favour of operations targeting
this region. Britain gained depth in the region as a result of intelligence operations conducted and made
extensive use of this influence during and after World War I.

This work aims to analyse the cultural intelligence operations conducted by Britain during the colonial
era that targeted the territory of today’s Iraq and to develop a perspective on the methods, instruments,
objectives, and impacts of similar cultural intelligence operations carried out in the neo-colonialist period
based on the results of this analysis. To achieve this goal, qualitative research was conducted, the written
memories of the British officials and declassified reports they had written for their governments were ana-
lysed, and other historical references of the time were used.

Keywords: Colonialism, Neocolonialism, Cultural Intelligence, Tribal Politic
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DEVLETIN TASRADAKI DENETIM MEKANIZMALARINDAN UMUMi MUFETTISLIKLERIN
ASAYiS RAPORLARI: I. UMUMi MUFETTISLIK VE 1932 YILI iSTIHBARAT RAPORU
Dr. Duygu YILMAZ
Jandarma ve Sahil Giivenlik Akademisi
duygu.yilmaz@yjsga.edu.tr

OZET

Devletin tagrada meydana gelen sorunlarin ¢o6ziimine yonelik kurdugu mekanizmalar bulunmaktadir.
Bu mekanizmalar sayesinde devlet, yerelde kendisini goriinir kilmaktadir. Merkezden uzak olan bélge-
lerin; guvenlik ve asayisi, egitimi, ekonomik kalkinmasi, yol yapimi, su sorunu, iletisim aglarinin kurul-
masl, hastaliklar gibi meselelerine ¢6zim Uretmek Uzere harekete gegen bu mekanizmalar ayni zamanda
merkeze ulasabilirligin mimkin oldugunu gézler énline sermektedir. Devletin tasradaki sureti sayilan bu
mekanizmalardan biri Umumi Mfettisliklerdir. Mifettigliklerin temeli, Osmanli Devleti Dénemi’nde, 6zellikle
olaganistu hal ve sikiyonetim dénemlerinde toplumun denetlenmesini saglamak Uzere atilmistir. Ancak
Osmanli Devleti’'nin uygulama sansi bulamadigi bir denetim organi olarak Umumi Miifettiglikler, Cumhuriyet
idaresine devredilen bir tasra tegkilatlanmasi mirasi olmuslardir.

Teskilat-1 Esasiye Kanunu'’nda Umumi Mufettigliklerin kurulmasina yénelik bir hikim bulunmaktadir.
Ancak Miufettigliklerin kurulmasi hemen mimkin olmamistir. Mifettisliklerin kurulusuna zemin hazirlayan
gelisme, Dogu Anadolu Bolgesinde ¢ikan ayaklanmalardir. Dolayisiyla 1925 yilinda ilan edilen sikiyonetim
Umumi Mufettisliklerin giindeme gelmesinde donim noktasi olmustur. Umumi Mufettiglikler, 25 Haziran
1927°de 1164 sayili Umumi Mifettislik Teskiline Dair Kanun ile kurulmustur. Sorumluluk sahasinin basinda
asayis ve guvenligin saglanmasi bulunan Umumi Mufettiglikler, ayni zamanda sorumlu oldugu bdélgenin
ekonomik sorunlarina da ¢dézim Uretmek Uzere harekete ge¢cmislerdir. Faaliyetlerinin son buldugu 1952
yilina kadar Mifettislikler tarafindan yapilan teftislerle bolgenin ihtiyaglari tespit edildigi gibi bolge halkinin
devlet rejimine baghhigini da teftisler neticesinde gérmek miimkiin olmustur. ilk olarak 1. Umumi Miifettislik
adiyla 1928 yilinda Diyarbakir'da faaliyet yiritmeye baslayan tasranin denetim mekanizmasi; Elazig, Urfa,
Hakkari, Bitlis, Siirt, Van, Mardin’i de kapsamina asarak calismalarina devam etmistir. I. Umumi Mdfet-
tisligi faaliyet yrattligu bolge ziyaretleri sirasinda tetkiklerini raporlar seklinde kaleme almistir. Bu raporlar
merkez teskilat ile paylasiimak suretiyle Mufettisligin sorumlu oldugu bélgenin sosyal, ekonomik ve kdlturel
ihtiyaglari karsilanmaya galisiimistir. Bu raporlardan biri I. Umumi Mifettisligin 1932 yili istihbarat ve asayis
raporudur.

istihbarat raporlari, gegmisten giinimiize kadar birgok gliclii devletin kullandi§i temel vasitalardan biri
olmustur. Bu raporlar, devlet glivenliginin saglanabilmesi ve devletin ihtiyaclarinin tespit edilip kargilanabil-
mesi agisindan énemlidir. Umumi Mifettiglikler kanaliyla hazirlanan istihbarat raporlari, devletin tagradaki
sorunlara dogru bir perspektiften bakabilmesine olanak saglar. Bu raporlar devletin, 6zellikle de bdlgenin
guvenlik ve asayisi bakimindan sundugu bilgiler ile isabetli glivenlik politikalari gelistirebilmesi agisindan
buylk 6nem arz eder.

Bu galismada; Anadolu’nun gesitli bolgelerinde kurularak devletin tasradaki denetim mekananizmasi
olarak kabul edilen Umumi Mufettisliklerin istihbarat raporlari degerlendirilecektir. Calismanin sinirlari, I.
Umumi Mdufettisligin 1932 yilindaki istihbarat raporlari ¢ergevesinde cizilmistir. Glineydogu Anadolu’'da
gelisen olaylarin Mufettigligin hazirladidi raporlar cercevesinde incelenmesi ayni zamanda Turkiye'nin Suri-
ye sinirinda meydana gelen asayissizlige de 1sik tutacaktir. Turk-Fransiz iligkilerinin seyrini etkileyen 1932
yilindaki olaylarin Hatay Meselesine yansimalari da galismada ele alinan konular dahilindedir. Ozellikle
dénemin glvenlik problemleri Gzerinde durulacak I. Umumi Mifettisligin asayis sorunlarinin ¢éziminde
oynadigi rol calismanin merkezinde olacaktir. Ayrica I. Umumi Mufettisligin hazirladigi bu rapor dogrul-
tusunda alinan énlemler ve bdlgenin idaresinde yapilan degisikliklerin incelenmesi, ¢alismanin bitincul bir
sonuca ulagmasina katki saglayacaktir. Bununla birlikte 1930’lu yillar gbéz 6nline alinarak devletin merkez
ve tagra teskilatlarinin bir arada is yurGtebilme yeteneginin analizi yapilacaktir.
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GENERAL INSPECTORATE’S PUBLIC SECURITY REPORTS FROM THE STATE’S
PROVINCIAL AUDIT MECHANISMS: FIRST GENERAL INSPECTORATE AND 1932
INTELLIGENCE REPORT

ABSTRACT

There are mechanisms established by the state to solve the problems occurring in the provinces. Thanks
to these mechanisms, the state makes itself visible locally. Regions far from the center; These mechanisms,
which act to solve issues such as safety and security, education, economic development, road construction,
water problem, establishment of communication networks, diseases, also show that it is possible to reach
the center. One of these mechanisms, which is considered as a provincial image of the state, is the General
Inspectorate. The foundation of the inspectorates was laid to ensure the supervision of the society during the
Ottoman Empire, especially during the period of state of emergency and martial law. However, as an auditing
body that the Ottoman Empire did not have a chance to implement, the Public Inspectorates became the
legacy of a provincial organization that was transferred to the Republican administration.

There is a provision for the establishment of Public Inspectorates in the Agency Esasiye Law. However,
the establishment of inspectorates was not immediately possible. The development that paved the way for the
establishment of inspectorates is the riots in the Eastern Anatolia Region. Therefore, martial law announced in
1925 was a turning point in the agenda of the General Inspectorate. General Inspectorate was established on
June 25, 1927 with the Law no. 1164 on the General Inspectorate. General Inspectorates, whose responsibility
is to ensure policing and security at the beginning of the area of responsibility, have also taken action to solve
the economic problems of the region for which they are responsible. Until 1952, when its activities ceased, it was
possible to see the needs of the region as well as the loyalty of the people of the region to the state regime as
a result of the inspections carried out by the Inspectorates. The control mechanism of the province, which first
started operating in Diyarbakir in 1928 under the name of the First General Inspectorate; Elazig, Urfa, Hakkari,
Bitlis, Siirt, Van, Mardin continued their studies. The First General Inspectorate has written its audits in the form
of reports during visits to the region where it operates. By sharing these reports with the central agency, the
social, economic and cultural needs of the region to which the Inspectorate is responsible have been tried to be
met. One of these reports is the 1932 intelligence and policing report of the First General Inspectorate.

Intelligence reports have been one of the main means used by many powerful governments from the past
to the present. These reports are important for ensuring state security and identifying and meeting the needs of
the state. Intelligence reports prepared through General Inspectorates allow the state to look at problems in the
countryside from an accurate perspective. These reports are of great importance for the state to develop accu-
rate security policies with the information it provides, especially in terms of the security and security of the region.

In this study; Intelligence reports of public inspectorates, which are established in various regions of
Anatolia and are considered as the control mechanism of the state in the countryside, will be evaluated.
The boundaries of the study were drawn up within the framework of the 1932 intelligence reports of the First
General Inspectorate. The investigation of the events in southeastern Anatolia within the framework of the
reports prepared by the Inspectorate will also shed light on the inactivity of Turkey’s border with Syria. The
reflections of the events of 1932 affecting the course of Turkish-French relations on the Hatay Issue are
among the topics discussed in the study. In particular, the role of the First General Inspectorate in solving
public security problems will be at the center of the study. In addition, the measures taken in line with this
report prepared by the First General Inspectorate and the examination of the changes made in the admin-
istration of the region will contribute to the holistic conclusion of the study. However, considering the 1930s,
the ability of the central and provincial agencies of the state to conduct business together will be analyzed.

Keywords: First General Inspectorate, Intelligence, Public Security
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TESKILAT-l MAHSUSA’NIN TURK iSTIHBARAT TARIHINDEKI YERI: TESKILAT-l MAHSU-
SA GERCEKTE NEDIR VE NE DEGILDIR?
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Hitit Universitesi
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OZET

Kadim ve devlet gelenegine sahip bir millet olarak Turkler, dlinya tarihi boyunca sayisiz devlet kurmus ve
bircok devleti de boyunduruklari altina almiglardir. Turklerin, devlet kurup sonra da devlet gelenegine sahip
olmalarinda dénemin imkanlari nispetinde olusturduklari istihbarat kilttri ve bu kultirle yogrulan istihbarat
orgltlerinin ciddi katkilari olmustur. istihbarat érgiitlerinin ise batidaki gibi kurumsallagsmalari ve yerlesmis bir
teskilat yapisina kavusmalari, Osmanli Devleti'nin son ddonemlerine tekabdl etmistir. Devletin son zamanlarini
yasadigi bu zaman dilimi ile yeni bir Turk devletinin kurulmasini kadar stren bagimsizlik igin bir miicadele
doénemi yasanmistir. Bu donem sirasiyla; Mondros Mutarekesinin hemen ardindan baslayan “Mutareke” ile
Kurtulus Savasi’na tekabiil eden “Miicadele Dénemi'ni kapsamaktadir. Onceki Tiirk devletlerinde oldugu gibi
sOzu edilen donemde de Turkler icin istihbarat son derecede 6nemli olmustur. Bagimsizlik yolunda verilen
mucadelenin basarili olmasinda istihbarat alaninda yapilan galismalar ve ¢calismalar yiruten gizli ( istihbarat)
orgutlerin olumlu katkilari olmustur.

Osmanli’nin son déneminde kurulan bu gizli 6rgtler, batili anlamda bir yapilanmaya sahip olan Teskilat-i
Mahsusa’nin bir nevi devami olarak gortlmektedirler. Teskilat-1 Mahsusa ise, modern Turk istihbaratgiliginin
baslangici sayilmakta ve bu baglamda MIT kendi kéklerini bu teskilata dayandirmaktadir. Buna karsilik,
son yillarinda popluler bir tartisma konusu olan durum, alaninda uzman Kisiler tarafindan bir yanilgi olarak
gorilmekte ve Teskilat-1 Mahsusa'nin bir istihbarat teskilati olmadigi savi ortaya atilmaktadir. Bu uzmanlarca
kisith da olsa var olan kaynaklar referans gosterilerek Teskilat-l Mahsusa’nin galismalarini gayri nizami harp
olarak degerlendiriimektedir.

Calismada bu tartismalardan hareketle, modern anlamda Tiirk istihbaratinin baslangici Teskilat-1 Mahsu-
sa degil ise, Modern Istihbarat Tiirkiye'de hangi tarihlerde ve hangi 6rgiit ile baglatabiliriz sorusuna yanit aram-
aktadir. Buna karsilik calismanin amaci, bir tez ya da kitaba bile konu olabilecek genislikteki bu meseleyi tim
yonleriyle ele almak degildir. Temel arastirma konusu, Tirk Modernlesmesinin, 1908 ve 1923 devrimi donem-
lerini kapsamakta oldugu, istihbaratinda modern bir yap1 kazanmasinin bu dénemler arasi olabilecegdi dusiinc-
esinden hareketle “Mutareke ve Mucadele dénemi faaliyet gosteren istihbarat rgutlerini” konu alarak modern
sayllabilecek Tiirk istihbaratinin tegkilatlanmasinin bu aralikta baglamis olup olmadigi incelemek olmaktadir.

Calismanin kapsami geregince, s6zl edilen dénemdeki gizli 6rgltler tim boyutlarini ortaya koymaktan zi-
yade calismanin sorusu dogrultusunda tek bir konu acgisindan ele alinacak ve yukarida belirtilen soruya cevap
aranacaktir. Kesin bir cevap bulunmasi galismanin sinirliligi sebebiyle beklenmemekte olup ancak okuyucunun
zihninde meseleyle ilgili somut bir seylerin sekillenmesini amaglamaktadir. Makale bu amag dogrultusunda iki
kisma ayrilmistir. ilk bolimde; Tirklerde gok eski ddnemlerden itibaren baglayan Tiirk istinbaratinin, Osmanlr'nin
son dénemleriyle birlikte reform galismalarina paralel olarak devletin hizli bir gelisim ve dénlisim gegirmesinden
dolayi ¢galismanin arka planini ortaya koyabilmek adina, bu dénemin istihbarat érgitlerinden olan Yildiz Tegkilati
ile Teskilat- Mahsusa’'nin bulundugu tarihsel araliga 6ncelikli olarak bu bolimde yer verilmistir.

ikinci béliimde ise; calismanin sorusuna yanit bulabilmek igin Miitareke ve Miicadele dénemi gizli 6rgiitleri
yuzeysel ancak ana hatlariyla incelenmistir. Calisma yukarida belirtildigi sekilde 2.Abdilhamit dénemini igine
alan Osmanli’'nin son dénemlerinden Cumbhuriyet'in ilanina kadar olan zaman dilimi ile sinirlandiriimistir.
Calisma icin literatiir taramasi, kitiiphane ve internet ortamindan saglanmis ve nitel arastirma yontemleri
kullaniimistir. Makalenin konusuyla ilgili kaynak bulmakta zorlaniimamis ancak kaynaklarin birbirlerinden farkl
bilgiler ihtiva ettigi gdzden kagmamistir. Bu bilgiler gegmise dogru gidildikge yer yer muglaklasmis, bazi du-
rumlarda ise hikaye tadinda biraz gergeklikten uzaklagsmis istihbarat faaliyetleri anlatimina rastlaniimistir.

Calismanin makale formatinda olmasindan dolayi, yapilan okumalardan égdrenilen bilgilerin goguna yer
verilememistir ancak giris ve sonug bélimlerinde 6zellikle sonug yargisinin elde edilmesinde yapilan okuma-
larin arastirmada 6nemli katkilari olmustur. Buna karsilik, okumalar sonucunda tutulan notlarin galismaya
tam olarak yansitilamadigr dusinutlmektedir. Bu notlarin ileri bir zamanda yapilmasi muhtemel olan daha
genis gaph bir galismada kullaniimasi hedeflenmektedir. Calismanin sonucunda ise, bulunan yanit ya da
yanita yakin bir yaklagim ile makale sonlandiriimistir. Bdylelikle, son yillarda oldukga popduler olan bir tartisma
konusuna tam cevap olamasa da yapilan galisma bu konuda yapilanacak alanindaki diger arastirmalara da
bir katki saglamasi amaglanmistir.
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THE ROLE OF TESKILATI-l MAHSUSA IN THE HISTORY OF TURKISH INTELLIGENCE:
WHAT IS AND IS NOT TESILAT-l MAHSUSA IN REALITY

ABSTRACT

Turks, as a nation with an ancient and fundamental state tradition, have established countless states throughout the
history of the world and have taken many states under their yoke. The intelligence culture that the Turks created in pro-
portion to the possibilities of the period and the intelligence organizations that were kneaded with this culture contributed
significantly to the establishment of a state and then having a state tradition. The institutionalization of these intelligence
organizations and their attainment of a settled organizational structure, as in the West, could only correspond to the last pe-
riods of the Ottoman Empire. During this period, when the state lived its last days, and the establishment of a new Turkish
state, an important and difficult period of struggle for independence was experienced. This period is respectively; it covers
the “True Armistice” that started right after the Armistice of Mudros and the “Struggle Period” that started in Samsun on 19
May, corresponding to the War of Independence. Intelligence has been an extremely important and indispensable element
for the Turks in the new period, as seen in the ancient history that includes the previous Turkish states. Studies in the field
of intelligence and the secret (intelligence) organizations that carry out these studies have made a substantial contribution
to the success of the struggle for independence.

These secret organizations, which were established in the last period of the Ottoman Empire, are seen as a kind of
continuation of the Special Organization, which had a western structure and existed before them. Teskilat-1 Mahsusa is
considered the beginning of modern Turkish intelligence and in this context, MIT bases its roots on this organization. On
the other hand, this situation, which has been a popular topic of discussion in its last years, is seen as a mistake by experts
in the field, and the argument that the Special Organization is not an intelligence agency is put forward based on the very
few sources of the period. In this context, the organizational structure and activities of the Special Organization are consid-
ered by these experts as an unconventional war.

Based on the above-mentioned discussions, this study asks the question of when and with which organization Mod-
ern Intelligence can start in Turkey, in the face of the assumption that the beginning of Turkish Intelligence in the modern
sense is not the Special Organization, and seeks the answer to this question. On the other hand, the aim of the study will
of course not be to deal with all aspects of an issue that can be the subject of a thesis or a book.From the opposing point
of view, the main research subject of the research is to reveal with the sample of “Intelligence organizations operating
during the Armistice and Struggle period”, with the thought that Turkish Modernization covers the 1908 and 1923 revolution
periods, and the idea that it may be between the same periods that the intelligence gained a modern structure. Thus, it is
desired to bring a new dimension to the discussion by evaluating the possibility that the Turkish Intelligence Organization,
which can be considered modern, started in this period or not.

In accordance with the scope of the study, rather than revealing all aspects of the secret organizations in the men-
tioned period, the study will be discussed in terms of a single subject in line with the question of the study and an answer to
the above-mentioned question will be sought. Finding a definite answer is not expected due to the limitations of the study,
but it aims to form something concrete about the issue in the mind of the reader. For this purpose, the article is divided into
two parts. In the first part; the development and transformation of the intelligence, which started in the Turks since ancient
times, by going through a new restructuring in parallel with the reform efforts in the last periods of the Ottoman Empire, will
be mentioned. The reason for considering this period is to reveal the historical background of the study by including the
historical range of Yildiz Teskilat and Special Organization, which were intelligence organizations of the mentioned period.

In the second part; while looking for an answer to the question of the study, the secret organizations of the Armistice
and Struggle period were examined superficially but in outline in order to clarify the conditions of the period a little more. As
stated before, it was deemed appropriate to limit the study to the period from the last periods of the Ottoman Empire, which
included the period of Abdulhamid Il, to the proclamation of the Republic. For the study, literature review was obtained from
the library and the internet, and qualitative research methods were used. It was not difficult to find a source on the subject
of the article, but it was not overlooked that the existing sources contain different information from each other. It was not
difficult to find sources related to the subject of the article, but it was not overlooked that the sources contain different in-
formation from each other. This information became ambiguous in places as we went back to the past, and in some cases,
there were also narratives of intelligence activities, which were a bit far from reality in the taste of a story.

As a result of the study, with a humble approach, the article was concluded with the hope that it would bring a new
dimension to the discussion. This approach, on the other hand, is that the prominent names in the discussion are mostly
historians and the structural features of the organization cannot be handled in a healthy way with the security dimension.
Considering the conditions of the period, the formation of an intelligence organization in the full sense is quite difficult, but
the shortcomings of the Special Organization do not prevent it from being considered an intelligence organization. It should
not be forgotten that the organization has served under extraordinary conditions, so it should not be expected to behave
exactly like an intelligence organization. When its activities are evaluated in general, it is seen that there are areas and
studies in which it exists, such as an intelligence agency. Consequently, although it is thought that it would be beyond the
purpose of the study to claim the accuracy fully, it is not considered to be a mistake in terms of security management even
though the MIT has based its roots on the Special Organization.

Keywords: History of Turkish Intelligence, Intelligence, Irregular harp, Ottoman Empire, Special Organization.
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OZET

itilaf Devletleri, Mondros Miitarekesi'nin imzalanmasindan sonra aralarinda yapmis olduklari gizli ant-
lasmalar geregince, Anadolu’nun gesitli bolgelerini isgale baslamislardi. Fransizlar, Mutarekenin 7. ve 10.
maddelerine dayanarak 18 Aralik 1918 tarihinde Adana’ya gelerek isgal edecekleri bdlgelerde yerlerini
almaya baglamislardi. Fransizlara Ermeni lejyonlari ve Ermeni gonullu birlikleri de katilmisti. Adana- Mersin
bdlgesinde baslayan Fransiz igsgalinden dolay! endiseye kapilan halk canini ve malini korumak amaciyla
bekgiler ile birlikte ndbet tutmaya baslamistir. Bélgedeki Tirk halki, birgok zulim ve zorlukla karsilasmistir.
Yasanan bu gelismeler sirasinda Osmanli Hikimeti, siyaset yoluyla yapilacak bir sey olmadigini 6ne
sirerek isgallere kargi tam bir teslimiyet gostermistir.

isgalllere karsi Milli miifrezeler kurularak Fransiz kuvvetlerine karsi konulmaya baglanmistir. Mustafa
Kemal Pasa, Milli Micadele kapsaminda Kuva-yi Milliye teskilatlari kurarak igsgale ugrayan bolgeleri kurtar-
mak istemistir. Bu amagla diizenli bir sekilde kurulmus ve kurulan mufrezelerin basina daha 6nce orduda
gorev yapmis komutanlar getirilmistir. Bu komutanlardan birisi de Adana Bolgesi Kuva-yi Milliye Komutan-
hgr (Bati Kilikya Kuva-y1 Milliye Komutanhigi) goérevine getirilen Tekelioglu Sinan Bey takma adiyla anilan
Edirneli Yizbagsi Ali Ratip Bey'dir. Gérevinin 6nemi ve gizliliginden dolayi yazigmalarinda bu takma adi kul-
lanmistir. Kayseri Jandarma Bolik Komutani olarak goérev yapmakta iken Damat Ferit Paga Hikimetince
gbrevinden alinmis ve daha sonra Heyeti Temsiliye tarafindan Adana ve Mersin boélgesinde gdérevlendi-
rilmistir. Yonetim ve idare agisindan Bati Kilikya Cephesi; Tarsus Grubu, Merkez Grubu, Seyhan Grubu,
Kurttepe Grubu olarak dort bolime ayriimistir. Tekelioglu Sinan Bey 1920’lerin basindan itibaren Adana ve
Mersin bélgesinde Fransizlara karsi zor kosullar iginde-mucadele vermistir. Sinan Bey isgal glglerinin yani
sira yerel unsurlarin engellemeleri ile de karsilasmis ve bélgede bulyiik miicadele vermistir.

Tekelioglu Sinan Bey Adana bélgesindeki gorevi-esnasinda 1919-1921 yillarini kapsayan ve bélgedeki
Milli Mucadeleye 1sik tutan bes defterlik glnlik tutmustur. Gunlikler, mifreze komutanlarinin gunlik vukuat
raporlari ile Tekelioglu Sinan Bey’in Kuva-yi Milliye_.komutani olarak verdigi emirler, muharebe raporlari,
cesitli istihbarat bilgisi iceren mektup ve haberlerden olusmaktadir. Ayrica bu glnliklerde; Kuva-yi Milli-
ye'nin halk tzerindeki etkisi, halkin olaylara karsi tepkisi, Fransizlarin isgal sirasinda izledikleri politikalar,
Ermenilerin isgal sirasindaki tutum ve davraniglari, bélgede yasanan askeri lojistik, firar, iklim sartlari da
yer almigtir.

Tekelioglu Sinan Bey’in gunlikleri esas alinarak, Adana ve Mersin Bolgesinde Milli Mlicadele komutan-
larinin kendi bdlgelerine dair yazisma ve raporlari ile bdlgeye dair istihbarat degeri tagiyan veriler bdlgenin
kurtulus muicadelesini aydinlatacak bilgiler igermesi bakimindan 6nemlidir. Giinltklerde yer alan mektuplar,
isgallerin gidisati istihbarat raporlari niteliginde bilgiler sunmaktadir. Bu bilgiler, vatanin kurtariimasi igin
gerekli 6nlemleri almak Gzere merkezin bilgilendiriimesi ve Kuva-y1 Milliye’nin ihtiyaglarinin tespit edilmesi
acisindan da 6nem arz etmektedir.

insanlik tarihinin baslangicindan itibaren yiiriitiilen istihbarat faaliyetleri, devletlerin gelecegine sekil
veren olasi sorunlarin yerinde tespit edilip yetkili makamlarin bildiriimesi yoluyla bircok meseleye ¢6zim
niteligi tasiyan faaliyetlerdir. Bu calismada Gliney Cephesi'nde yasanan olaylar, Fransiz ve Ermenilerin
bélgede izlemis oldugu politikalar ve bu politikalara karg Turklerin bélgenin asayisini saglayabilmek adina
aldig1 6nlemler degerlendiriimeye calisilacaktir. Calismada ayrica bolgedeki asayis ve glivenligin saglan-
masi adina Jandarma Komutani Tekelioglu Sinan Bey’in harekat planlarina yon veren yazismalar Uzerinde
durulacaktir.

Anahtar Kelimeler: Tekelioglu Sinan Bey, Milli Micadele, Bati Kilikya, Guvenlik/ Tekelioglu Sinan Bey,
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INTELLIGENCE REGARDING THE WESTERN CILICIA FRONT IN THE DIARIES OF
TEKELIOGLU SINAN BEY AND THE MEASURES TAKEN WITHIN THIS FRAMEWORK

ABSTRACT

After the signing of the Armistice of Mondros, the Allies began to occupy various parts of Anatolia
in accordance with the secret treaties they had made between them. The French came to Adana on 18
December 1918, based on article 10 of the Armistice 7., and began to take their place in the areas they
would occupy. Armenian legions and Armenian volunteer units also joined the French. Concerned about
the French occupation that started in the Adana-Mersin region, the people began to stand guard with the
guards in order to protect their lives and property. The Turkish people in the region have faced many perse-
cution and difficulties. During these developments, the Ottoman Government showed complete surrender
to the occupations, claiming that there was nothing to be done through politics.

National detachments were established against the occupations and french forces were resisted. Musta-
fa Kemal Pasha wanted to save the occupied areas by establishing Kuva-yi Milliye organizations within the
scope of the National Struggle. For this purpose, the platoons were established regularly and the heads of
the established platoons were appointed commanders who had previously served in the army. One of these
commanders is Captain Ali Ratip Bey of Edirne, who was appointed as The Kuva-yi Milliye Command of
Adana Region (Western Kilikya Kuva-yi Milliye Command). Due to the importance and confidentiality of his
mission, he used this pseudonym in his correspondence. While serving as the Commander of the Kayseri
Gendarmerie Company, he was removed from his post by the Government of Damat Ferit Pasha and later
appointed by the Delegation representative in Adana and Mersin region. Western Kililirian Front in terms of
management and administration; Tarsus Group, Central Group, Seyhan Group, Kurttepe Group are divided
into four sections. Since the early 1920s, Tekelioglu Sinan Bey has fought against the French in difficult con-
ditions in Adana and Mersin region. Mr. Sinan faced the blockade of the occupying forces as well as local
elements and fought hard in the region.

During his duty in the Adana region, Tekelioglu Sinan Bey kept a diary of five notebooks covering the
years 1919-1921 and shedding light on the War of Independence in the region. The diaries consist of daily
reports of platoon commanders and orders given by Tekelioglu Sinan Bey as Kuva-yi Milliye commander,
combat reports, letters and news containing various intelligence information. Also in these journals; Kuva-yi
Milliye’s influence on the people, the reaction of the people to the events, the policies of the French during the
occupation, the attitudes and behaviors of Armenians during the occupation, military logistics, desertion and
climatic conditions in the region were also included.

Based on the diaries of Tekelioglu Sinan Bey, the correspondence and reports of the National Struggle
commanders in Adana and Mersin Regions about their regions and the data bearing intelligence value about
the region are important in terms of containing information that will enlighten the liberation struggle of the re-
gion. The letters in the journals provide information on the course of the occupations in the form of intelligence
reports. This information is also important for informing the center to take the necessary measures to save the
homeland and to identify the needs of Kuva-yi Milliye.

Intelligence activities carried out since the beginning of human history are activities that are solutions to many
issues by identifying the possible problems that shape the future of states on the spot and reporting them to the
competent authorities. In this study, the events of the Southern Front, the policies pursued by The French and
Armenians in the region and the measures taken by the Turks in order to ensure the security of the region against
these policies will be evaluated. The study will also focus on correspondence that guides the operational plans of
Gendarmerie Commander Tekelioglu Sinan Bey in order to ensure public order and security in the region.

Keywords: Tekelioglu Sinan Bey, National Struggle, Western Kilikya, Security

51



Jandarma ve Sahil Giivenlik Akademisi “II. Uluslararas: Giivenlik Kongresi” Bildiri Ozel Kitab

GRi BOLGE SAVASINDA iSTIHBARAT VE ORTULU OPERASYONLAR
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OZET

itilaf Devletleri, Mondros Miitarekesi'nin imzalanmasindan sonra aralarinda yapmis olduklari gizli ant-
lasmalar geregince, Anadolu’nun gesitli bolgelerini isgale baslamislardi. Fransizlar, Mutarekenin 7. ve 10.
maddelerine dayanarak 18 Aralik 1918 tarihinde Adana’ya gelerek isgal edecekleri bdlgelerde yerlerini
almaya baglamislardi. Fransizlara Ermeni lejyonlari ve Ermeni gonullu birlikleri de katilmisti. Adana- Mersin
bdlgesinde baslayan Fransiz igsgalinden dolay! endiseye kapilan halk canini ve malini korumak amaciyla
bekgiler ile birlikte ndbet tutmaya baslamistir. Bélgedeki Tirk halki, birgok zulim ve zorlukla karsilagsmistir.
Yasanan bu gelismeler sirasinda Osmanli Hikimeti, siyaset yoluyla yapilacak bir sey olmadigini 6ne
sirerek isgallere kargi tam bir teslimiyet gostermistir.

isgalllere karsi Milli miifrezeler kurularak Fransiz kuvvetlerine karsi konulmaya baglanmistir. Mustafa
Kemal Pasa, Milli Micadele kapsaminda Kuva-yi Milliye teskilatlari kurarak igsgale ugrayan bolgeleri kurtar-
mak istemistir. Bu amagla diizenli bir sekilde kurulmus ve kurulan mufrezelerin basina daha 6nce orduda
gorev yapmis komutanlar getirilmistir. Bu komutanlardan birisi de Adana Bolgesi Kuva-yi Milliye Komutan-
hgr (Bati Kilikya Kuva-y1 Milliye Komutanhigi) gérevine getirilen Tekelioglu Sinan Bey takma adiyla anilan
Edirneli Yizbagsi Ali Ratip Bey'dir. Gérevinin 6nemi ve gizliliginden dolayi yazismalarinda bu takma adi kul-
lanmistir. Kayseri Jandarma Bolik Komutani olarak goérev yapmakta iken Damat Ferit Paga Hikiimetince
gbrevinden alinmis ve daha sonra Heyeti Temsiliye tarafindan Adana ve Mersin boélgesinde gdérevlendi-
rilmistir. Yonetim ve idare agisindan Bati Kilikya Cephesi; Tarsus Grubu, Merkez Grubu, Seyhan Grubu,
Kurttepe Grubu olarak dort bolime ayriimistir. Tekelioglu Sinan Bey 1920’lerin basindan itibaren Adana ve
Mersin bélgesinde Fransizlara karsi zor kosullar iginde mucadele vermistir. Sinan Bey isgal glglerinin yani
sira yerel unsurlarin engellemeleri ile de karsilasmis ve bélgede bulyiik miicadele vermistir.

Tekelioglu Sinan Bey Adana bélgesindeki gorevi esnasinda 1919-1921 yillarini kapsayan ve bélgedeki
Milli Micadeleye 1sik tutan bes defterlik giinliik tutmustur. Gunlikler, mifreze komutanlarinin giinliik vukuat
raporlari ile Tekelioglu Sinan Bey’in Kuva-yi Milliye komutani olarak verdigi emirler, muharebe raporlari,
cesitli istihbarat bilgisi iceren mektup ve haberlerden olusmaktadir. Ayrica bu glnliklerde; Kuva-y1 Milli-
ye’nin halk Uzerindeki etkisi, halkin olaylara karsi tepkisi, Fransizlarin isgal sirasinda izledikleri politikalar,
Ermenilerin isgal sirasindaki tutum ve davraniglari, bélgede yasanan askeri lojistik, firar, iklim sartlari da
yer almigtir.

Tekelioglu Sinan Bey’in gunlikleri esas alinarak, Adana ve Mersin Bolgesinde Milli Mlicadele komutan-
larinin kendi bélgelerine dair yazisma ve raporlari ile bdlgeye dair istihbarat degeri tagiyan veriler bdlgenin
kurtulus muicadelesini aydinlatacak bilgiler igermesi bakimindan 6nemlidir. Giinltklerde yer alan mektuplar,
isgallerin gidisati istihbarat raporlari niteliginde bilgiler sunmaktadir. Bu bilgiler, vatanin kurtariimasi igin
gerekli 6nlemleri almak Gzere merkezin bilgilendiriimesi ve Kuva-y1 Milliye’nin ihtiyaglarinin tespit edilmesi
acisindan da 6nem arz etmektedir.

insanlik tarihinin baslangicindan itibaren yiiriitiilen istihbarat faaliyetleri, devletlerin gelecegine sekil
veren olasi sorunlarin yerinde tespit edilip yetkili makamlarin bildiriimesi yoluyla bircok meseleye ¢6zim
niteligi tasiyan faaliyetlerdir. Bu calismada Gliney Cephesi'nde yasanan olaylar, Fransiz ve Ermenilerin
bélgede izlemis oldugu politikalar ve bu politikalara karg Turklerin bélgenin asayisini saglayabilmek adina
aldig1 6nlemler degerlendiriimeye calisilacaktir. Calismada ayrica bolgedeki asayis ve glivenligin saglan-
masi adina Jandarma Komutani Tekelioglu Sinan Bey’in harekat planlarina yon veren yazismalar Uzerinde
durulacaktir.

Anahtar Kelimeler: Gri Bélge Savasi, istihbarat, Ortiili Operasyonlar , ABD-Cin ve Rusya
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ESPIONAGE AND COVERT OPERATIONS IN GRAY ZONE WARS

ABSTRACT

In today’s multi-polar international system, leadership competition among global countries has been caus-
ing events that affect the whole world. Global actors are hidden or open rivals of one another. Although this
intense competition can be considered as a political influence war or a cold war again, it can be defined as a
gray zone war. In the gray area, which represents periods of uncertainty between peace and war periods, the
primary purpose of states is to ensure that their rivals are harmed and prevent them from reaching their goals
by carrying out multidimensional, covert operations, which are not known by whom, that will enable them to
reach their political goals directly without using military force. Covert operations, which are considered as the
third option after war and diplomacy, are operations where the targeted objectives are achieved by using fac-
tors in the political, economic, military, or cyber field, but the owner of the activity cannot be identified. Covert
operations, which are considered as one of the sub-functions of intelligence in practice, have been one of the
main tactics used in the power struggle between the two blocs during the Cold War. In today’s international
system, when we evaluate the relations between the USA, China and, Russia within the framework of the con-
cept of gray zone battlefield, it enables us to analyze the events that occur with the logic of covert operations.
The main purpose of the article is to contribute to the literature by explaining the global power competition
through the gray zone war and covert operations.

In this period many different kinds of war apart from military ones like hybrid and proxy wars, trade and
money war, oil price war, information war, propaganda wars, biological warfare, sharp power activities, cyber
warfare, escalation of social-ethnic or nationalistic movements, shortly in term of Copenhagen five sectoral
security threats have been realized with unlimited borders. With its involvement in non-state actors in these
wars, it was aimed to weaken the opponent and to give up its global targets with operations that sometimes
lead to hot conflict. With non-state actors’ involvement in these wars, it was aimed to weaken the opponent
and to give up its global targets with operations that sometimes lead to hot conflict. For the right covert oper-
ation at the right time, it is anticipated that the intelligence will benefit from social media and big data analysis
in the field and cyber field.

Success in the battle in the gray area starts with finding the center of gravity of the opponent, in other
words, whatever | influence in the battle, | can achieve success (definitive result). The opponent’s state organ-
izational structure, doctrines, physical and psychological strengths and, weaknesses and leaders are evalu-
ated within the center of gravity. In this unconventional war, social reform movements, cornering the political
regime with adopted universal values, supporting the opposition within the country, damaging the national
image by deliberately spreading false information, economic and energy pressures, influencing country elec-
tions, managing conflicts with non-state actors can be given as examples. The US’s rivals, China and Russia
have heavily accused under the concept of sharp power that they have influenced into American public polit-
ically and informatically. The so-called intervention of Russia, which it has difficulty to prove, in the elections,
provoking racist tendencies in the country, creating a crack in the American political system regarding China,
is described as covert operations that the USA is subjected to by its rivals. In return the following events as
China-led globalization came to a halt with the Covid 19 epidemic, which is not clear how it emerged, and
damaged its national image due to the United States’ definition it with “Chinese Virus” and a terrorist organi-
zation funded by unknown country, ISIS captured a major part of Syrian territory that it is one of the strategic
places for Russia during the civil war, then the American government came in Syria intending to counter that
terrorist organization, led to made you think the USA might be.

In this article, using case analysis and interpretation methods from quantitative methods, the relations
between the USA, China and, Russia in the period of 2017-2020 will be examined in the context of the Gray
Zone War and covert operations. As the national interests of states persist even as leaders change, the anal-
ysis made will serve as a model for explaining future relations.

Keywords: Gray Zone War, Espionage, Covert Operations, USA —China and Russia
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Son yillarda uluslararasi iligkilerin niteligi ve dogasi degismeye baslamistir. Uluslararasi iligkilerin ka-
vramlari ve kuramlari giinimiiz uluslararasi politikada meydana gelen olaylari agiklamada yetersiz kalmak-
tadir. Uluslararasi iligkiler disiplinindeki kavramlar ve kuramlar gatismayi ve is birligini agiklamak tzerinden
bir ayrim olusturmaktadirlar. Son dénemde uluslararasi politikada meydana gelen olaylarla ilgili olarak hem
catismayl hem de is birligini olusturacak sekilde ayni anda ve ayni muhataba karsi uygulanmasi ile ilgili
ornekler artmistir. Bu baglamda uluslararasi politikada siyah ve beyaz alanlar yerine gri alanlar cogalmistir.
Hibrit modeller genislemeye baglamistir. Ozellikle son dénemde Ortadogu cografyasinda meydana gelen
politik gelismelerin, uluslararasi politikanin kavramlari ve kuramlari ile aciklanmasinda zorluklar meyda-
na gelmektedir. Suriye baglaminda Amerika Birlesik Devletleri (ABD) ve Rusya’nin birbirleri olan iligkileri,
analiz noktasinda karmasay! ortaya gikarmaktadir. Uluslararasi politikanin son 70 yillik siirecinde karsilikli
bloklarda yer alan bu iki devletin, Suriye konusunda karsilikli gikarlari dogrultusunda is birligi yaptiklar
gozlenmektedir. Teror orgutleri konusunda 6zellikle YPG ile iliskiler noktasinda her iki devletin de is birligi
yonunde ortak tutum iginde olduklari gézlenmektedir.

Gog¢ olgusu da son yillarda 6ne ¢ikan bir kavram olmustur. Karmasa ve gatismalarin artmasiyla gog
olgusu gittikge 6nem kazanmaktadir. Bilhassa uluslararasi iliskilerde son yillarda gégler ile hedefteki dev-
letler kontrol ve dizayn edilmek istenmektedir. Devletlerin i¢c ve dis politikalari go¢ olgusu ile belli nokta-
lar icerisinde zafiyete ugratilarak; ilgili devletlerde istikrarsizlik ve karmasaya zemin hazirlanmaktadir. Bu
baglamda g6¢ olgusu da birtakim politikalara eklenmek suretiyle hibrit bir model seklinde goriilmektedir.

istihbaratin dis politika ve milli giivenlikle ilgili Snemli bir boyutu da &rtiilii operasyonlardir. Birgok uzma-
na gére ortiilii operasyonlar dig politikanin karanlik sanatidir. Ortiilii operasyon bir devletin veya devlet disi
aktorlin ig islerine midahale edilmesi fakat bu miidahalenin her ne pahasina olursa olsun inkar edilmesidir.
Ortiilii operasyonlar dis politika hedeflerine ulasmada bir liderin éldiriiimesi, hiikiimetlerin devrilmesi veya
ic kanisiklik gikariimasiyla ilgilidir. Ornegin, Iran’da petroliin Basbakan Musaddik tarafindan millilestiriim-
esinin ABD ve ingiltere’nin Orta Dogu'daki gikarlarina ters diistiigii 6ngérisiyle, ABD ve ingiltere siyasi
ortiilli operasyonla mesru Iran hitkiimetini 1953'te devirmistir. Mesru bir hiikiimetin devrilmesinde ABD’nin
etkin oldugu Baskan Obama tarafindan Haziran 2009 Kahire konusmasinda belirtilmis, CIA ise 2013'te
yayinladigi belgelerle siregteki rolini resmen kabul etmistir.

Goglerin gelisen sireg ile beraber o6rtlili operasyonlarin bir araci olarak kullanildigina dair giglu
emareler bulunmaktadir. Bu baglamda bu calismanin temel sorunsali olan gogler son dénemde bazi dev-
letler tarafindan értiilii operasyonlar igerisinde bir enstriiman olarak degerlendiriimektedir. Ozellikle 2011
Arap Bahari sonrasi siregte Kuzey Afrika ve Ortadodu bolgesinde meydana gelen karmasa ve devletlerin
pargalanma slrecine girmesi insan hareketlerini artirmistir. Turkiye jeopolitik ve jeo stratejik olarak merke-
zi konumda olmasi nedeniyle, goclerin odaginda yer almaktadir. Bu baglamda son dénemde kiresel ve
bolgesel giicler tarafindan Tirkiye'nin bélge Gizerinde artan glctiniin ve etkisinin gogler yoluyla etkilenmesi
istenilmektedir. Suriye’nin gogler yoluyla icinin bosaltiimasi bélgedeki birtakim devletlere avantajlar saglam-
aktadir. Sonug olarak bu galismada, goglerin ortilu operasyonlar iginde degerlendiriimesi noktasinda bul-
gular ortaya konulmaya calisilacaktir.

Anahtar Kelimeler: Gog, Ortiili Operasyonlar, Ortadogu, ABD, AB
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THE RELATIONSHIP BETWEEN MIGRATIONS AND COVERT OPERATIONS

ABSTRACT
The nature of international relations has begun to change in recent years. The concepts and theories of

international relations are insufficient to explain the events that take place in today’s international politics. Con-
cepts and theories in the discipline of international relations make a distinction in terms of explaining conflict and
cooperation. Recently, examples of its implementation against the same interlocutor at the same time and in a
way to create both conflict and cooperation in relation to the events taking place in international politics have
increased. In this context, gray areas have increased instead of black and white areas in international politics.
Hybrid models are starting to expand. Especially in the recent period, difficulties arise in explaining the political
developments in the Middle East with the concepts and theories of international politics. The relations between
the United States of America (USA) and Russia in the context of Syria reveal confusion at the point of analysis. It
is observed that these two states, which have been in mutual blocs during the last 70 years of international poli-
tics, cooperate in Syria in line with their mutual interests. It is observed that both states have a common attitude
towards cooperation in terms of relations with terrorist organizations, especially with the YPG.

The phenomenon of migration has also been a prominent concept in recent years. With the increasing
turmoil and conflicts, the phenomenon of immigration becomes more and more important. Especially in in-
ternational relations, the target states with the migrations in recent years are wanted to be controlled and
designed. By weakening the domestic and foreign policies of the states within certain points with the phenom-
enon of immigration; The ground is being prepared for instability and confusion in the states concerned. In this
context, the phenomenon of immigration is seen as a hybrid model by adding it to some policies.

An important dimension of intelligence regarding foreign policy and national security is covert operations.
For many experts, covert operations are the dark art of foreign policy. Covert operation is an intervention in
the internal affairs of a state or non-state actor, but denial of this intervention at all costs. Covert operations
are about killing a leader, overthrowing governments or generating internal turmoil in achieving foreign policy
goals. For example, with the foresight that the nationalization of oil in Iran by Prime Minister Mossadegh
was contrary to the interests of the USA and Britain in the Middle East, the USA and Britain overthrew the
legitimate Iranian government in 1953 with a political covert operation. President Obama stated that the USA
was effective in the overthrow of a legitimate government in his June 2009 Cairo speech and the CIA officially
accepted its role in the process with the documents published in 2013.

There are strong indications that migrations are being used as a means of covert operations with the
developing process. In this context, migration, which is the main problematic of this study, has recently been
evaluated by some states as an instrument in covert operations. Especially in the period after the 2011 Arab
Spring, the chaos that occurred in the North Africa and the Middle East region and the disintegration of the
states increased the human movements. Due to Turkey’s geopolitical and geo-strategic position as a center,
it is located at the center of migration. In this context, recently affected by global and regional powers through
migration and the impact of increasing power on the part of Turkey is required. The evacuation of Syria
through immigration provides advantages to some states in the region. As a result, in this study, the findings
will be tried to be presented at the point of evaluating migrations within covert operations.

Keywords: Migration, Covert Operations, Middle East, USA, EU
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Tarihsel slireg boyunca insanligin yasamis oldugu tim savaslarda esas amacin savasi kazanmak oldugu, savasl
kazanmak igin ilkesel tavirdan ziyade o anin sartlarina uygun pragmatist bir eylem tarzinin daha 6n plana ¢iktigi gérilmek-
tedir. Gegmisten glinimize, istisnasiz tim konvansiyonel savaslarda, aldatici hareketlerin belirleyici oldugu da yine tarihi
bir gergeklik olarak karsimizda durmaktadir. Bununla birlikte, distk yogunluklu catismalardan hibrit savaglara degin genis
bir yelpazeyi géz 6nline aldigimizda hedef olarak saptanan Ulke veya bdlgeye yonelik planlanan operatif hamle dncesi,
sistemli bir sekilde sosyo-kiiltirel, sosyo-politik yapiya yonelik olarak gergeklestirilen psikolojik harekatlar yapiimak sureti-
yle karsI cephede ¢ozilmelerin meydana gelmesi amaglanmaktadir. (Yilmaz, vd. 2015:70)

Hedef olarak segcilen llke veya bolgenin siyasal analizi ortaya konulurken, kiltlrel kodlarin ¢éziimlenerek hassas nok-
talar tespit edilmekte sonrasi da ise, toplumu manipile ederek kendi hedefleri dogrultusunda kanalize etmeyi amaglamak-
tadir. Dogru ile yanhsin ayirt edilemedigi, toplumun bazi hassasiyetlerine temas edilerek olusturulan giindemle, bireylerin
zihin karmasasina surtklendigi, toplumun huzursuzluga ve kaotik bir ortama sokulmak Gzere tiretilen, her tirli “manipula-
tif” hareketin “psikolojik operasyon” olarak nitelendirilmektedir.(Kalelioglu,2002:100) Bahsi gecen biitiin manipllatif eylem
ve Psikolojik operasyonlarin sistemli ve yaygin olarak gergeklestiriimesi ise “psikolojik savas”seklinde adlandiriimaktadir.

2. Diinya Savasi sonrasinda 6zellikle ABD-SSCB eksenli ideolojik gekismeler diinyayi konvansiyonel bir savasa degil
bu sefer de “literatirde “Soguk Savas olarak tanimlanan ve 1947’de baslayip 1991 yilinda Sovyetlerin dagiimasiyla
sonuglanana kadar devam etmistir. Sovyetlerin yikilmasi, Yugoslavya’nin pargalanmasi ile birlikte ABD diinyanin tek stiper
glicli konumuna gelmistir. (Aksin, 2018:436) ABD’nin tiim dinya Uzerinde tek siper gu¢ olarak hegemonya kurmaya
calismasi neticesinde kurulan ittifak modelleri yeniden gézden gegiriimeye baslanmis, Bati ittifakina mesafeli duran tlkeler
dahi bu kararl duruslarini strdtrmekte zorlanmiglardir.

2. Dlinya Savagsl donemi sonrasinda tekrar kurulmaya calisilan dengeler g6z 6niine alinarak, Nato’ya girilmesi bir mecburi-
yet olarak gorllmustir. 1952 yilinda fiili olarak Nato’ya giren Tiirkiye, yoninl tamamen Batr'ya donmis, Bati ittifakinin kaim bir
Uiyesi olabilmek adina AB’ye liye olmak adina uzun yillar ugras vermistir. (Bakkalci, 2018:56) Hem i¢ politikadaki gelismeler hem
de dis politikada yasanan gelismeler sonucunda Tirkiye farkli ittifaklar kurmus bu durumda ABD’nin ve Bati ittifakinin hedefi
olmamiza sebebiyet vermistir. Hilasa, ABD ile : Irak ve Suriye konusu basta olmak izere Kuzey Kibris Turk Cumhuriyeti, Dogu
Akdeniz ve Ege'de karsi karsiya gelinmesiyle birlikte Turkiye, karsisinda bulunan giice karsi koyabilmek adina cikarlarinin
Srtlistligli noktada : Rusya, iran, Azerbaycan ve Cin Halk Cumhuriyeti ile isbirligi yapmaktan imtina etmemistir.

Butuin bu gelismelerin sonucunda, ABD ve Bati ittifakinin tasavvurundaki Tirkiye olmaktan gikip, bélgesel gli¢ haline
doénlsmeye baslayan orta dlgekli bir devlet profili ¢izdigi andan itibaren saldirilarin dozajinin arttirildigi gézlemlenmektedir.
(Polat, 2016:83) Dolayisiyla, kendi gizmis olduklari hudutlarin disina ¢ikan ve inisiyatif almaktan gekinmeyen bir giic haline
doénisen Tirkiye, 2014 sonrasi donemde izlenen aktif dis politika sebebiyle Psikolojik Savasin odagi haline getirilmistir.
Daginik ve dogrulugu teyit edilmeyen milyonlarca bilginin havada ugustugu sosyal medya gibi vasitalarla toplumun kolay-
likla manipule edilebildigi bir cagda, hedef alinan Ulkelere yonelik gergeklestirilecek Psikolojik Operasyon olanaklarinin
da arttigi anlagiimaktadir. (Ozdag,2020: 122) Buradan hareketle, Tiirkiye'ye karsi yiritilen en dnemli psikolojik savas
unsuru olarak kullanilan “diktatdr” séyleminin arka planini, érnekleriyle birlikte irdeleyerek ; Paralel Yapi Operasyonlari,
Hendek Operasyonlari, FETO/PDY 15 Temmuz Darbe Girisimi, Firat Kalkani Harekati, Zeytindali Harekati ile Baris Pinari
Operasyonu basta olmak Uzere, devletin bekasiyla dogrudan ilgili olan konularla ilgili olarak yapilan dezenformasyon ve
Psikolojik Savasin i¢ cepheyi béimedeki vardigi boyutlar aktariimaya calisiimistir. ( Clausewitz, 2002: 73) Istihbari faaliyet
olarak, psikolojik savas unsuru olarak diktatérlik séyleminin érnekler verilmek suretiyle kapsaml bir sekilde islenmedigi
g6rulmistir. Dolayislyla eser, 6nemi yadsinamayacak bir istihbari faaliyeti aydinlatmak amaciyla kaleme alinmistir. Calis-
ma esnasinda, mimkin oldugunca birincil kaynaklara ulasilmaya calisiimis, nitel bir calisma olmasi ve yayinlarin hem
web ortaminda hem de fiziki olarak taranmasi gerektiginden 6turli, dokiiman incelemesi yontemi kullaniimigtir.

Makalenin ilk béliminde, bir psikolojik savas unsuru olarak diktatér séyleminin tarihsel strecine dikkat ¢ekilmigtir.
ikinci bélimde, ABD tandansli diktatér sdylemleri ele alinirken iiglincii bélimde ise, Bati kaynakli diktatér séyleminin ned-
enselligine iligkin bir analiz sunulmaya gayret gosterilmistir. Netice itibariyle, diktatér séyleminin: Turkiye’nin yapmis oldugu
siyasi tercihler ve bolgesel gi¢ konumuna gelmesinden rahatsiz olan devletlerin, maksatli olarak yapmis olduklari istihbari
faaliyet seklinde nitelendirilmesi gerektigi, ic cepheyi bolmek suretiyle, belki de fiziki bir isgale zemin hazirlamaya yonelik
psikolojik savas yontemi olarak ciddiyetle degerlendiriimeye muhtag oldugu vurgulanmistir.

Anahtar Kelimeler: Psikolojik Savas, Psikolojik Operasyon, Diktatérliik sdylemi, istihbarat, Manipiilasyon
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US AND WESTERN FLAGGED DICTATOR RHETORIC AS AN ELEMENT OF
PSYCHOLOGICAL WARFARE CONDUCTED AGAINST TURKEY (2014-2020)

ABSTRACT

Throughout history, the main purpose in all wars that humanity has gone through, was to win the war, and it is seen that
to win the war a pragmatist course of action appropriate to the conditions of the moment was more prominent than a principled
attitude. It is also a historical fact that deceptive movements were determinant in all conventional wars without exception from
past to present. In addition, considering the wide spectrum from low-intensity conflicts to hybrid warfare, it is aimed to create
disintegration on the opposite front by systematically conducting psychological operations aimed at the socio-cultural and so-
cio-political structure before the planned operative move towards the country or region determined as the target. (Yilmaz et al.,
2015:70) While revealing the political analysis of the country or region chosen as the target, sensitive points are determined by
analyzing cultural codes. Then, it is aimed to manipulate the society and channel it in line with its own goals. The agenda creat-
ed by touching certain sensitivities of the society, where right and wrong cannot be distinguished, is defined as “psychological
operation” of any kind of “manipulative” movement, in which individuals are dragged into a state of mental confusion, and which
is used to carry society into a restless and chaotic environment (Kalelioglu, 2002:100).

Systematic and widespread realization of all the manipulative actions and psychological operations mentioned are defined
as “psychological warfare”. After World War |1, the ideological conflicts around the US and USSR continued not in form of a con-
ventional war, but as the literature describes it, “Cold War”, which started in 1947 and ended with the dissolution of the Soviets in
1991. With the collapse of the Soviets and the breakup of Yugoslavia, the USA has become the world’s only superpower. (Aksin,
2018:436) Alliance models that were established because of the USA trying to establish hegemony as the only worldwide super
power have begun to be revised and even countries that kept a distance from the Western alliance had difficulties in maintaining
their determined stance.

Entering the NATO was seen as an obligation, considering the balances tried to be re-established after World War 1.
Turkey who entered the NATO in 1952, turned its direction completely towards the West, and has struggled for many years to
become a member of the EU to become a permanent member of the Western alliance. (Bakkalci, 2018:56) As a result of both
domestic and foreign policy developments, Turkey has established different alliances, which caused us to become the target
of the USA and the Western alliance. To summarize, Turkey did not refrain to cooperate with Russia, Iran, Azerbaijan, and the
People’s Republic of China against the USA in areas of common interests to resist the opposing power in matters especially Iraq
and Syria and the Turkish Republic of Northern Cyprus, the Eastern Mediterranean and the Aegean Regions. As a result of all
these developments, Turkey ceased to be the country envisioned by the USA and the West, and it was observed that the dose
of attacks has been increased from the moment Turkey drew a medium-sized state profile that started to turn into a terrestrial
power. (Polat, 2016:83)Therefore, Turkey, which turned into a power that is not afraid to take the initiative beyond the boundaries
that were drawn for it, has been made the focus of Psychological Warfare due to the active foreign policy followed in the post-
2014 period. It is understood that the opportunities for Psychological Operations to be carried out for the targeted countries are
increasing in an age wheresociety can be easily manipulated by means such as social media, where millions of scattered and
unconfirmed information is spread. (Ozdag, 2020:122) Hence, by examining the background of the “dictator” discourse, which is
used as the most important psychological warfare element against Turkey, it is aimed to convey the dimensions of disinformation
and Psychological Warfare to divide the interior with examples directly related to the survival of the state such as Parallel Struc-
ture Operations, Operation Trench, FETO/PDY July,15 Coup Attempt, Operation Euphrates Shield, Operation Olive Branch, and
Operation Peace Spring. (Clausewitz, 2002:73) It was observed that the discourse of dictatorship as an intellectual activity and
an element of psychological warfare has not been comprehensively studied with examples. Therefore, the study was written
to shed light on an intelligence activity whose importance cannot be denied. During the study, primary sources were tried to be
reached as much as possible. Since it is a qualitative study and publications must be scanned both on the web and physically,
the method of document review was used.

The first part of the study focusses on the history of the dictator discourse as an element of psychological warfare. The sec-
ond part discusses US-flagged dictator rhetoric and the third tries to present an analysis of the causality of the Western-based
dictatorial discourse. As a result, it was emphasized that the dictator discourse should be characterized as a purposefully done
intelligence activity by states that are disturbed by the political preferences of Turkey, which led it to become a regional power
and that it deserves to be seriously evaluated as a method of psychological warfare, to divide the interior, used perhaps to pave
the way for a physical occupation

Keywords: Psychological warfare , Psychological operation, Dictator Rhetorich, Intelligence, Manipulation

57



Jandarma ve Sahil Giivenlik Akademisi “II. Uluslararasi Giivenlik Kongresi” Bildiri Ozel Kitab:

ORTULU EYLEMLER: DIS SIYASETIN GIZLi ELI
Dr.Ogr.Uyesi Kaan Kutlu ATAG
Mersin Universitesi
kaanatac@mersin.edu.tr

Arda Mehmet TEZCANLAR
Milli Savunma Universitesi
arda.tezcanlar@gmail.com

OZET

Bu caligsma istihbarat 6rgltlerinin calisma alani olarak ortult eylemlerindis siyasetteki yerinin ne oldugu sorusuna cevap
aramaktadir. Ortiilii eylemler, geleneksel istihbarat toplama operasyonlariyla elde edilmesi miimkiin olmayan dis siyaseti
destekleyen siyasi, askeri, ekonomik, ideolojik, killtiirel alanlardaki istihbarat eylemleridir. Ortiilii eylemler sonuglari itibariyle si-
yasi karar alicinin dis siyasette hedeflerine ulagsmasini kolaylastiracak bir gizli eldir. Fakat bu eylemler dis siyaset veya savunma
siyaseti yerine gegmez. Ciinkl bu eylemlersalt kendi baslarina siyaset olusturmayacaklari gibi faaliyet konulari itibariyle geregi
gizli ve hassastir. Ortiilii eylemler, rollerinin gizlenerek ve sonuglarinin kapali olarak bir devletin uluslararasi sistemin olugtur-
dugu ekonomik, siyasi, askeri ve ideolojikkosullari, etkiledigi faaliyetlerdir. Bu tiir faaliyetlerle bir devlet dis siyasetinde ivedi,
kisa yoldan, hasimlarinin siyasetini 6nlemek/bertaraf etmek amaciyla istenilen sonuca geleneksel mekanizmalarla ulasilamay-
acagini degerlendirdigi durumlarda, dis siyasetin milli giivenlik siyaseti iginde belirlenmis amaglara ulasmasinin 6niinii agmaya
calisir. Ancak, bir ortlll eylemin dis siyasette bu kolaylastirici/gabuklastirici (katalizor) etkisini saglayabilmesi igin milli glivenlik
ile dis siyaset arasinda tutarliliginyani sira ilgili kurumlar arasinda esgtidimiin de olmasi gerekir.

Milli glivenlik siyaseti bir devletin sahip oldugu siyasal degerler (izerinden bekasini (raisond’étre )tanimlamasidir.
Bu degerler bir milletin sahip oldugu toplumsal glicleri harekete gecirmenin yani sira kamusal alanda goriilen toplumsal
ve siyasal eylemlerin dogruluk degerlerini belirlemektedir. Bu bakimdan milli glivenlik sadece toplumsal diizeni saglayan
bir islevsel nitelik degildir. Milli glivenlik, bir milletin baris icinde yasayabilmesi icin gerekli olan kosullari bir siyasal diizen
icinde butlinlestirecek eylemlerin ve bu bitiiniin savas kosullari karsisinda pargalanmasini onleyecek 6nlemlere dair
kilavuz niteligimdedir. Bu nedenle de stratejik bir degere sahiptir. Milli giivenligin bir siyasetten stratejiye dénlismesi ise bu
siyaseti yuritecek araglarin zamana ve mekana gére amaglarla tutarli olmasina baglidir.

Milli giivenlik ile dis siyaset arasindaki bir amag ve arag bolimii hiyerarsik bir iliskiyi ortaya koymaktadir. iste bu nokta-
da ortlll faaliyetler bu degerler manzumesinin kapsami disina cikarak dis siyasetin amacina ulasmasinda destekleyici ve
katalizér bir 6zellige biirinmektedir. Ortiilii eylem, bir lkenin milli giivenligi ile dis siyaseti arasindaki iligkinin uluslararasi
sistemin ortaya koydugu degerler ve kosullar veya sistemin Uyesi diger Ulkelerin davranislar karsisinda uyumsuzlagsmasi
durumunda yeniden uyumlu hale getirilmesi igin yapilan ekonomik, siyasi, askeri ve ideolojik faaliyetlerden en az birisi ve/
veya bu faaliyetlerin toplamidir. Bu yeniden uyumlu hale getirme siirecinde yapilan faaliyetler her ne kadar ekonomiden
askeri alana kadar cesitlilik gosterse de hepsi milli guvenlik ile dis siyaset arasindaki iligkinin siyasal niteligine vurgu
yapar. Bu vurgu milli glivenlikle dis siyaset arasindaki uyumun yeniden tesisinin ortaya koyulmasi anlaminda énemlidir.
Bu nedenledir ki bir 6rtili eylem kendi bagina bir siyaset degil, mevcut bir siyasete destegi ifade eder. Ancak bu tir bir
destegdin hem uluslararasi sistem hem de devletlerarasi iliskiler bakimindan bir krize, diger Ulkelerin algisinda bir yok olma
korkusuna veya silahli gatismaya varacak gerginliklere neden olmamasi igin 6znesi faaliyetin gizli, bu slregleri yoneten
kaynagin ortli kalmasi esastir.

ARASTIRMA YONTEM:i:

Calismada literatur taramasinin yani sira Amerikan arsivleri kullanilarak ortiili operasyonlarin dis siyasetteki yeri
analiz edilecektir.

LITERATURE KATKISI:

Istihbarat galismalarinda érgiitlerin dis siyasette karar destek alanlarinda nasil yer aldigi hususu yaygin olarak
calisilirken ortiili faaliyetlerin dis siyasetin icrasinda milli giivenlikle ilgili amaglara ulasiimasindaki roli genellikle géz
ardi edilmektedir. Calisma bu anlamiyla istihbarat érgitlerinin dis siyasetteki icara agsamasindaki 6nemini ortaya koymay!
amaclamaktadir.

SONUG:

Dis siyaset milli glivenlikle tutarl olsa da 6rtilii faaliyetin ortaya koydugu farkli dil bu eylemlere sira disi bir anlam ver-
meyi gerektirir. Bir 6rtlili eylem, dis siyasetin icrasindan sorumlu kurumlarin arasindaki esgiidiime istihbarat servislerinin
de katilmasini saglayarak, servisleredis siyasetin degerlendirilebilecegi kosullarla uyumlu bir dil alani kazandrir. istihbarat
servislerinin dis politika yapimindan ayri bir sekilde icra safhasinda da yer aliyor olmasi 6rtiilii eylemleri-istihbarat servisleri
arasindaki iliskinin ézel bir alanini olusturur. Ortiilii eylemler sayesindedir ki servisler karar destek mekanizmasindan ay-
rilarak istisnai bir sekilde dis politika icrasindayer alirlar. Fakat bu alan istihbarat servislerinin ve 6rtllu faaliyetlerin kendine
has 6zelligi dolayisiyla gri alanin iginde yer alir. Gri alan, igindeki kavramlarin kendi aralarinda olusturdugu mantik ile bir
bakimdan siyasal karar-alicinin yorumlarini 6rtlli bir sekilde uluslararasi sistemin rekabetine ve igbirligine yansitmaktadir.
Bu dilin agik ve yalin olmasi diger ulkeler tarafindan tehdidin ilani veya anarsinin mantigi olarak algilanabilir ve bu durum
faaliyetin hassasiyetini belirler. Bu nedenle muhtemel sonuglarinin dis siyasete etkisi sonucu 6rtlili eylemlerin planlanmasi
ile icra safhalari bizzat en Ust diizeydeki siyasal karar-alicinin sorumlulugunda ve kontroliinde olmalidir.

Anahtar Kelimeler: Ortiilii Operasyonlar, istihbarat Servisleri, Milli Guivenlik, Dis Siyaset
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COVERT ACTION: THE INVISIBLE HAND OF FOREIGN POLICY

ABSTRACT

This study seeks to find the place of covert action which is under the jurisprudence of intelligence agencies. Covert action
is series of intelligence activities in political, military, economic, ideological, cultural areas which supports foreign policy that
is unattainable by traditional intelligence-gathering operations. Covert action is an invisible hand that eases the political deci-
sion-maker’s attempt to reach his/her aims through its outcomes. However, these actions do not substitute for defense or foreign
policies. Because, as these actions cannot constitute a policy on their own accord, they are so secret and sensitive to constitute
a policy. Covert action is constituted activities of a state that influence economic, political, military and ideological conditions of
the international system, by concealing its roles and blurring its outcomes. On conditions that either delays the prevention/elim-
ination of adversary’s policy or evaluates an inability on achieving goals through traditional channels, state attempts to clear the
way of foreign policy for enabling its aim of reaching designated aims of national security with these kinds of activities. However,
in order to achieve a/an catalyzing/accelerating effect of covert action, it is not only necessary to achieve consistency between
national security and foreign policy, but also it is necessary to facilitate coordination among related institutions.

The division of labor between national security and foreign policy as ends and means presents a hierarchical relation. At
this point, covert action becomes supportive and catalyzing feature by going beyond the scope of these values. In the event
that the relationship between the national security of a country and its foreign policy becomes incompatible with the values and
conditions of the international system or the behavior of other member states, covert action becomes at least one of or the sum
of economic, political, military and ideological activities carried out to re-harmonize it. Despite the actions taken during this re-har-
monization process varies from economics to military, all of these actions emphasize the political nature of the relationship be-
tween national security and foreign policy. This emphasis is important for re-establishing the harmony between national security
and foreign policy. For this reason, covert action is not a policy of its own, but a policy support. However, in order to prevent such
a policy support to create an inter-state crisis, a fear of extinction in perception of other countries or any escalations leading to an
armed conflict, it is essential to hide the subject of the activity out of sight, so to cover the source that manages these processes.

RESEARCH METHOD:

Apart from literature review, the role of covert action in foreign policy will be analyzed with American archive materials.

CONTRIBUTION TO THE LITERATURE:

While the issue of how organizations are involved in the decision-making process of foreign policy is widely studied in
intelligence studies, the role of covert action in achieving national security goals through the foreign policy is often overlooked.
In this sense, this study aims to reveal the importance of intelligence organizations during the execution phase in foreign policy.

CONCLUSION:

Even though foreign policy is consistent with national security, the parlance that covert action manifests requires attributing
an extraordinary meaning to these actions. By ensuring the participation of intelligence agencies in the coordination among insti-
tutions responsible from the execution of foreign policy, Covert action provides these agencies a linguistic area that is compatible
with the conditions in which external politics can be evaluated. Apart from being out of foreign policy making, the participation of
intelligence agencies in the execution phase constitutes a special area of the relationship between covert action and intelligence
agencies. Owing to covert action, intelligence agencies exceptionally participate in the execution of foreign policy by disengaging
from policy support mechanism. However, due to the unique features of intelligence agencies and covert action, it is included
in the grey area. By the logic formed among the concepts inherently, grey area implicitly reflects the interpretation of political
decision-makers to competition and cooperation of the international system. The clarity and simplicity of this language can be
perceived by other countries as the manifestation of threat or the logic of anarchy, and this determines the sensitivity of the activ-
ity. For this reason, as a result of their possible consequences on foreign policy, planning and execution phases of covert action
should be under the responsibility and control of the highest political decision-maker himself/herself.

Keywords: Covert Action, Intelligence Agencies, National Security, Foreign Policy
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OZET

Diinya cesitli donemlerde salgin hastaliklarla miicadele etmistir. Ortaya gikisl itibariyle milattan 6nceki
tarihlere kadar dayanan salgin hastaliklar, topluma her yonden yikici etkileri olmustur. Tifls, veba, sitma ve
kolera gibi tarihin ilk donemlerinde ortaya gikan salgin hastaliklar gibi son donemlerde SARS, MERS, ve
Covid-19 gibi ortaya gikan salgin hastaliklar kitlesel 6limlere neden oldugu gibi, toplumu tehdit eden so-
syo-ekonomik ve sosyo-kuiltiirel etkileri olmustur. Tarih boyunca salginlar karsisinda ilk stratejik eylem plan-
lar hep karantina uygulamasi, yayihmi engellemek igin tiiccarlarin faaliyetlerinin durdurulmasi ve seyahat
kisitlamalari olmustur. Bu galismada tarihsel siiregte bazi salgin hastaliklara yonelik nasil bir stratejik eylem
plani izlendiginden genel hatlariyla bahsedildikten sonra kamu ve 6zel sektoriin Covid-19 pandemisine
stratejik tepkileri bitunlesik kriz yénetimi perspektifinden incelenmistir. Covid-19 pandemisinin neden old-
ugu krizin 6ncesi, ortaya gikma ve kriz sonrasi agamalarinin kamu ve 6zel sektoriin proaktif ve reaktif kriz
yonetim yaklagimlari ile 6grenme asamalarini degerlendirilmistir. Calismada kamu sektorli kapsaminda
ic glivenlik sektoriinde gorev yapan genel kolluk kuvveti olan Jandarma Genel Komutanhgi, 6zel sek-
torden otomotiv sektori ile B2C (isletmeden tlketiciye) e-ticaret modelini kullanan firmalar degerlendi-
rilmistir. Butlinlesik stratejik kriz yonetimi kapsaminda degerlendirilen &rgutlerin seciminde farkli faaliyet
alaninda hizmet vermeleri ve Covid-19 pandemisi doneminde gesitli uygulamalariyla glindemde olmalari
belirleyici olup 6rgutler arasinda kiyaslama yapilmamistir. Pandemi ile ilgili yapilacak olan stratejik yonetim
calismalarina iliskin yeni bakis acilari gelistirmek ve stratejik pandemi yonetiminin isleyisini ortaya gikarmak
amaciyla kesfedici bir galisma benimsenmistir. Calisma iki arastirma sorusu gevresinde sekillenmistir. 1k
arastirma sorusu orgltlerin pandemiye butunlesik stratejik kriz yonetimi gergevesinde verdikleri tepkiler
hangi seviyededir, ikinci arastirma sorusu ise orgutlerin'pandemiye verdikleri tepkilerin stratejik agidan
onemi nedir? Calisma kapsaminda arastirma sorularina cevaplar ikincil veriler 1siginda verilmistir. Cov-
id-19 pandemisinin ilk ortaya ¢ikmasinin tizerinden yaklasik 21 aylik bir siirecin gegmesi ve pandeminin
devam etmesi sebebiyle mevcut déneme kadar tespitler yapilmstir. ikincil verilerin incelenmesi sonucunda
covid-19 pandemisinin stratejik yonetimi kapsaminda diinyada ve Turkiye'de stratejik eylem planlarinin
yapildigi tespit edilmistir. Ozel sektér agisindan bakildiginda tiim sektérlerin pandemiye stratejik tepki vere-
medikleri ve koronavirlis vaka sayilarinin bazi érgitler Gzerinde anlamli ve negatif etkilerinin oldugu, bazi
orgiitler izerinde ise anlamli ve negatif etkilerinin olmadigi tespit edilmistir. ikincil veriler kapsaminda pan-
demiden olumsuz yonde etkilenen sektdrlerde otomotiv sektoriiniin dikkat cektigi, pandemiden olumsuz
etkilenmeyen sektérlerde ise e-ticaret modelini kullanan érgiitlerin dikkat gektigi tespit edilmistir. I giiven-
lik sektériinde bulunan Jandarma Genel Komutanligi agisindan ikincil veriler incelendiginde krizin 6nce-
si, krizin ortaya ¢cikma ve kriz sonrasi agsamalarinda, butinlesik stratejik kriz yonetim 6gdeleri olan strateji
olusturma ve kriz 6nleme, stratejik se¢cim yapma ve uygulama ile ¢6zim, degerlendirme ve geribildirim
asamalarini genel olarak basari ile uyguladigi tespit edilmistir. Ozel sektériin krizlere biitiinlesik stratejik
kriz yonetimi yaklagimini benimsemeleri surdurlebilir rekabet Ustlinligi kazanmalarina ve uzun dénemde
yasamlarini devam ettirmelerine yol agmaktadir. Kolluk kuvvetleri 6zelinde ise bu hususlara ilave olarak
krizlere butlnlesik stratejik kriz ydonetimi yaklasimini benimsemeleri kolluk mesruiyeti saglamasi acisindan
onleyici kolluk faaliyetlerine olumlu katkilar sunmaktadir. Kesfedici 6zelligi olan bu galisma ile hem kamu
hem de 6zel sektorle ilgili gelecekte yapiimasi tavsiye edilen galismalar belirtilmistir.

Anahtar Kelimeler: Anahtar Kelimeler: Stratejik Yonetimi, Kriz Y6netimi, Pandemi
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STRATEGIC RESPONSE TO OUTBREAKS: A REVIEW FROM A CRISIS MANAGEMENT
PERSPECTIVE

ABSTRACT

The world has struggled with epidemics in various periods. Epidemics, which date back to BC, have
had devastating effects on society in every way. Epidemics such as typhus, plague, malaria and cholera that
emerged in the early periods of history, as well as epidemic diseases such as SARS, MERS, and Covid-19, have
caused mass deaths and have had socio-economic and socio-cultural effects that threaten the society. Through-
out history, the first strategic action plans against epidemics have always been quarantine, stopping the activities
of traders to prevent the spread, and travel restrictions. In this study, after explaining in general terms what kind
of strategic action plan was followed for some epidemics in the historical process, the strategic responses of the
public and private sectors to the Covid-19 pandemic were examined from the perspective of integrated crisis
management. The proactive, reactive crisis management and learning stages of the public and private sectors
of the pre-crisis, emergence and post-crisis stages caused by the Covid-19 pandemic were evaluated. In the
study, the Gendarmerie General Command, which is the general law enforcement force working in the internal
security sector within the scope of the public sector, the companies using the B2C (business to consumer)
e-commerce model and the automotive sector from the private sector were evaluated. The fact that they serve
in different fields of activity and that they are on the agenda with their various applications during the Covid-19
pandemic period have been decisive in the selection of organizations evaluated within the scope of integrated
strategic crisis management. No comparisons were made between organizations. An exploratory research has
been adopted in order to develop new perspectives on the strategic management studies to be carried out re-
garding the pandemic and to reveal the operation of the strategic pandemic management. The study is shaped
around two research questions. The first research question is at what level are the organizations’ responses to
the pandemic within the framework of integrated strategic crisis management, and the second research question
is what is the strategic importance of the organizations’ responses to the pandemic? Within the scope of the
study, answers to the research questions were given in the light of secondary data. Due to the fact that a period
of approximately 21 months has passed since the first emergence of the Covid-19 pandemic and the pandemic
continues, determinations have been made until the current period. As a result of the examination of the sec-
ondary data, it was determined that strategic action plans were made in the world and in Turkey within the scope
of the strategic management of the covid-19 pandemic. From the point of view of the private sector, it has been
determined that not all sectors have been able to respond strategically to the pandemic, and that the number of
coronavirus cases has significant and negative effects on some organizations, while it does not have significant
and negative effects on some organizations. Within the scope of secondary data, it has been determined that
the automotive sector draws attention in sectors that are adversely affected by the pandemic, and organizations
that use the e-commerce model in sectors that are not adversely affected by the pandemic. When the secondary
data is examined in terms of the Gendarmerie General Command, which is in the internal security sector, in the
pre-crisis, the emergence and post-crisis stages, the integrated strategic crisis management elements, which
are strategy formation and crisis prevention, strategic choice and implementation, and solution, evaluation and
feedback stages are generally successful. The private sector’s adoption of an integrated strategic crisis man-
agement approach to crises causes them to gain sustainable competitive advantage and to survive in the long
run. In the case of law enforcement officers, in addition to these issues, adopting an integrated strategic crisis
management approach to crises makes positive contributions to preventive law enforcement activities in terms
of providing law enforcement legitimacy. With this exploratory research, recommended future studies related to
both public and private sectors are specified.

Keywords: Strategic Management, Crisis Management, Pandemic
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OZET

insan istihbarati (INIS), diger haber toplama metotlari olan Agik Kaynak Istihbarati (AKIS) ve Teknik istih-
barat (TEKIS)'a temel olusturan en énemli istihbarat toplama yéntemidir. Istihbarat galismalarinin éziiniin insan
unsuruna bagli olmasindan dolayi bu galismada psikoloji ve INIS bir arada calisiimaktadir. Elde edilen istihbaratin
kalitesini de gerek INIS galisanlari gerekse INIS kaynaklarinin igsel ve birbirleri arasinda gergeklesen iletisim
surecleri etkilemektedir. Bu gergevede INIS siiregleri iletisim psikolojisi perspektifinden analiz edilerek, bu siiregte
INIS calisanlarinin ve kaynagin karsilastigi giigliikler degerlendirimekte, INIS siirecinde yasanan zihinsel islem-
leme ve zihinsel temsil slrecinin asamalari bltinlesik retorik ¢ercevesinde incelenmektedir. Bitlinlesik retorik
ikna etme surecinde; hedef kitlenin iknasi igin onun duygu durumunu degistirmeye donik olarak dilsel, gorsel ve
duygusal verilerin yénetimini ve dogru anda, istenen bigimde iknanin gergeklestiriimesini amaglar. insanin iknasi
onun psikolojik durumunun yonetilmesi ile gergeklesmektedir. verilere gore birey somut gergeklere kargi kendi
duygularini 6ne gegirerek karar vermeye egilimlidir. Bu nedenle de 6zellikle insan istihbaratinda hedef kitlenin du-
ygu durumunun ydnetiminin iknada alinacak sonuglara olumlu yénde buyuk katkisi olacaktir. Ayrica hedef bilgiye
erisimde kaynagin ve alinan bilgilerin giivenilirligi 5nem arz etmektedir. Ozellikle bilginin dogrulugu mutlaka tespit
edilebilmelidir. Tespitin saglikli yapilabilmesi icin gereken kosullarin basinda INIS galisaninin, kaynagin yani in-
sanin davraniglarini agiklayabilmesi gelmektedir. Bu kapsamda motivasyon, algi, glidi, duygu ve ikna gibi iletisim
psikolojisinin temel kavramlarina hakimiyet, karsilikli glivenin saglanmasi agisindan kosuldur. Bu gercevede, “in-
san istihbaratinda ikna strecinde buttinlesik retorik yaklagiminin 6nemi nedir?” sorusu temel ¢ikis noktasi olarak
ele alinmistir. Alt sorular ise:

- Haber toplama metotlarindan iNiS’in insan psikolojisiile baglanti noktalari nelerdir?

- lletisim psikolojisi perspektifinden INIS siirecinde olusabilecek hatalar nelerdir?

- INiS'te kaynaga yaklasim nasil olmalidir?

- Kaynagin rolu bittikten sonra hangi psikolojik durumlar ortaya gikabilir?

- INIS siirecinde kaynagin iknasinda kullanilabilecek biitiinlesik retorik yaklasimi nasil olmalidir?

seklinde belirlenmistir. Calismanin amaci INIS siirecinde kaynagi insan olan bir hedef kitlenin ikna edilm-
esinde ortaya gikabilecek sorunlari tespit ederek bu gergevede iletisim psikolojisinden yararlanma kosullarinin
betimlenmesidir. Nitel bir arastirma olan ¢alismada kullanilan veriler ikincil veri kaynaklarindan elde edilmistir. Bu
cercevede INIS ve iletisim psikolojisine iligkin literatiir taranarak verilere ulagiimistir. Bu calisma INIS yéntemlerinin
saglikh bir sekilde uygulanabilmeleri icin kaynagin psikolojik agidan korunmasinda karsilagilabilecek problemlere
iliskin farkindalik yaratarak alana katki saglamaktadir. Calismanin birinci asamasinda istihbarat, istihbarat tirleri
ve haber toplama kavramlari incelenmistir. ikinci béliimde ise INIS haber toplama yénteminin asamalari, kaynak-
tan ve INIS galisanindan beklenen davranislar tartisilmistir. Uglincii béliimde iletisim psikolojisi kuramlarindan
olan biitiinlesik retorik yaklasimi ile INiS galisani ve kaynak arasinda kurulan iletisim detayl olarak ele alinmistir.
Sonug olarak insan unsuru én planda oldugu igin iletisim psikolojisinden ayri diisiiniilemeyecek olan INiS haber
toplama yoénteminde, INIS galisanlari ve INIS kaynaklarinin biitiinlesik retorik yaklasimi agisindan dilsel, gérsel
ve duygusal figiiratif kaliplari ve zihinsel isleme siiregleri yansitilarak istihbarat alanina katki saglanmistir. igerik
olarak istihbarat galismalarinin gizli tutulmasi gerektiginden ve bu sinirlilik INiS galismalarinin yerinde gézlemlen-
mesine engel teskil ettiginden dolayi INIS siirecinin analizi psikolojik varsayimlar ve degerlendirmelerle yapilmistir.
INiS yénteminde kaynaga yaklagma, ikna, angaje, sevk ve idare, ilisik kesme agamalari psikolojik gergevede ele
alinarak degerlendirilmigtir.
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PERSONAL PROCESS IN HUMAN INTELLIGENCE FROM THE FRAMEWORK OF AN
INTEGRATED RHETORIC

ABSTRACT

Human Intelligence (HUMINT) is the most crucial intelligence-gathering method that forms the basis of other in-
telligence-gathering methods, Open-Source Intelligence (OSINT) and Technical Intelligence (TECHINT). Since the es-
sence of intelligence studies depends on the human factor, this study examines psychology and HUMINT together. The
internal and interconnected communication processes of HUMINT employees and HUMINT sources affect the quality
of the intelligence gathered. Within this framework, by analyzing the processes of HUMINT from the perspective of
communication psychology, the difficulties faced by HUMINT employees and resources in this process are evaluated,
and the stages of the mental processing and mental representation process experienced in the HUMINT process are
observed within the framework of integrated rhetoric. In the process of persuasion, integrated rhetoric aims to manage
linguistic, visual, and emotional data to change its mood to convince the target audience and conduct the persuasion at
the right time, in the desired way. Human persuasion is achieved by controlling his psychological state. According to the
statistics, an individual tends to make decisions by putting his feelings ahead of concrete facts. Therefore, controlling
the emotional state of the target audience, especially in human intelligence, will contribute positively to the results to be
taken in persuasion. Besides, the reliability of the source and the information received is vital in accessing the target
information. In particular, the accuracy of the information must be determined. One of the most critical conditions for a
healthy determination is the HUMINT employee’s ability to explain the source, in other words, the person’s behavior.
In this context, mastery in the basic concepts of communication psychology such as motivation, perception, motive,
emotion, and persuasion ensures mutual trust. In this scope, the question “What is the importance of the integrated
rhetorical approach in the process of persuasion in human intelligence?” is settled as the starting point. Sub-questions
are determined as:

- What are the points connecting HUMINT, one of the intelligence-gathering methods, to human psychology?

- What are the errors that may occur during the HUMINT process from the perspective of communication psychology?

- How should the approach to the source be in HUMINT?

- What psychological situations can arise after the resource’s role is over?

- How should an integrated rhetorical approach be used in the persuasion of the source in the process of HUMINT?

The study aims to identify the problems that may arise in persuading the target audience whose source is hu-
man in the HUMINT process and to describe the conditions for benefiting from communication psychology within this
framework. The data used in the study, which is a qualitative study, were obtained from secondary data sources. In this
context, the literature on HUMINT and communication psychology was scanned, and the data was obtained. This study
contributes to the field by raising awareness about the problems that may be encountered in the psychological protec-
tion of the resource in order to apply HUMINT methods healthily. The first chapter of the study investigates intelligence,
types of intelligence, and concepts of intelligence gathering. The second part discusses the HUMINT intelligence gath-
ering method stages, the behaviors expected from the source and the HUMINT employee. The third chapter analyzes
the integrated rhetorical approach, one of the theories of communication psychology, and the communication between
HUMINT employees and the source in detail. Eventually, in the HUMINT intelligence-gathering method, which cannot
be considered separately from the communication psychology because the human factor is at the forefront, the linguis-
tic, visual, and emotional figurative patterns and mental processing processes of the HUMINT employees and HUMINT
sources in terms of the integrated rhetorical approach are reflected in the field of intelligence, and so that contributed
to the field. Since intelligence studies should be kept confidential as content, and this limitation prevents on-site obser-
vation of HUMINT studies, the study conducted the analysis of the HUMINT process with psychological assumptions
and evaluations. The research evaluates the approach to the source, persuasion, engagement, management, and the
stages of dismissal in the HUMINT method in a psychological framework.

Keywords: Integrated Rhetoric, Persuasion, Communication Psychology, Human Intelligence, Intelligence.
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OZET

Covid-19 Pandemisi diinya UGizerinde global bir krize sebep olmakta basta saglik sektdri olmak lzere yatirim,
finans, egitim, turizm gibi bircok sektorl etkilemekte bir i¢ glivenlik sorunu haline gelmektedir. Bu ortamda gesitli
yeni politika ve program uygulanarak surecin gétirileri azaltiimaya caligiimaktadir.

Buna ek olarak, Covid-19 Pandemisi 6rgltsel boyutta da gesitli sorunlar yaratmaktadir. Pandemi sireci yik-
sek dlizeyde belirsizlik, gelecege dair korku ve endise, stresli ¢alisanlar, stratejik karmasiklk, 6rgit igcerisinde
fikir catismasi, yatinm azlidi gibi ¢esitli olumsuzluklari beraberinde getirmistir. Bu siiregte hangi érgut yapisi olur-
sa olsun kriz yénetimi ve degisen kosullara ayak uydurmanin énemi ile karsilasmaktadir. iste tam bu durumda
orgitin aldigr kararlar daha da kritik hale gelmektedir. Zira bu dénemin atlatilabilmesi igin belirsiz bir gelecegi
yoénetmek ve orgutteki sinerjiyi korumaya caligsmak, verimlilik ve etkinlikten en az seviyede 6din vererek sireci en
saglikh sekilde atlatmak gerekmektedir. Bunun igin ise hizli ve dogru karar almak sarttir. Bu asamada dikkatleri
Uzerine geken kisiler stratejik liderlerdir.

“Stratejik liderlik” stratejik yonetimin prensibinde olusan bir liderlik tarzi olarak kabul edilir (Malewska ve Sa-
jdak, 2014). Stratejik liderlerden 6rgut igin gercgeklestirilebilir bir gelecek yaratacak degisiklikleri baslatmak adina
geleceg@i gérme, etkili strateji ve kapsamli bir vizyon olusturma, esnekligi saglayacak plan ve programlar yapa-
bilme, stratejik olarak diistinme ve takim ile ¢alisabilme becerileri (Ugurluoglu ve Celik, 2009) gibi gesitli liderlik
ozellikleri gosterilmesi beklenmektedir.

Ayrica, uluslararasi olgekte kriz yaratan pandemi sirecinin dinamikleri degerlendiriimeli ve stratejik yéne-
tim agisindan ele alinmalidir. Cesitli getirileri ve gétirilerinin oldugu tahmin edilen Covid-19 déneminde siirecin
saglikli ¢iktilar sunabilmesi adina ulusal ve uluslararasi arenada uygulanan gesitli Srgutsel stratejiler irdelenmelidir.

“Kriz” aniden ortaya ¢ikan ve mali durumu, sistemi, 6rgiti ya da kisilerin durumlarini tehdit eden ve ¢abuk
bir sekilde karar almayi gerektiren bir olay olarak tanimlanmaktadir (Acar ve digerleri, 2020). Bir sistemde i¢ veya
dis kaynakli ani degisimler kriz yaratir (Akt: Acar ve digerleri; Tiiz, 2001). Krizle basa gikmak icin gerekli olan sey
ise kriz yonetimidir. “Kriz yénetimi” beklenmedik anlarda ortaya ¢ikan, 6zel ve nitelikli uygulamalar gerektiren bir
yonetim modelidir (Aykag, 2001). Bu yonetim modelinde stratejik liderin dneminin aciklanacagi bu ¢alisma ile bu
iki kavramin ortak paydasi gozler 6niine serilecektir.

ic giivenlik agisindan ise kolluk gligleri igin degisen kosullara hizli bir sekilde verilebilecek en dogru karari
verebilmenin énemi yadsinamaz. i¢ giivenlikte bir tehdit unsuru olan Covid-19 (Yenal,2020) siirecinde daha énce
olusturulan stratejik planin uygulanmasinin 6nem arz ettigi kadar ani bir olayda taktiksel karar alabilmenin de
onemli oldugunu bir kez daha ortaya gikmistir.

Bitlin bu gereklilikler disunildiglinde ¢alismanin amaci kriz déneminde stratejik liderlik tarzinin dnemini
aciga cikarmak, stratejik liderlerin 6zelliklerini irdelemek ve basarih stratejik lider uygulamalarini tespit etmek, kriz
yonetimi uygulamalarini i¢ glivenlik alaninda somutlastirmaktir.

Bu galisma kriz yonetiminde stratejik liderin uygulamasi gereken yol haritasini ¢gikarma agisindan énem arz
etmektedir. Stratejik liderlik yazin taramasina bakildiginda i¢ giivenlik ve kolluk kuvvetlerinde mevcut galigmalarin
azligi géze garpmaktadir. Bu galisma ile yazindaki bosluk, belli bir dlgekte, dolduruimaya galigilacak ve stratejik
yonetim prensibinde ortaya cikan ve stratejik planlari olusturan stratejik liderin Covid-19 surecindeki 6neminden
bahsedilecektir.

Calisma kavramsal gergeveyi blttincil bir bakis acgisi ile sunacak olup ulusal ve uluslararasi arastirmalarda
bulunan bulgulari derleyecektir. Akabinde ise daginik halde olan bu bulgular i¢ glivenlik alaninda kolluk kuvvetler-
ince yapilan gesitli planlar, faaliyetler ile agiklanarak bir calisma altinda birlestirilecektir. Calisma sonucunda strate-
jik liderlik ile kriz yonetimi algisi Gzerinde kavramsal bir gergeve cizilecek ve 6nerilerde bulunulacaktir.

Anahtar Kelimeler: stratejik yonetim, stratejik lider ve liderlik, covid-19 salgini ve kriz yénetimi, i¢
guvenlikte kolluk
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A REVIEW ON THE CONCEPT AND IMPORTANCE OF STRATEGIC LEADERSHIP AND
CRISIS MANAGEMENT APPLICATIONS IN THE COVID-19 PANDEMIC PERIOD;
INTERNAL SECURITY AND LAW ENFORCEMENT RESEARCH

ABSTRACT

Covid-19 causes a global crisis in the world and becomes an internal security problem, it affects many sectors such
as investment, finance, education and tourism, especially health sector. The disadvantages of the process are tried to
be reduced by implementing various new policies and programs.

In addition, the Covid-19 Pandemic creates various organizational problems. The pandemic process has brought
negativities such as high uncertainty, fear for the future, anxiety, complexity, organized conflict for special opinion and
lack of investment. In this process, all kind of organizational structures faces the importance of crisis management and
to keep stability with changing conditions.In this case, decisions taken by organizations becomes even more critical.
Because, in order to overcome this period, it is necessary to manage an uncertain future and try to protect the synergy
in the organization, to obtain and protect efficiency and effectivenes at optimum level For this, it is essential to make a
fast and correct decisions At this stage, the people who stand out are the strategic leaders.

“Strategic leadership” is accepted as a leadership style in the principle of strategic management (Malewska & Sa-
jdak, 2014). Strategic leaders are expected to demonstrate various leadership qualities such as a effective strategy and
comprehensive vision, flexibility to plan and program, capability to work with a team (Ugurluoglu & Celik, 2009) in order
to create a feasible future for the organization.

In addition, the pandemic realities that create international crisis should be evaluated from the perspective of strate-
gic management. Various organizational strategies should be examined in the national and international arena in order
to provide reasonable outputs of the process in the period of Covid-19, which is estimated to have various advantages
and disadvantages.

“Crisis” is defined as an event that occurs suddenly and threatens the financial situation, system, organization or
situations and it must be quickly resolved (Acar et al., 2020). Sudden internal or external changes in a system creates
a crisis. (Akt: Acar et al; Tuz, 2001). Crisis management is what is needed to deal with the crisis. “Crisis management”
is a management model that emerges at unexpected moments, in its private and practices (Aykag, 2001). In this study
which describes of the importance of this management model, the similar parts of these two concepts will be explained.
the importance of the leader in this management model will be explained, the common denominator of these two con-
cepts will be revealed.

In the perspective of internal security, it is safe to say that giving fast and correct decision are so important. Covid-19
(Yenal, 2020), which is a threat to internal security, has once revealed that it is also important to able to make tactical
decisions in a sudden incident after the implementation-of the strategic plan.

When all these requirements are considered, the aim of this study is to examine the importance of strategic leader-
ship and features of strategic leadership in order to concrete crisis management in the field of internal security.

importance of this study is revealing the crisis management course of action that a strategic leader should has.
Looking at the strategic leadership literature review, the scarcity of existing work in internal security and law enforcement
is striking. With this study will be tried to be filled, lack of efficient information and the proposal to create in the manage-
ment principle and the creation plan will talk about the importance of the Covid-19 process.

The study will present the conceptual framework from a holistic perspective and compile its findings from interna-
tional researches. Subsequently, these findings, which are scattered, will be combined under a study with the expla-
nations of the plans and activities made by law enforcement in the field of internal security. The work plan will draw a
conceptual framework on the perception of leadership and crisis management and make recommendations.

Keywords: strategic management, strategic leadership, strategic management, covid-19 and crisis, law
enforcement

65



Jandarma ve Sahil Giivenlik Akademisi “II. Uluslararas: Giivenlik Kongresi” Bildiri Ozel Kitab

DIJITAL LIDERLIGIN KRiZ YONETIMi UZERINDEKI ETKISi: BILGI PAYLASIMININ ARACI ROLU
Dr.Ogr.Uyesi Suudan Gokge GOK
Jandarma ve Sahil Giivenlik Akademisi
suudangokce@hotmail.com

Ars.Gor. Pinar AYDEMIR
Jandarma ve Sahil Giivenlik Akademisi
pinar.aydemir@jsga.edu.tr

OZET

Krizler beklenmedik anlarda ortaya gikan ve derhal tepki verilmesi gereken durumlari ifade etmektedir. Bir sis-
tem icerisinde yer alan oérgutler dogal afetler, teknolojik degisiklikler, ekonomik istikrarsizlik, ydonetim degisiklikleri
ve salgin hastaliklar gibi birgcok sebeplerin etkisiyle kendilerini bir krizin ortasinda bulabilmektedir. Ginimuzdeki
kosullarin hizla dedismesi de organizasyonlari 6rgit ici ve disi krizlerle daha ¢ok ylz ylize getirir hale gelmistir
(Candz ve Ondogan, 2015; Bundy vd., 2017; Williams vd., 2017). Istemsiz olarak meydana gelen ve iyi yonetile-
memesi durumunda orgltler igin yikici etkilere sebep olan bu krizleri basarili bir sekilde atlatmada liderlik/yonetici-
lik (Wooten ve James, 2011; German vd., 2010), bilginin yénetilmesi ve kurum iginde akisi 6n plana (Wang, 2009)
cikmaktadir. Krizlerin basarili bir sekilde yonetilmesi igin liderlerin sahip olmasi gereken 6zellikler ve hangi liderlik
tarzinin gerektigi yillar boyunca tartigilan konular arasinda gelmektedir. Bulundugumuz ¢agin hizla dijitallesmesi
ve teknolojik gelismelerin 6rgiit hayatina yansimasinin bir sonucu olarak yoneticilik ve liderlik kavramlarina karsilik
gelen bireylerden beklenen bu gelismeleri dnceden goérebilen en kétl ihtimalle bu degisimlerle birlikte es zamanli
orgutd dénuastlrebilen kisi olmasidir. Bilginin hizla tliketildigi glinimuzde organizasyonlarin en blyiik problem-
lerinden biri bu hizli degisimi takip etmek, yapi ve sureclerini bu degisime uyduramamaktir. Bu durumun negatif
etkilerini azaltabilmek igin liderlerin 6zguiven, yaraticilik, esneklik (Kirkpatrick ve Locke, 1991) ve bilgi paylasimi
gibi 6zellikleri daha da 6nemli hale gelmektedir. Bilgi paylasimi, bireylerin ihtiyag duydugu bilgiyi olabildidince
ulasilabilir kilmak ve hizli génderimini ifade etmektedir. Ayni zamanda bilginin bireyler, gruplar ve orgutler igin
kolayca erisilmesi, tagsinmasi ve aktariimasi faaliyetlerini de kapsamaktadir (Lee, 2001). Bilgi 6zellikle glivenlikten
sorumlu personeller igin kritik Gneme sahiptir. Hem ortaya ¢ikan tehditlerin yonetiimesinde hem de krizlerle basa
¢ikilmasinda bireyler arasinda bilgi paylasiminin roli blyuktir.

Dogru bilginin dogru kisiye ulasmasi dogru stratejinin izlenmesi noktasinda énem arz etmektedir. Bu nedenle
glivenlik sektoriinde faaliyet gosteren kurumlarin tehditleri ortadan kaldirabilmek, krizleri ¢ézebilmek ve érgltsel
devamlihgi saglayabilmek igin ihtiyagc duydugu kriterlerden biri de bilgi paylagimidir. Bilgi paylagiminin érgdt isler-
ligini kolaylastirmasi iglevinin yaninda bireylerin kisisel gelisimlerine de katki sunmaktadir. Herhangi bir maddi
varligin paylasildikga azalmasi durumunun aksine bilgi-paylastik¢a artan bir kavramdir. Kurumun iginde bilgi pay-
lagim kaltirindn olugsmasinda da lider ve yoneticiler rol Ustlenmektedir. Bu calismanin amaci salgin déneminde
dahi araliksiz hizmet sunmaya devam eden, giivenlige yonelik hizmet sunan kurumlarda yer alan galisanlarin
dijital liderlik algisinin kriz yonetimi Gzerindeki etkisinde bilgi paylasiminin araci roliini ortaya koymaktir. Guvenlik
devletin en 6nemli gérevlerinden biri olmakla birlikte bir toplumun da en temel ihtiyaglarindan biridir. Ortaya ¢ikan
krizlerde diger kurumlardan farkli olarak giivenligi tesis eden kurumlarin kendi problemlerini derhal halletmeleri
ve bu temel ihtiyaci gidermeye kesintisiz devam etmeleri gerekmektedir. Guivenlik sektdriiniin temelini insan kay-
naginin olusturdugu disinildiginde; sektdrdeki insan kaynaginin potansiyeli, kendini gelistirebilecegi firsatlar
ve algiladiklari liderlik tarzi énem arz etmektedir. Buna paralel olarak gerek kamu gerekse 0zel sektérdeki bu
ihtiyaci gidermeye yonelik insan kaynagi sayisi hizla artmaktadir (Ugkun vd., 2012; Bahadir ve Kildan, 2013). Bu
nedenle bu galismanin pratik katkisini sayilari hizla artan bu kurumlarin bagarisinda rol oynayan insan kaynagina
yonelik arastirmalarla krizlerle basa gikmasi noktasinda faydali olabilecek degiskenlerin sunulmasi olusturmak-
tadir. Bu arastirmanin teorik katkisini ise heniiz gelisim asamasinda olan dijital liderlik kavramini bilgi paylagimi
ve kriz yonetimi ile ele almasi olusturmaktadir. Nicel olarak yiritilmesi planlanan bu calismada veri toplama araci
ankettir. Anket dort bélimden olugsmaktadir. Anketin ilk bolimuinde katilimcilarin demografik ézelliklerini dlgmeye
yonelik ifadeler yer almaktadir. Anketin ikinci kisminda ise Ulutas ve Arslan (2017) tarafindan gelistirilen Bilisim
Liderligi Olgegi yer almaktadir. Bilisim liderligi 6lgeginde 18 ifade yer almaktadir. Anketin Uglincii béliimiinde ise
Bock ve Kim (2001) daha sonra Lin (2007) tarafindan dizenlenen ve 4 ifadeden olusan bilgi paylasimi dlgegi
yer almaktadir. Anketin son bolimiinde ise Caliskan (2020) tarafindan gelistirilen ve 23 maddeden olusan kriz
yonetimi 6lgegdi yer almaktadir. Kriz yénetimi 6lgegi 3 boyuttan olusmaktadir. Birinci boyut kriz 6ncesi faaliyetleri,
ikinci boyut kriz esnasindaki faaliyetleri ve lglincli boyut kriz sonrasi faaliyetleri 6lgmeye yoneliktir. Hazirlanan
ankette sorular 5'li likert tipine gére hazirlanmis olup, cevap sekilleri “Hig Katilmiyorum”, “Katilmiyorum”, “Kismen
Katiliyorum”, “Katiliyorum” ve “Tamamen Katiliyorum” seklindedir. verileri analiz etmek icin IBM SPSS ve IBM
AMOS programlarindan faydalanilacaktir. Dijital liderlik ve kriz yonetimi arasindaki iliskide anlamli sonuglarin or-
taya gikacagi distndlmektedir.

Anahtar Kelimeler: Dijital Liderlik, Kriz Yonetimi, Bilgi Paylagimi
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THE EFFECT OF DIGITAL LEADERSHIP ON CRISIS MANAGEMENT: THE MEDIATING
EFFECT OF KNOWLEDGE SHARING

ABSTRACT

Crises refer to situations that occur at unexpected moments and need to be reacted immediately. Organizations
within a system can find themselves in the middle of a crisis due to many reasons such as natural disasters, techno-
logical changes, economic instability, management changes and epidemics. The rapid changes in today’s conditions
make organizations face more internal and external crises (Can6z and Ondogan, 2015; Bundy et al., 2017; Williams
etal., 2017). It is important to Leadership/Management in successfully overcoming these crises that occur involuntarily
and, if not well managed, cause devastating effects for organizations (Wooten and James, 2011; German et al., 2010),
management of knowledge and its flow within the organization come to the fore (Wang, 2009). The characteristics
that leaders must have in order to successfully manage crises and what leadership style they need are among the
topics discussed over the years. As a result of the rapid digitization of our current era and the reflection of technological
developments on the life of the organization, it is at worst the person who can foresee these developments expected
of individuals corresponding to the concepts of management and leadership, who can transform the organization simul-
taneously with these changes. In today’s world where information is consumed rapidly, one of the biggest problems of
organizations is to follow this rapid change and can not to adapt their structure and processes to this change. In order
to reduce the negative effects of this situation, the characteristics of leaders such as self-confidence, creativity, flexibility
(Kirkpatrick and Locke, 1991) and knowledge sharing become more important. Knowledge sharing refers to making
the information needed by individuals as accessible as possible and sending them quickly. It also covers the activities
of easily accessing, transporting and transferring information for individuals, groups and organizations (Lee, 2001).
Knowledge is especially critical for security personnel. Knowledge sharing between individuals plays an important role
in both managing emerging threats and dealing with crises.

Getting the right knowledge to the right person is important for following the right strategy. For this reason, one of the
criteria that institutions operating in the security sector need to eliminate threats, solve crises and ensure organizational
continuity is knowledge sharing. In addition to function of facilitating the organizational functioning of knowledge sharing,
it also contributes to the personal development of individuals. It is a concept that increases as knowledge is shared,
contrary to the case that any tangible assets decrease as they are shared. Leaders and managers also play a role in the
formation of a culture of sharing knowledge within the organization. The aim of this study is to demonstrate the role of
information sharing as a mediating in the impact of digital leadership perception on crisis management of employees in
institutions that continue to provide services for security even during the epidemic period. Although security is one of the
most important duties of the state, it is also one of the most basic needs of a society. In the crises that arise, unlike other
institutions, organizations that liable security must solve their own problems immediately and continue to meet this basic
need without interruption. Considering that human resources are the basis of the security sector; the potential of human
resources in the sector, the opportunities it can develop itself and the leadership style they perceive are important. In
parallel, the number of human resources in law enforcement is increasing rapidly to meet this need in both the public
and private sectors (Ugkun et al., 2012; Bahadir and Kilig, 2013). For this reason, the practical contribution of this study
is to present variables that can be useful in dealing with crises with human resource research that plays a role in the
success of these rapidly growing institutions. The theoretical contribution of this research that it addresses the concept
of digital leadership, which is still in development, with information sharing and crisis management. In this study, which is
planned to be carried out quantitatively, the data collection tool is the survey. The questionnaire consists of four parts. In
the first part of the questionnaire, there are expressions to measure the demographic characteristics of the participants.
The second part of the survey is the Informatics Leadership Scale developed by Ulutas and Arslan (2017). There are
18 expressions on the Informatics leadership scale. The third part of the survey includes the information sharing scale,
consisting of 4 statements, edited by Bock and Kim (2001) and later Lin (2007). In the last part of the questionnaire, the
crisis management scale developed by Caliskan (2020) and consisting of 23 items is included. The crisis management
scale consists of three dimensions. First dimension aimed at measuring pre-crisis activities, second the dimension is
aimed at measuring activities during the crisis and the third dimension is aimed at measuring activities after the crisis.
The questions were prepared according to the likert type, and the answer forms were “Never Agree”, “Disagree”, “Par-
tially Agree”, “Agree” and “Completely Agree”. IBM SPSS and IBM AMOS programs will be used to analyze the data.
It is thought that meaningful results will emerge in the relationship between digital leadership and crisis management.

Keywords: Digital Leadership,Crisis Management, Kowledge Sharing
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SALGIN VE TERORIZM: DONUSUMUN AYAK SESLERI
Dog.Dr. Zeynep SELGUK
Milli Savunma Universitesi
azeysel18@gmail.com

OZET

Bu makalenin amaci salgin déneminde terdrizmi ele almaktir. Bu amag icgin 6zellikle 6rgute eleman
temini, propaganda faaliyetleri ve eylem gerceklestirme konularinda meydana gelen degisiklikleri ortaya
koymaktir. Bireyler 6zellikle pandemi doneminde evde olduklarindan internette gecirilen sire artmis ve
bu artig terér érgutleri tarafindan kullanilmistir. Terdr érgutleri bu bilingle 6zellikle propaganda ve 6rgute
yeni eleman temini agisindan daha etkin hale gegerek internet kullanimini arttirmistir. Bu makale betim-
sel bir arastirmadir. Bu amag dogrultusunda, salgin ve terérizm konusunda son bir yil igerisinde yayim-
lanan makaleleri inceleyerek pandemi Oncesi teror orgutlerinin eleman temini, propaganda ve eylem
gerceklestirme konularinda karsilastirma yapmak ve degisimi ortaya koymaktir.

Salgin ve terérizm, terérizm literatiirii agisindan 6zellikle COVID-19 salgini sonrasinda yeni bir konu-
dur. Bu konuya yapilacak her tiirlii katki dnemlidir. ilgili salgin déneminin hala devam etmesi sebebiyle bu
konuda yayimlanan makaleler yeni bir literatur olusturarak mevcut terérizm caligsmalarina arti bir deger
olarak eklenebilecektir.

Sonug olarak beklenti, 6rgiit yeni eleman temini, propaganda ve eylem diizenleme konularinda artis
gerceklestigi ve 6zellikle eleman temini ve propaganda konusunda internetin yogun olarak kullanildigidir.
Teror orgutlerinin karsilastiklari yeni olgular karsisinda degistigi, 6grendigi ve kendisini gelistirerek uyum
sagladigidir. Salgin dénemi sonrasinda teror 6rgutleri bu siregte edindikleri tecriibeleri kullanmaya devam
edecektir.

Anahtar Kelimeler: COVID19-Ter6r eylemleri-Internet
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EPIDEMIC AND TERRORISM: FOOTPRINTS FOR TRANSFORMATION

ABSTRACT

The aim of this article is to understand the changes that terrorism and terrorist organizations have
experienced during the pandemic. In order to reach that goal this paper hopes to reveal the changes that
have taken place especially in the recruitment of personnel to the organization, propaganda activities an.
Since pandemic restrictions continue such as staying home and taking precautions, the time spent on the
internet has increased and this increase has been used by terrorist organizations. Terrorist organizations
have become more effective especially in terms of propaganda and recruitment of new personnel to the
organization. This research is descriptive. For this purpose, reports published by international organizations
and the articles published within last year on the topics of epidemic and terrorism, will be reviewed.

Epidemic and terrorism is a new topic in terms of terrorism literature, especially after the COVID-19
outbreak. Any contribution to this subject is important. Due to the ongoing epidemic period, the articles pub-
lished on this subject can be added to existing terrorism studies as a plus value by creating new literature.

Terrorist organizations change in the face of new phenomena they encounter, learn and adapt by im-
proving themselves. After the epidemic period, terrorist organizations will continue to use the experiences
they have gained in this process.
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COVID-19 PANDEMISI’NIN BIiYOTERORIZM’E DONUSUMU
Semanur Bilgig GIFTCI
Jandarma ve Sahil Givenlik Akademisi
semanurbilgic90@gmail.com

OZET

Terdriin dogusu ve meydana gelisi gok eskiye dayanmaktadir. Insanlarin bir araya gelmesi ile sekil-
lenen birlik olma dislncesi ile ulus-devlet kavrami olusmus ve arkasindan devletin menfaati, gikarlari,
hukuku, siyasal, dini veya ekonomik amaglari ve haklari meydana gelmistir. Devletler icin ginimuzdeki en
dnemli caydiricilik unsuru olan Kitle imha Silahlari, terér ve terérizm konulari bakimindan giindemde yerini
korumaktadir. Realist bakis agisindan bakildiginda dogasi geregi gli¢ kavrami ile birebir értismektedir. Bu
silahlarin 4 farkh turt vardir. Nukleer, kimyasal, biyolojik ve radyolojik.11 Eylul sonrasinda biyolojik silahlar,
uluslararasi toplum tarafindan 6nemi daha fazla anlagilmaya baslanmistir. Clinku hastalik yapma ve hiz-
la yayilabilme 6zelligine sahip mikroorganizmalar ve parazitlerle biyuk tehlikeler olusturma potansiyeline
sahip bir yéninin olmasi, basitge Uretilebilmeleri, genis kesimlere dagilabilmeleri, tagsimanin sikintisiz ol-
masl, az maliyetlerle ¢ok fazla miktar elde edilebilmeleri, iz birakmamalari ve dayanikl olabilmeleri biyolo-
jik silahlarin sahip oldugu avantajlar olarak siralanmaktadir. Bahsedilen avantajlarin kisi veya gruplarca
amaglar olarak kullanildiginda ise biyoterérizm kavrami dogmaktadir. Uluslararasi arenada etkisinin uzun
sureli olmasi ile korku ve panik duygusunun ortaya cikisi psikolojik stres olusturmaktadir. Teréristler ve
biyoterdrizmi caydiricilik olarak kullananlar agisindan cezbedici bir unsur olmasi tlkelerin glvenlik politi-
kalarinda yeni bir caga gireceklerinin gostergesidir. Ozellikle 2020 yilinda meydana gelen Covid-19 salgin
uluslararasi kamuoyunun dikkatini gekmektedir. Cin’de baglayan ve her gecen gilin diinyaya yayilarak mily-
onlarca insanin élimine sebebiyet veren salginin, diinya lizerinde énemli ve yikici etkileri olmustur. Salgini
kontrol altina alma adina devlet yénetimlerinin atmis oldugu adimlar, ekonomik ve siyasi kararlar sonrasin-
da yasanan gerilim, kriz ve kaoslar konu Uzerinde ¢esitli teoriler olusturulmasina neden olmustur. Virtisiin
Cin’deki Wuhan sehrinde bir hayvan pazarindan ya da pazara yakin bir viral arastirma laboratuvarindan
¢ikmis olma rivayetleri akillarda ilk olarak biyolojik silah mi yoksa biyoterdr mii sorularini getirmistir. Ulke-
lerin gtivenlik politikalarinda almis olduklari tedbirler kisinin baska insanlarla mesafeli olmasi, kalabaliktan
kaginmasi, zorunlu olmadikga evinden ¢ikmamasi, isine, egitimine ve toplantilarina uzaktan erisim ile de-
vam etmesi seklinde olmustur. Bu ¢calisma Covid-19 pandemisi’'nin biyoterérizme dénisiminde tartisma-
lar ile yol gosterme amaci tagimaktir. Konuya biyoterérizm ekseni penceresinden bakilarak, elestirel bir
bakis agisi sunulmaya galisiimistir. Ele alinacak olan kavramlarin etimolojik kékeninden hareket ederek
anlamlandirmayi hedef edinilmistir. Nitel bir ¢galisma olup, verilen bilgiler ve bulgular dokiiman analizine
dayandirilacaktir. Kesitsel olarak son 3 yil igcindeki yasanilan sikintili ve dnemli noktalara yer verilece-
ktir. Yapilan arastirma timevarimsal yontemdir. Covid-19 ve Biyoterdrizmi tek bir akademik perspektife
yerlestirmek dogru olmadigi ve yapilan arastirmalarin yizeysel kalmamasi igin istatistik ve glincel rapor
verilerine dayandirilarak literature katki saglamayi amag edinilmistir. Biyoterérizm ve Covid-19 salgini ile
bas edebilmek ve diinya gapinda kitlesel 6limlere engel olabilmek i¢in uluslararasi toplumun bilinglendi-
rimesi gerekmektedir. Yerel Yénetimlerde, Universitelerde, basin yayin araclarinda biyolojik silahlar, bi-
yoterérizm, teror, terérizm, salgin hastaliklar ve Covid-19 konularinda konferanslar, kamu spotlari, egitim
filmleri, sdylesiler, paneller, kongreler ve seminerler diizenlenmelidir ve bdylece karar alicilar, uygulayicilar
ve vatandaslar aydinlatiimis olacaktir.

Anahtar Kelimeler: Biyolojik silahlar, Biyotertrizm, Terér, Terérizm, Salgin hastaliklar, Covid-19
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TRANSFORMATION OF COVID-19 PANDEMIC INTO BIOTERRORISM

ABSTRACT

The birth and emergence of terror is very old. The concept of a nation-state was formed with the idea of
unity formed by the coming together of people, and then the interests, expediences, law, political, religious
or economic goals and rights of the state were formed. Weapons of mass destruction, which are the most
important deterrent element for states today, remain on the agenda in terms of terrorism and terrorism
issues. From a Realist point of view, it coincides with the concept of power by its very nature. There are 4
different types of these weapons. Nuclear, chemical, biological and Radiological. After September 11, bio-
logical weapons began to be understood more by the international community. Microorganisms and para-
sites and disease to spread rapidly because making major hazards that have the ability to create a direction
that has the potential to be, simply be produced, widely dispersed, transport without problems, gaining a
lot of cost less, they don’t leave a trace and can be durable it is listed as the advantages that biological
weapons have. The concept of bioterrorism arises when the mentioned advantages are used as goals by
people or groups. In the international arena, the emergence of a sense of fear and panic with a long-term
impact creates psychological stress. The fact that it is an attractive element for terrorists and those who
use bioterrorism as a deterrent indicates that countries will enter a new era in their security policies. In
particular, the covid-19 epidemic that occurred in 2020 attracts the attention of the international public. The
epidemic, which began in China and spread around the world every day, causing the death of millions of
people, has had significant and devastating effects on the world. The tension, crisis and chaos after the
steps taken by the state governments in the name of controlling the epidemic, economic and political de-
cisions, have led to various theories on this issue. Rumors that the virus came out of an animal market in
Wuhan, China, or a viral research laboratory close to-the market have first raised questions about whether
it is a biological weapon or a bioterrorist. The measures taken by countries in their security policies have
been that a person is distant from other people, avoids crowds, does not leave his or her home unless it is
necessary, continues his or her work, education and meetings with remote access. The aim of this study is
to guide the transformation of the Covid-19 pandemic into bioterrorism. By looking at the subject from the
axis of bioterrorism window, a critical point of view was tried to be presented. It is aimed to make sense by
acting from the etymological origin of the concepts that will be discussed. It is a qualitative study and the
information and findings given will be based on Document Analysis. Cross-sectional issues and important
points experienced in the last 3 years will be included. The research is an inductive method. Covid-19 and
bioterrorism are aimed at contributing to the literature based on statistics and current report data, so that it
is not correct to place them in a single academic perspective and that the research is not superficial. Aware-
ness of the international community needs to be raised in order to cope with bioterrorism and the covid-19
epidemic and prevent mass deaths around the world. Local governments, universities, media, instruments,
biological weapons, bioterrorism, terrorism, pandemic diseases and Covid-19 issues, conferences, public
spots, training films, talks, panel discussions, conferences and seminars should be organized, and thus
decision-makers, practitioners and citizens will be lit.

Keywords: biological weapons, bioterrorism, terrorism, epidemics, Covid-19
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KURESEL DUNYADA SALGIN HASTALIKLAR VE BIYOTERORIZM: DEGISEN GUVENLIK
KONJONKTURUNDE SALGINLAR, TEROR ORGUTLERI iGiN FIRSAT MI YARATIR?
Dr. Begiim GARDAK

Jandarma ve Sahil Givenlik Akademisi
begumcrdk@gmail.com

OZET

Soguk Savag’in sona ermesi, ¢ok kutuplu bir glic yapisinin ortaya ¢ikisi, distuk seviyede ideolojik
bélinmeler, uluslararasi toplumun glclendirilmesi uluslararasi iligkiler ve uluslararasi guvenlik alanlarinin
genel yapisi ve dinamikleri Uzerinde 6nemli seviyede akiskanlik, degiskenlik yaratmistir. Ginumuzde
guvenlik kavrami gevre, kiltar, kimlik, ekonomik ve saglik boyutlariyla da galismaya baslamistir (Buzan ve
Hansen, 2007, s. xxxiii.).

insanlik tarihi boyunca saglik, sagligin devamhligi, ortaya gikan hastaliklar nemli bir problem sahasi
olarak gorulmus; salgin hastaliklarin yarattigi etkiler ise ulusal boyutu asip uluslararasi hale gelmistir. Bi-
yolojik unsurlarin, araglarin silah olarak kullaniimasi tarihin ¢ok eski dénemlerinden beri mevcuttur. Bu
baglamda biyolojik ajanlarin savas silahlari olarak kullaniimasi modern bir ¢ag yeniligi degildir. Bu nedenle
sagligin guvenlik boyutu tarih sahnesinde hep énemli bir problem sahasi olmus; her ne kadar hastalik
bireyin kendi viicudunda tahrip edici etkiler biraksa da aslinda toplumsal boyutu olan ve toplumlari, dev-
letleri olumsuz bir sekilde pek ¢ok yénden etkileyen, ortaya ¢ikardigi ve geri donlilemez seviyede yarattigi
tahribatlar ve milyonlarca insanin 6limi ile sonuglanan, kiresel bir gtivenlik tehdidi oldugunu gézler 6niine
sermektedir (Karatepe vd., 2019: 1; Birol, 2020: 240; Parildar, 2020: 19). Salgin hastaliklari ginimizde
sadece ulusal degil, uluslararasi bir gtivenlik sorunsall haline dénustiren ana unsur salginin Ulkelere si-
yasi, ekonomik, sosyal yUkler ve faturalar ¢cikarmasindan kaynaklanmaktadir (Heymann ve Rodier, 2002:
349-351).

Biyoterérizm tehdidi, tarih sahnesinde yeni ortaya ¢ikmis bir guvenlik problemi degildir; uzun bir
gegmise sahiptir. M.O. altinci yiizyilda, Asurlular tarafindan kullanilan bir gesit mantar vasitasiyla su kay-
naklarina zarar verilmistir. Yunanhlar, Romalilar, Persler de benzer stratejilerle digsman olarak nitelendird-
ikleri gruplara biyolojik unsurlarla zarar verme egilimi icinde olmuslardir(Cenciarelli vd., 2013: 112). 1336’da
Mogol ordusu tarafindan Kaffa sehrinin duvarlarina mancinik vasitasiyla veba kurbanlarinin cesetlerinin
firlatilmasi, 1767’de ingilizlerin Kizilderili niifusa kirlenmis battaniyeleri vermek suretiyle zehirlemeye kalk-
masil, ¢icek hastaliginin bolgedeki yerliler arasinda yayildigi gerceklesen biyolojik saldirilara érnek verile-
bilir. (Das ve Kataria, 2010: 255; Braden, 2002: 8).

Bir topluma veya bir Ulkeye bakteri-virus ve hastalik yayici patojenlerin kasith bir sekilde, salgina ned-
en olmasi i¢in kullanimina biyoterdérizm denmektedir (Karatepe, vd, 2019: 8). Biyoterdrizm ‘mikroorganiz-
malarin felaket etkisi olan silahlar seklinde kullaniimasidir. Bu baglamda biyoterdrizm, bir ulusun fiziksel,
psikolojik, sosyolojik, politik ve ekonomik refahi tizerinde dnemli bir olumsuz etkiye yol agan bir silah sis-
teminin kategorisi veya kullanim yéntemi olup, rutin aktivitede blyuk bir degisiklige neden olacak gtice haiz
terdrizm gesididir (Spencer, 2007: 19).

Biyolojik ajanlarin kasitli olarak salinmasi veya salinmasi tehdidi, sivil nifusu terérize etmek, ayni za-
manda hukumeti maniptle etmek icin kullaniimaktadir (Das ve Kataria, 2010: 255). Bu baglamda bi-
yoterérizm, siyasi veya askeri aktorler ve resmi devletler de dahil olmak Uzere her tirlu aktdr veya grup
tarafindan cesitli biyolojik ajanlarin, hedeflere ulasmak amacinin, farkli nedenlerle (politik, dini veya diger
ideolojik hedefler olsun) motive edilmesini icermektedir (Barras ve Greub, 2014-497).
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Biyoterdrizm tehdidini degerlendirmek igin cesitli faktorlerin dikkate alinmasi gerekmektedir. Terdristler-
in teknoloji ve beceri kapasiteleri, hedef alinan alanin savunmasizligi, biyolojik ajanin zarar glict oldukga
onemlidir (Blatny, 2005: 81). Terorizmin etki alani ve yarattidi tahribat 6lcegi teknolojinin gelisimi ile beraber
daha genis alana yayilmistir. Hizli teknoloji gelisimi bu 6zellidiyle, biyolojik unsurlarin ve recetelerin terdris-
tlerin eline daha kolay gegmesine firsat dogurmustur (Heywood, 2016: 296).

Biyoterdrizm, toplumda normal yagsami durdurmak, siyasi yapi Uzerinde degisimi gerceklestirmek mak-
sadiyla biyolojik etken niteligindeki tim unsurlarin bireylere, bireyler lzerinden de tim topluma enfekte
edilmesini saglayarak, genis ¢apli hastalik yaratmay hedeflemektedir. Ortaya ¢ikan salgin durumuna bagli
olarak ortaya cikan korku vasitasiyla sivillerin korunmasiz bir duruma dismesini saglamaya calismaktadir
(Yenen ve Doganay, 2008: 96). Biyoterérizmin sadece bireyler Gizerinde degil; hayvanlar ve mahsuller de
dahil olmak Uzere daha genis bir populasyona zarar vermek icin mikroorganizmalarin veya canli organiz-
malarin kullanimi, insanlarin, biyoterérizme kargi dogrudan savunmasiz oldugunu degil, ayni zamanda tiim
tabiatin etkilenmesi sebebiyle dolayli bir savunmasizlik hali yasamalarina da sebep olmaktadir (Spencer,
2007: 20).

Terdristler, nispeten dustk maliyetleri, géreceli erigilebilirligi ve Uretilebilecekleri, teslim edilebilecekleri
ve tespit edilmekten kacginabilecekleri goreceli kolayligi nedeniyle biyolojik ajanlari geleneksel silahlara
cekici bir alternatif olarak degerlendirmektedirler. Uzmanlara gore, biyoterérizmin oldukga muhtemel, elde
edilmesi kolay ve ¢cok sayida zayiata neden olma olasiligi yiuksek olarak algilanmasi, dogal salginlarin bile
biyoterdrizm tehdidine donusme ihtimali olarak degerlendirmesi fikrini koriklenmektedir(Sharan, 2005: 46).

Biyoterdrizm ile mucadelede olasi saldirilara karsi gelistirilecek dnleyici mekanizmalarin yani sira; isti-
hbarat da oldukca 6nemlidir. Bir biyoterdr saldirisinin zaman ve boyutunun tahminleri, ortaya cikan salginin
ne zaman sona erdigini belirlemede de belirgin bir etkiye sahiptir(Kaplan ve Walden, 2005: 32).

Biyoterdrizm eylemi, belki de bugun her zamankinden daha gercekci bir olasilik olup teréristlerin toplumu
maniplle etmek icin kullandiklari mevcut toplumsal korkulari daha da siddetlendirmektedir (Schweltzer,
2005: 56). Hedef popllasyonun organizmaya karsi ¢ok az veya hi¢ bagdisikligi olmamasi durumu tehdidin
boyutunu ve korku algisini artirmaktadir(Das ve Kataria, 2010: 256).

Anahtar Kelimeler: Biyoterérizm, Glvenlik, Salgin, Korku
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EPIDEMICS AND BIOTERRORISM IN THE GLOBAL WORLD: IN THE CHANGING SECURITY
CONJUNCTURE, EPIDEMICS CREATE OPPORTUNITIES FOR TERRORIST ORGANIZATIONS?

ABSTRACT

The end of the Cold War, the emergence of a multipolar power structure, low-level ideological divisions,
the strengthening of the international community, and the general structure of the field of international
relations, international security, and significant viscosity on the dynamics, volatility has created. Today, the
concept of security has started to work with the dimensions of environment, culture, identity, economic and
health (Buzan ve Hansen, 2007, p. xxxiii.). Throughout human history, health, continuity of Health, emerg-
ing diseases have been seen as an important problem area; the effects of epidemics have exceeded the
national dimension and become international. The use of biological elements, vehicles as weapons has
existed since ancient times in history. In this context, the use of biological agents as weapons of war is not
a modern era innovation. Therefore, the security dimension of Health is always a major problem area on
the stage of history; it leaves devastating effects on the individual’'s own body, even though the disease is,
in fact, the social dimension and communities, revealed that in many ways negatively affect states, and
resulting in the death of millions of people caused by a catastrophic level, shows that a global security
threat (Karatepe vd., 2019: 1; Birol, 2020: 240; Parildar, 2020: 19). Currently, the main element that turns
epidemics into not only national but also international security problems is due to the fact that the epidemic
issues political, economic, social burdens and bills to countries (Heymann ve Rodier, 2002: 349-351). The
threat of bioterrorism is not a security problem that has just emerged on the historical scene; it has a long
history. in the sixth century BC, water sources were damaged by a kind of fungus used by the Assyrians.
The Greeks, Romans, and Persians also tended to damage groups they described as enemies with biolog-
ical elements through similar strategies (Cenciarelli vd., 2013: 112). In 1336, the Mongol army catapulted
the walls of Kaffa with the bodies of plague victims, in 1767, the British tried to poison the Indian population
by giving them contaminated blankets, smallpox spread among the locals in the region can be an example
of biological attacks. (Das ve Kataria, 2010: 255; Braden, 2002: 8). The deliberate use of bacterial-virus and
disease-spreading pathogens in a society or country to cause an outbreak is called bioterrorism (Karatepe,
et al., 2019: 8). Bioterrorism is the use of microorganisms in the form of weapons with a catastrophic effect.
In this context, bioterrorism, a nation of physical, psychological, sociological, political, and economic wel-
fare, which leads to a weapons system or a significant negative impact on the category of routine activity
and conferred the power to be a big change in the method of use is a kind of terrorism (Spencer, 2007: 19).
The threat of deliberate release or release of biological agents is used to terrorize the civilian population,
but also to manipulate the government (Das and Kataria, 2010: 255). In this context, bioterrorism, States
the official political or military actors and various biological agents, including the purpose of achieving the
goals of any actor or group by different reasons (political, religious or other ideological goals get) to be
motivated contains (Greub and Barras, 2014-497). Several factors need to be taken into account to assess
the threat of bioterrorism. The technology and skill capacities of terrorists, the vulnerability of the targeted
area, and the damaging power of the biological agent are very important (Blatny, 2005: 81). The sphere of
influence of terrorism and the scale of destruction it creates have spread to a wider area with the develop-
ment of technology. Rapid technological development has led to an opportunity for biological elements and
prescriptions to pass more easily into the hands of terrorists (Heywood, 2016: 296). Bioterrorism aims to
create a large-scale disease by ensuring that all elements of biological factors are infected to individuals
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and to the entire society through individuals in order to stop normal life in society and to realize changes
in the political structure. He tries to ensure that civilians are put into an unprotected state through the fear
that arises due to the resulting epidemic (Yenen and Doganay, 2008: 96). Bioterrorism is not just about
individuals; harm to a wider population, including crops and animals, micro-organisms or the use of living
organisms, people, biyoterorizme directly against vulnerable, but also all live in a state of vulnerability due
to the influence of nature also leads to indirect (Spencer, 2007: 20). Terrorists consider biological agents
an attractive alternative to conventional weapons because of their relatively low cost, relative accessibility,
and relative ease with which they can be manufactured, delivered, and avoided detection. According to
experts, the perception of bioterrorism as highly likely, easy to achieve, and likely to cause a large number
of casualties fuels the idea that even natural outbreaks are likely to turn into a threat of bioterrorism(Sha-
ran, 2005: 46). In addition to preventive mechanisms to be developed against possible attacks in the fight
against bioterrorism, intelligence is also very important. Estimates of the time and size of a bioterror attack
also have a pronounced effect in determining when the resulting outbreak ends(Kaplan and Walden, 2005:
32). Bioterrorism act, perhaps today more than ever a realistic possibility that terrorists use to manipulate
society and aggravate existing social fears (Schweitzer, 2005: 56). The fact that the target population has
little or no immunity to the organism increases the size of the threat and the perception of fear(Das and
Kataria, 2010: 256).

Keywords: Bioterrorism, Security, Epidemic, Fear
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OZET

Geleneksel glivenlik yaklasimlarinda glivenligi saglanacak temel aktor olarak devlet alinirken tehditler-
in ana kaynag olarak da guvenligin askeri boyutu 6ne ¢ikariimistir. Soguk Savas’in sona ermesiyle bir-
likte geleneksel gluvenlik yaklagimi; guvenligin askeri boyutuna ek olarak siyasi, ekonomik, cevresel ve
toplumsal boyutlar Gzerinden genislemesi, diger taraftan devlet giivenligine ek olarak birey ve toplumun
glvenligi Uzerinden referans nesnelerinin derinlesmesi karsisinda yetersiz kalmaya baslamistir. Bu yeni
guvenlik ortaminda, geleneksel glvenlik tehditlerine eklemlenen yeni risk ve meydan okumalarda énemli
bir cesitlilik ortaya ¢cikmistir. Bu baglamda kuresel 1sinma, iklim degisikligi ve ozon tabakasinin aginmasi
basta olmak lzere bazi gevre sorunlari, uluslararasi terérizm, kitle imha silahlarinin yayilmasi riski, siber
tehditler, ulus-6tesi suglar, enerji giiven(siz)ligi, salgin hastaliklar, uluslararasi gé¢ ve insan haklari ihlalleri
onde gelen uluslararasi guvenlik sorunlari haline gelmistir. Bu yeni guivenlik sorunlarindan biri olarak 2019
yilinin son giinlerinde Cin’de ortaya ¢ikan yeni tip koronaviris (COVID-19) salgini bir uluslararasi halk
saghgi krizine dénismus ve kiresel bir giivenlik sorunu haline gelmigtir.

Buglnun karmasik glvenlik tehditlerine kargi tek bir aktérin etkin bir sekilde micadele etmesi mimkin
gdziikmemektedir. ilgili uluslararasi giivenlik tehditlerinin ancak kiiresel yénetisim sisteminin tiim aktorleri
arasinda yurutulecek is birligi sonucunda Ustesinden gelinebilecegine dair yaygin bir kani mevcuttur. Buna
ragmen COVID-19 ile mucadelede uluslararasi 6rgtlerin rolu yetersiz kalmis, devletler arasinda bu alanda
etkin bir is birligi ve es gidim saglanamamistir. Salgin Birlesmis Milletler Genel Sekreteri tarafindan din-
yanin bir numarali giivenlik sorunu olarak nitelendirilmesine ragmen BM’nin uzmanlik kuruluslarindan biri
olan Diinya Saglik Orgitii'niin salginla miicadelede kiiresel bir aktér olarak performansi yetersiz goriiimiis
ve elestiriimistir.

Salginin negatif etkileriyle micadelede devletlerin sorumluluk ve ytkumlilikleri artmistir. Devletler
salgina kars! faaliyete gegerken “kendi basinin garesine bakma” (self-help) ilkesi baskin hale gelmis ve
salginla mucadele gok buylk oranda devletlerin ulusal kapasiteleri ile yuratilmek durumunda kalmistir.
Ulkelerin ézellikle ulusal saglik altyapilari ve kapasiteleri 6nem kazanmis ve bu hususlar ulusal giivenligin
bir pargasi haline gelmistir. Salginla micadelede ilag, asi gelistirme, tibbi maske, solunum cihazi, hastane
alt yapisi ve imkanlari ile yogun bakim uniteleri gibi bircok konu devletlerin saglik alanindaki ulusal kapa-
siteleri bakimindan kritik bir nitelik kazanmistir.

Salgin strecinde devletlerin farkli ulusal kapasitelere sahip olduklari gértilmustir. Salginla miicadelede
devletler krizi ayni derecede yénetme basarisi gésterememislerdir. Ornegin, ABD, ingiltere, italya ve Is-
panya gibi Bati dinyasinin gelismis 6nde gelen Ulkeleri bile salginla micadelede ¢ok ciddi sorunlarla
karsilasmislardir. Zayif/kirilgan/basarisiz olarak nitelendirilen devletlerin ise salgin siurecinden daha da
olumsuz etkilendikleri gértilmektedir. Salgin hastalik diinyanin tim Ulkelerinde tam anlamiyla kontrol altina
alinmadikca, insan hareketliliginin tekrar hizlanacagi dusundlduginde, hastaligin tekrar yayilim surecine
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girerek tim duinya igin yine bir sagdlk krizi ve glivenlik sorunu olusturmasi ihtimal dahilindedir. Ayrica COV-
ID-19'un varyantlari veya benzer herhangi bir kiiresel saglik krizi bireylerin, toplumlarin, devletlerin ve bir
butln olarak uluslararasi sistemin givenligine ciddi bir tehdit tegkil edebilir.

Bu nedenle salginin tim dinyada 6zellikle de ulusal kapasiteleri yetersiz olan az gelismis Ulkelerde
ve ciddi glvensizlik ve istikrarsizlik kaynaklarinin hikiim surdigu zayif/kirilgan/basarisiz devletlerde tam
anlamiyla kontrol altina alinabilmesi icin devletlerin saglik kapasitelerinin guglendiriimesi gerekmektedir.
Salgina karsi her bir devletin kendi giivenligini saglamasi, diger devletlerin de giivenlikleri agisindan kri-
tik 6Gneme sahiptir. Bu durum bir baska ifadeyle, “salgin her yerde bitene kadar higbir yerde bitmeyecek”
cimlesi ile de ifade edilebilir. Calismada bu husus “glivenligin bolinmezIidi” ilkesi gergevesinde ele alin-
maktadir. Glvenligin bolinmezlidi ilkesinin esasi, bir Ulke icindeki mevcut glivensizlik durumunun, ayni
bolgede velya yakin cografyalarda yer alan diger tim devletlerin giivenligini ve istikrarini da olumsuz yénde
etkileyecegi varsayimina dayanmaktadir. Glvenligin bolinmezligi ilkesi gergevesinde, bir devletin glivenligi
diger devletlerin guvenliginden etkilenmektedir. Diger bir ifadeyle, bir devletin giivenligi diger devletlerin
icinde bulundugu guvenlik ve istikrar durumuna baglidir. Bu yaklagima gére, glivenlik ancak diger devletler-
le yurGtulecek is birligi araciliiyla gerceklestirilebilir ve strdurdlebilir.

COVID-19 kiiresel bir saglik sorunu olarak degerlendiriimesine ve bu sorunla ancak kiresel dizey-
de yurutilecek etkin bir is birligi ile miicadele edilebilecegi diistincesinin uluslararasi kamuoyu tarafindan
yaygin bir sekilde kabul gérmesine ragmen, salginla micadele ¢ok buylk oranda devletlerin bireysel mu-
cadelelerine kalmistir. Bu noktada salginla miicadelede devletlerin ulusal kapasitelerinin mevcut durumu
6nem kazanirken ayni zamanda ulusal kapasitelerin gelistiriimesi hususunda da uluslararasi is birliginin
elzem oldugu ortaya ¢ikmistir. Bu kapsamda bu calisma, salginla micadelede uluslararasi is birligindeki
aksakliklara odaklanirken devletlerin ilgili alanlarda ulusal kapasitelerinin giclendiriimesinde uluslararasi is
birliginin 6neminin altini gizmektedir. Calismanin yontemi esas olarak igerik analizine dayanmaktadir. Bu
kapsamda Diinya Saglik Orgiitii basta olmak lizere uluslararasi érgiitlerin tist diizey yetkilileri ile bélgesel
ve kiiresel aktorler olan Ulkelerin devlet baskanlarr ve hiikimet yetkililerinin resmi agiklamalari analiz edi-
lecektir. Calisma, COVID-19 salgini ile miicadelede, uluslararasi diizeyde is birligi ile ulusal kapasitelerin
guglendiriimesi konusuna odaklanarak ilgili literatiire katki sunmayi hedeflemektedir.

Anahtar Kelimeler: COVID-19, uluslararasi is birligi, ulusal kapasiteler, glivenligin bélinmezligi, ul-
uslararasi giivenlik
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INTERNATIONAL COOPERATION IN THE FIGHT AGAINST COVID-19 WITHIN THE
FRAMEWORK OF THE CONCENPTUALIZATION OF ‘INDIVISIBILITY OF SECURITY

ABSTRACT

While the state is taken as the main actor to be secured in traditional security approaches, the military
dimension of security has prevailed as the main source of threats. Following the end of the Cold War, the
traditional security approach has turned out to have shortcomings in terms of the widening of the secu-
rity through political, economic, environmental and social dimensions in addition to the military sector;
and deepening of the reference object through the security of individuals and society along with the state
security. In this new security environment, a significant diversity has emerged along with new risks and
challenges intertwined with traditional security threats. In this context, some environmental problems, such
as global warming, climate change and the erosion of the ozone layer in particular, international terrorism,
the risk of the expansion of the weapons of mass destruction, cyber threats, transnational crimes, energy
insecurity, pandemics, international migration and human rights have become leading international security
issues. As one of these new security problems, the new variant of coronavirus (COVID-19) pandemic that
emerged in China in the last days of 2019 has turned into a crisis of international public health and has
become a global security problem.

It does not seem possible for any single actor to cope with today’s complex security threats alone in
an efficient way. There is a common belief that the relevant international security threats can only be over-
come through cooperation among all actors of the global governance system. Despite this fact, the role of
international organizations in the fight against COVID-19 has turned out to be insufficient, and an effective
cooperation and coordination among states for the matter involved could not be built. Although the pandem-
ic is described as the primary security problem in the world by the Secretary General of the United Nations,
one of the specialized agencies of the UN World Health Organization has been considered inadequate and
criticized as a global actor in the fight against the pandemic.

Liabilities and responsibilities of states have increased in coping with the negative effects of the pan-
demic. While acting against the pandemic, the principle of “self-help” mechanism has become dominant
and the fight against the pandemic seem bound to be carried out with the national capacities of the states
to a great extent. Especially the infrastructures of national health systems and the relevant capacities of
countries have gained importance, which have become parts of national security. In the fight against the
pandemic, many issues such as medication, vaccine development, medical masks, respirators, hospital
infrastructure and facilities and intensive care units have become critical in terms of the national capacities
of states in the health sector.

It has been observed that states have different national capacities during the pandemic process. States
do not seem to be successful in managing the crisis to the same degree. For example, even the leading
developed countries of the Western world such as the USA, United Kingdom, Italy and Spain have faced
very serious problems in the fight against the pandemic. It is seen that the states categorized as weak/
fragile/failed are even more adversely affected by the pandemic process. Unless the pandemic is taken
under full control in all countries of the world, considering the possible increase in human mobility, it is
possible that the disease will be likely to enter a new phase of re-spreading, and to create a health crisis
and security problem for the whole of the world. Moreover the fact that variants of COVID-19 or any similar
global health crises might pose a serious threat to security of individuals, societies, states and international
system as a whole
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To that end, it is necessary to strengthen the health capacities of states in order to fully control the pan-
demic all over the world, especially in the underdeveloped countries with insufficient national capacities and
in the weak/fragile/failed states where serious sources of insecurity and instability prevail. It is critical for
each state to ensure its own security against the pandemic, for the security of other states as well. In other
words, this situation can be expressed as “the pandemic will not end anywhere until it ends everywhere”.
In this study, this fact is examined by the principle of “indivisibility of security”. The basis of the principle of
indivisibility of security is structured on the assumption that the current state of insecurity within a country
will be likely to hamper the security and stability of all other states in the same region and/or nearby geog-
raphies. Within the framework of the principle of indivisibility of security, the security of a state is affected by
the security of other states. In other words, the security of a state depends on the security and stability of
other states. According to this approach, security can only be provided and maintained through cooperation
with other states.

Although COVID-19 is labeled as a global health problem, and the international community widely ac-
cepts that the problem should be overcome by an effective cooperation at the global level, the fight against
the pandemic has been left to the individual struggles of the states to a great extent. At this point, while the
current situation of the national capacities of states in the fight against the pandemic matter, internatioal
cooperation for developing these national capacities have become crucial as well. Within this context, while
focusing on the failures of international cooperation in the fight against the pandemic, this study underlines
the importance of international cooperation for strengthening the national capacities of states for the matter
involved. The methodology of the study is mainly based on content analysis. In this framework, the official
statements of the senior officials of international organizations, along with those of the World Health Organ-
ization in particular, and the decision-makers of states which are assumed to be regional and global actors
will be analyzed. The study aims to contribute to the relevant literature by focusing on the role of strength-
ening national capacities through international cooperation in the fight against COVID-19 pandemic.

Keywords: COVID-19, international cooperation, national capacities, indivisibility of security,
international security
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OzZET

2020 yihinin basinda Rus buzkiran Kaptan Dranitsyn gemisi ABD, Cin ve Rusya da déahil olmak (izere 20 Ulkenin
temsilcilerinin yer aldigi MOSAIC uluslararasi kutup seferinde basarili bir yolculuk yapti. Dinyanin en biyik buz kirma fi-
losuna sahip olan Rusya, buz kirma operasyonlari izerinde tekele sahiptir. Kuzey Kutbu’nda i1sinma, bu bélgenin jeopolitik
o6nemini ve ekonomik agirhgini arttiriyor. Rusya ve Cin gibi llkeler bu bolgede gelecekte lider llke olmak istiyorlar. Rusya
ve Cin’'in Kuzey Kutup Bolgesi'ndeki resmi ve gayri resmi ortakhi§i Kuzey Kutbu'ndaki uzun vadeli stratejik glic dengesini
degistirecektir. Rusya, Kuzey Kutbu’'nda uzun zamandir aktiftir ve Stiveys Kanali boyunca giiney rotalarina alternatif olarak
Kuzey Denizi Rotas’'nin (NSR) Sibirya sahili boyunca kullaniimasini savunmaktadir. Cin’in kuzey enlemlerindeki varligi
daha az belirgindir. Clinki bu Ulkenin Kuzey Kutbu’'na en yakin noktasi Bering Bogazi'ndan 8.000 kilometre uzakliktadir.
Bununla birlikte son yillarda Cin, Arktik meselelerde daha aktif bir rol tstleniyor. Cin, 2013 yilinda Kuzey Kutbu Kon-
seyi'ndeki 13 gézlemci devletten biri oldu. Rusya-Cin, Arktik'te igbirligi yaparak bélgesi ticaret agisindan alternatif bir rota
haline getirmeye calisiyorlar. Dogalgaz ve dider Urlnlerin ticareti agisindan bdlgede glivenli bir hat kurmak istiyorlar. Cin
acgisindan Kuzey Kutbu, niifuzunu gliglendirmeye ve bir diinya glicli imaji yaratmaya galismasi gereken birkag bdlgeden
biridir. Cin kendisini “yakin kutup devleti” olarak nitelendiriyor ve Kuzey Kutbu’na oldukga yakin oldugu icin bu bolgedeki
degisikliklerin onu dogrudan etkileyecegini ve tarim, tomrukguluk, balikcilik, gemi insa ve nakliye alanindaki ekonomik
cikarlarinin ve diger sektérlerdeki gelismelerin odak noktasi olabilecegini distinlyor.

2017 yilinda Cin, “Tek Yol-Tek Kusak” projesinin ayrilmaz bir pargasi olan ve Arktik'teki nakliye rotalarinin ortak
gelistiriimesi konusunda diger (lkelerle isbirligi icin bir mekanizma olusturan “Polar Ipek Yolu” girisimini baslatti. Pekin,
arzularini gergeklestirmek ve Kuzey Kutbu’ndaki konumunu mesrulastirmak icin tek tarafli ve ortak énlemler aliyor. Rusya,
sinirlari ¢ok belirsiz olan genis etki alani Uzerinde uzun siire kontrol saglamaya calisti. Bu eylemlerin klasik (ve belki de
asir basit) agiklamasi, bunun Rusya’nin topraklarinda muhtemel ¢ok sayida istila tehdididir. Bu politikanin en son belirtileri
Donbass’tan Kuril Adalar’'na Rus politikalaridir. Bu bakimdan, Rusya’nin ézellikle savunmasiz bir yeri var. Bu bdlgeler
Sibirya ve Kuzey Kutbu bdélgeleridir. Bu glivenlik agigi Rusya'nin bu bélgelerdeki uzun tarihi varlidi ile agiklanmaktadir.

Cin, Kuzey Kutbu politikasini diplomatik olarak temellendirmek igin disisleri belgelerinde ve diger Ulkelerle yapilan
anlasma ve goriismelerde yaziya gegirmeye galismaktadir. Kuzey Kutbu ile ilgili gesitli toplantilar ve konferanslar sirasin-
da Cin, Kuzey Kutup sorunlarinin uluslararasi nitelikte oldugunu iddia ediyor. Hi¢ stiphe yok ki Cin, Arktik meselelerin
¢6zimine katilimini ve Arktik'teki varligini mesrulastirmaya calisiyor. Bununla birlikte Rusya, Kuzey Kutbu’ndaki gikar-
larini korumak igin Kuzey Kutbu disindaki tlkelerin faaliyetlerinden stiphe duymaya devam ediyor. Bu goérus ayriligi Kuzey
Kutup yollari daha erisilebilir hale geldikce ve Kuzey Kutup Bdlgesi'nin gelisimi daha gercek hale geldikge yogunlasacaktir.

Tdurkiye’'nin Arktik’'te varligina dair yeni bir politika gelistirdigi biliniyor. Bu baglamda Ukrayna Ulusal Antarktika Arastir-
malar Merkezi ile ortaklasa 2016’da bdlgeye ilk sefer yapiimistir. Bu sefere 7 farkli Gniversite ve Turkiye Bilimsel ve Te-
knolojik Aragtirma Kurumundan (TUBITAK) toplam 13 Tiirk bilim insani katilmistir. Tirkiye'nin kutuplar iizerine yapilacak
bilimsel ¢alismalarin sirdirdlebilir olmasi ve ulusal hedeflere hizmet etmesi igin uluslararasi bilim camiasinda kabul gére-
cek Ulusal Kutup Bilim Programi (2018-2022) da Sanayi ve Teknoloji Bakanliginca 2017’de yayimlanarak yirurlige girdi.
Turkiye'nin Arktik'teki varligi sadece bilimsel ve ekonomik olarak degil ayni zamanda glivenlik acisindan da degerlendiril-
melidir. Arktik Bolgesi, diinya Ulkelerinin ordularini en zor sartlara uyum saglamasi igin egitim yeri haline gelmistir. Ayrica
donanma agisindan da bolge tatbikat alani gorevini yuriitmektedir. Turkiye’nin bolgedeki varligi kiiresel diinyada gelismis
Ulkelerle enerji, deniz hukuku, giivenlik, istihbarat ve bilimsel igbirligini pekistirecektir.

Anahtar Kelimeler: Arktik, Kuzey Buz Denizi, Deniz Guvenligi, Rusya, Gin
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RUSSIA-CHINA COOPERATION IN THE ARCTIC AND THE OUTLOOK ON TURKEY’S
SECURITY POLICY IN ARCTIC OCEAN

ABSTRACT

At the beginning of 2020, the Russian icebreaker Captain Dranitsyn made a successful voyage on the MOSAIC inter-
national polar voyage with representatives of 20 countries, including the USA, China and Russia. Russia, which has the
world’s largest ice breaking fleet, has a monopoly on ice breaking operations. Arctic warming increases the geopolitical
importance and economic weight of this region. Countries like Russia and China want to be the leading countries in this
region in the future. Russia and China’s formal and informal partnership in the Arctic will change the long-term strategic
balance of power in the Arctic. Russia has long been active in the Arctic and advocates the use of the North Sea Route
(NSR) along the Siberian coast as an alternative to southern routes along the Suez Canal.

China’s presence in the northern latitudes is less pronounced because the closest point of this country to the North
Pole is 8,000 kilometres from the Bering Strait. However, in recent years, China has taken a more active role in Arctic
affairs. China became one of 13 observer states in the Arctic Council in 2013. Russia-China are trying to make the region
an alternative route for trade by cooperating in the Arctic. They want to establish a safe line in the region for the trade of
natural gas and other products. For China, the Arctic is one of the few regions that should try to strengthen its influence
and create an image of world power. China calls itself a “near polar state” and thinks that as it is so close to the North Pole,
changes in this region will directly affect it and could be the focus of its economic interests in agriculture, logging, fishing,
shipbuilding and shipping, and developments in other sectors.

In 2017, China launched the “Polar Silk Road” initiative, which is an integral part of the “One Road - One Belt” project,
which creates a mechanism for cooperation with other countries in joint development of shipping routes in the Arctic. Bei-
jing is taking unilateral and joint measures to fulfil its desires and legitimize its position in the Arctic. Russia has long sought
control over its vast sphere of influence, whose boundaries are very uncertain. The classic (and perhaps overly simple)
explanation for these actions is the large number of possible threats of invasion on Russia’s territory. The latest signs of
this policy are Russian policies from the Donbass to the Kuril Islands. In this regard, Russia has a particularly vulnerable
place. These regions are Siberia and the Arctic regions. This vulnerability is explained by Russia’s long historical presence
in these regions.

China is trying to write it down in foreign affairs documents and in agreements and negotiations with other countries to
diplomatically base its Arctic policy. During various North Pole-related meetings and conferences, China claims the Arctic
issues are of an international nature. There is no doubt that China is trying to legitimize its participation in the resolution
of Arctic issues and its presence in the Arctic. However, Russia continues to doubt the actions of non-Arctic countries to
protect its interests in the Arctic. This divergence will intensify as the Arctic routes become more accessible and the devel-
opment of the Arctic Region becomes more real.

Turkey is known to develop a new policy on the presence in the Arctic. In this context, the first voyage to the region
was made in 2016 in partnership with the Ukrainian National Antarctic Research Centre. This time seven different uni-
versities and the Scientific and Technological Research Council of Turkey (TUBITAK) participated in a total of 13 Turkish
scientists. In order to make Turkey’s scientific studies on the pole sustainable and to make them serve national goals,
National Polar Science Program (2018-2022) was published by the Industry and Technology Ministry in 2017 and came
into force. Turkey’s presence in the Arctic should be considered not only as a scientific and economic, but also in terms
of security. The Arctic Region has become a training place for the world’s armies to adapt to the harshest conditions. In
addition, the region serves as a practice area in terms of the navy. The presence of Turkey in the region will reinforce the
scientific cooperation with the advanced countries in the global world, maritime law, security, and intelligence.

Keywords: Arctic, Arctic Sea, Maritime Safety, Russia, China
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iSRAIL iSTIHBARAT TESKILATLARI’NIN DOKTRINER ANLAYISLARININ COZUMLEMESI
(1948-1990 DONEMI)
Muhammet Murat TEKEK
Polis Akademisi
mmurattekek@gmail.com

OZET

Istihbarat calismalarinin ve istihbarat yetkililerinin nihai amaci; basta politik olmak iizere, giivenlik,
diplomatik, blrokratik alanlardaki karar vericilere, istihbarat carkini isletmek suretiyle trettikleri bilgiyi sun-
mak, boylelikle kamu ydnetiminde ve uluslararasi iligkilerde dogru ve isabetli adimlar atmalari yéninde
onlara bir karar alternatifi saglamaktir. Ulkeden iilkeye farklilik géstermekle birlikte istihbarat teskilatlarinin
yapilanmalari genelde; Ulke iginde guvenlik konulari agirlikli olmak Uzere istihbarat saglayan bir kurum,
Ulke disindan bilgiler saglayan bir diger kurum ve salt askeri istihbarat saglayan bir askeri istihbarat ku-
rulusu olarak tezahir etmektedir. Bu (¢ istihbarat olusumu, genellikle, ilgili devletteki icra organina bagh
olarak ve ondan talimat alarak hareket etmektedir. Genel hatlari itibariyla, israil Devleti'nde de, 1948-1990
yillari arasini kapsayan ve bu ¢calismada incelenen dénem boyunca benzer bir yapilanmanin benimsendigi
anlasiimaktadir.

israil Devleti, gevresinde bulunan Arap devletlerine kiyasla dini ve milli farkliliga sahip olarak 14 Mayis
1948 tarihinde bir devlet olarak bagimsizligini ilan etmistir. Bu tarihten itibaren yasanan gelismeler bilginin
elde edilmesinde organize olunmasinin gerekliligini ortaya gikarmig, bdylelikle israil'in kurucularindan olan
David Ben-Gurion gibi 6nde gelen yoneticileri tarafindan istihbarat ¢galismalarinda kurumlagma talimati ver-
ilmistir. Bunun Gzerine, misyonlar belirlenmek ve bu misyonlar giincellenmek suretiyle peyder pey istihbarat
teskilatlari kurulmustur.

israil istinbarat teskilatlarina ilerleyen yillarla birlikte yiiklenen gérevlerden bazilari; israil Diaspo-
ras’ndan insanlarin yeni kurulan Israil Devleti topraklarina getirimesi, israil'in gevresinde bulunan ve
varligini reddederek kendisine savas ilan eden Arap devletlerine karsi micadele edilmesi, Fedayin taru
eylemlerin engellenmesi, Israilin vatandaslarina topluca yapilan ve élimlerle sonuglanan eylemlere
kargiliklar verilmesi, Israil’e yonelebilecek askeri giiciin potansiyelinin ve hareketliliginin bilinmesi olmustur.

Israil Devleti'nde, giiniimiizde oldugu gibi, 1948-1990 arasindaki yillarda da gok genel manada isti-
hbarat faaliyetlerinin gerekleri; i¢ glvenlik teskilati olan Shin-Bet, dis istihbarat ve operasyonlar servisi
konumundaki Mossad ve askeri istihbarat organi durumundaki Aman teskilatlarinca yerine getirilmistir. Bu
istihbarat organizasyonlari, gerceklestirdikleri ve gogu zaman kendilerince amacina ve basariya ulastigini
ifade ettikleri operasyonel calismalarla adlarindan séz ettirmislerdir. israil boylelikle gerek topraklar iger-
isinde gerek bdlgesel manada gerekse global ¢apta bahse konu tegkilatlari vasitasiyla bilgiler elde et-
mis, bu bilgileri ulusal ve uluslararasi givenligi yararina kullanmistir. Bu meyanda, siiphesiz ki istihbarat
basarisizliklari da yasanmigtir.

Calismada 1948-1990 yillan arasindaki dénemin incelenmesinin, bir bagka deyisle daha geriye
déniilmemesinin ve daha ileriye gidilmemesinin nedenleri ise sunlardir: israil Devleti'nde istihbarat alanin-
da kurumlagsma 1948 yilinda baslamistir. Bu ylzden milat olarak bu yil secilmistir. Bloklar arasindaki
Soguk Savag'in 1990'larin basinda sonuglanmasi, Iran-Irak Savas’'nin 1988’de sona ermesi, Liibnan Ig
Savasi’nin 1989'da Taif'teki anlasma ile sonlanmasi, 1991 yilinda |. Kérfez Savasi’nin baslayip bitmesi
gibi vakialarin 1990’larin basinda gergeklesmistir. Sayilan gelismelerin israil’in giivenlik ve istihbarat ihti-
yaglarinda degisiklikler dogurmamasi dislnilemezdi. Bu tarihten sonra yeni hedeflerin secilmis olmasi,

84



Jandarma ve Sahil Giivenlik Akademisi “II. Uluslararasi Giivenlik Kongresi” Bildiri Ozel Kitab:

prensipler belirlenmesi ve anlayislarin benimsenmesi mumkun olabileceginden incelemeye yaklagik olarak
1990 yilinda son verilmistir. Ayrica, 1990’lardan glinimuze kadar gegen silirenin de ayni konu baslidiyla
baska bir galismaya konu edilebilecek potansiyel ve hacimde oldugu da degerlendiriimektedir.

Bu calismada; Mossad agirlikh olmak Uzere, her Ug¢ tegkilat vasitasiyla 1948-1990 yillar arasinda
gerceklestirilen operasyonlar (izerinden Israil'in istihbarat aklinin ve doktrininin (ilkeler, Kurallar ve Kab-
uller Butiint) 6zelliklerine ulasilmaya calisiimaktadir. Bunlara ulasabilmek igin temel arastirma sorunsali;
s6z konusu dénemde, Israil'in istihbarat doktrininin olusumu (Nasil olustugu?) ve bu kapsamda beliren
birtakim esaslarin istihbarat faaliyetlerindeki gecerliliginin irdelenmesi olmustur. Arastirma sorusunun cev-
abinin bulunabilmesinde arastirma yéntemi olarak; Israil'in istinbarat teskilatlarinin basarili veya basarisiz
oldugu istihbarat faaliyetlerindeki vakalarin incelenmesi yontemi kullanilmistir. Alt arastirma sorulari ise;
‘Sdz konusu dénemde, Israil istinbarat teskilatlarini basarili-basarisiz kilan hususlar neler olmustur?’, ‘istih-
barat aygitlari hangi durumlarda devreye sokulmuslardir?’, ‘Yasanan tecriibelerden istihbarat doktrini nasil
etkilenmistir?’, ‘S6z konusu teskilatlar neleri, nasil icra ederek amaglarina ulagsmislardir?’ vd. seklinde belir-
lenmistir. Metodoloji olarak; nitel veri analizi ve yapi-sékiim yénteminden yararlanilmistir. Calisma ile israil
istihbarat teskilatlarinin ve 6zellikle Mossad’in, diinya istihbarat servisleri arasinda 6ne ¢ikmasina neden
olan hususlarin ortaya cikariimasiyla literattre katki saglanmis olacagdi degerlendiriimektedir.

Calismada bagimsizigi basta olmak (izere israil Devleti'nin, topraklarinin ve vatandaslarinin tehlik-
eye distiigii anlarda israil istihbarat teskilatlarinin devreye alinarak veya teskilatlarin bizatihi midanhil
olarak hayati miidahalelerde bulunduklari, bu yéniyle Israil'in varligina dair birer teminat ve garanti rolii
oynadiklari, bunlari gergeklestirirken dncesinde var olan veya yasanan gelismelerle ve karsilagilan so-
runlarla orantili olarak peyder pey benimsenen baglica; Siirat/Ceviklik ilkesi, Esneklik ilkesi, Zeka ilkesi,
Perspektif ilkesi, isbirligi ilkesi, Yenilikgilik ilkesi, Milli Guivenlik Felsefesine Hizmet Etme Ilkesi gibi birtakim
ilkeler, Kompartimantasyon (Bolimlenme), Ketumiyet (Gizlilik, Sir Saklama), Yeterince Bilgi gibi kurallar,
‘Dismanimin dismani dostumdur’, ‘Cevresi iginde yalnizlik’ gibi kabullerin yanisira pek ¢ok sayida tak-
tik anlayis ve 6zellik dogrultusunda hareket ettikleri takdirde basarili neticeler elde ettikleri, aksi halde
basarisiz sonuglara ulastiklari temel sonucuna erigilmistir.

Anahtar Kelimeler: Shin-Bet, Mossad, Aman, istihbaratta ilkeler
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ANALYSIS OF DOCTRINAL UNDERSTANDING OF ISRAEL INTELLIGENCE SERVICES
(1948-1990 PERIOD)

ABSTRACT

The ultimate purpose of intelligence work and intelligence officials; to present the information they
produce by operating the intelligence wheel to decision-makers in the security, diplomatic and bureaucratic
fields, especially in political areas, thus providing them with a decision alternative in order to take correct
and accurate steps in public administration and international relations. Although it differs from country to
country, the structures of intelligence agencies are generally; it manifests itself as an institution that pro-
vides intelligence with a focus on security issues in the country, another institution that provides information
from outside the country, and a military intelligence organization that provides only military intelligence.
These three intelligence formations generally operate under and under instruction from the enforcement
body in the relevant state. In terms of general lines, it is understood that a similar structure was adopted in
the State of Israel during the period between 1948-1990 and examined in this study.

The State of Israel declared its independence as a state on May 14, 1948, having a religious and
national difference compared to the surrounding Arab states. The developments that have taken place
since this date have revealed the necessity of organizing in the acquisition of information, thus leading
Israeli executives such as David Ben-Gurion, who is one of the founders of Israel, have been instructed to
institutionalize in intelligence studies. Upon this, by determining the missions and updating these missions,
gradual intelligence agencies were established.

Some of the tasks assigned to Israeli intelligence services in the following years; bringing people from
the Israeli Diaspora to the territory of the newly established State of Israel, struggling against the Arab
states around Israel that rejected its existence and declared war on it, preventing Fedain-type actions,
responding to actions taken by the citizens of Israel that resulted in deaths, the potential and mobility of the
military power that can be directed to Israel, has become to be known.

In the State of Israel, the requirements of intelligence activities in a very general sense in the years
between 1948-1990, as it is today; Shin-Bet (Shabak), which is the internal security organization, was
carried out by the Mossad, which is the foreign intelligence and operations service, and the Aman organi-
zations, which are the military intelligence organs. These intelligence organizations have made a name for
themselves with the operational studies they have carried out, which they often state that they achieve their
goals and success. Thus, Israel obtained information both within its territory, regionally and globally through
its said organizations, and used this information for the benefit of national and international security. Un-
doubtedly, intelligence failures were also experienced in this context.

The reasons for the examination of the period between 1948-1990, in other words not going back and
not going further, are as follows: The institutionalization in the field of intelligence in the State of Israel start-
ed in 1948. That is why this year was chosen as a milestone. Such as the end of the Cold War between the
blocs in the early 1990s, the end of the Iran-Iraq War in 1988, the end of the Lebanese Civil War with the
agreement in Taif in 1989, the beginning and end of the First Gulf War in 1991. the events took place in the
early 1990s. It was unthinkable that the aforementioned developments would not lead to changes in Israel’s
security and intelligence needs. The study was ended approximately in 1990, as new targets were selected
after this date, principles were determined and it would be possible to adopt understandings. In addition,
it is also evaluated that the period from the 1990s to the present has the potential and volume that can be
subject to another study with the same topic.
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In this study; The characteristics of Israel’s intelligence mind and doctrine (the Whole of Principles,
Rules and Admissions) are attempted to be reached through the operations carried out between 1948-1990
through all three organizations, with the emphasis on Mossad. Basic research problem to reach these; In
the period in question, the formation of Israel’s intelligence doctrine (How did it come about?) and the valid-
ity of some principles emerging in this context were examined. As a research method in finding the answer
to the research question; The method of examining cases in intelligence activities where Israel’s intelli-
gence agencies have been successful or unsuccessful has been used. Sub research questions are; “What
were the factors that made Israeli intelligence agencies successful or unsuccessful in the period in ques-
tion?” ‘et al. It was determined as. As a methodology; qualitative data analysis and deconstruction method
was used. It is considered that the study will contribute to the literature by revealing the issues that cause
Israeli intelligence agencies, and especially Mossad, to stand out among the world intelligence services.

In the study, especially when the state of Israel, its territory and its citizens are in danger, Israeli intel-
ligence agencies have been engaged or intervened in vital interventions, in this respect, they play the role
of assurance and guarantee for the existence of Israel, or The main ones, which are adopted gradually in
proportion to the developments and problems encountered; Some principles such as the Speed / Agility
Principle, the Principle of Flexibility, the Principle of Intelligence, the Perspective Principle, the Cooper-
ation Principle, the Principle of Innovation, the Principle of Serving the Philosophy of National Security,
Compartmentalization, Secretivity, Enough Knowledge, ‘The enemy of my enemy is my friend’, * The main
conclusion has been reached that they achieve successful results if they act in line with many tactics and
characteristics in addition to the acceptances such as ‘loneliness in their environment’, otherwise they
reach unsuccessful results.

Keywords: Shin-Bet, Mossad, Aman, Principles in Intelligence
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COGRAFIi-KONUM iSTIHBARATI ANALiZi DOGRULTUSUNDA DOGU TURKISTAN’DAKI
“YENIDEN EGIiTiM MERKEZLERI”

Ars.Gor. Mehmet Mert CAM
Milli Savunma Universitesi
mcam3@msu.edu.tr

OZET

istihbarat analizinde cografyanin hava kosullari, yer sekilleri gibi farkl yénleri, 5nemli degiskenleri ol-
mustur. Soguk Savas sonrasinda ise askeri donistimle birlikte cografi-konum istihbarati; “uydular, insansiz
hava araglari (IHA), 151k tespiti ve dlgiimii (LIDAR) ve gdzetleme ugaklari tarafindan saglanan gergek zam-
anl (ya da yaklasik olarak) havadan gorintulerin ortaya ¢cikmasindan” yararlanabilir duruma gelmistir.

Cografi-konum istihbarati (GEOINT), belirli bir cografi alandaki beseri faaliyetlerin, kaynaklarin ve yer alti
kosullarinin takip edilerek izlenmesine yonelik goriintu analizi saglamaktadir. Giinimiizde GEOINT, klasik istih-
barat analizin iginde yer almanin haricinde yiiksek teknolojiden faydalanarak mistakil bir disiplin haline gelmistir.

Bu calismada cografi-konum istihbarati vasitasiyla “Gece Isiklarinin” (ing. Nighttime Lightning) yogun-
luklari Gizerinden Cin Halk Cumhuriyeti’'nin Dogu Tiirkistan’daki (Sincan Uygur Ozerk Bolgesi), “Yeniden
Egitim Merkezleri” adi altindaki toplama kamplarinin tespiti, vaka incelemesi olarak ele alinacaktir. Arastir-
mada 2013-2020 yillari arasinda Dogu Turkistan’daki gece 1siklarinin yogunluklarina gére belirlenen koor-
dinatlar Gzerinde goéruntilere yansiyan faaliyetler ampirik olarak degerlendirilecektir.

Bu yontemle elde edilen gorlntu, veri, sablon ve bilgiler ise timevarim teknigi kullanilarak yorumla-
nacak ve Cin Halk Cumhuriyeti’'nin uluslararasi kamuoyuna endoktrine etmeye calistigi “Dogu Turkistan
Politikas!” ile vaka calismasi neticesinde ortaya gikan veriler karsilastirilacaktir.

Calismanin énemi evvel emirde “yeni gergeklikte” ayri bir disiplin haline gelen GEOINT konusunda bu
alanda yok denecek kadar sinirli olan Turkge literattire katki saglamaktir. Bununla birlikte sair bir gayemiz
Amerika Birlesik Devletleri tarafindan hem mdustakil bir istihbarat kurumu hem de Savunma Bakanhgrna
bagli bir harekat destek ajansi haline gelen “Ulusal Jeouzamsal Istihbarat Servisi” (Ing. National Geospatial
Agency) ornegi lzerinden Turk sivil-asker karar alicilarin dikkatini gekmektir. Zira giniimizde cereyan
eden askeri dontisiimde (Ing. military innovation) teknolojinin yeri her gegen giin artmaktadir. Bu slrece
paralel ve entegreli olan ve literatlirde son yillarda gokga zikredilmeye baslanan “hibrit savas” mefhumunda
da basta GEOINT olmak uzere istihbaratin oynadigi roluin niteligi muspet yonde degismektedir. Bu durum
dolayh olarak sivil-asker igbirligini, kamu-6zel iliskisini de arttirmaktadir. GiinimUlzde savunma sanayiinde
Uretici olarak 0zel sektor temelli sirketlerin artan varligi yani sira istihbarat alaninda bu durum goériimek-
tedir. “Orthecast”, “XpressSAR” “BlackSky Global”, “Planet Labs”, ya da “BlackSky Global” gibi sirketler
tarafindan ticari olarak saglanan kamuya acik yiksek ¢ozunurlGkli gorintuler, sirketlerin ve devlet disi
aktorlerin GEOINT imkan ve kabiliyetlerini elde etmesini saglamistir. Bu durum ilerleyen giinlerde sivillerin
de hem nitelik hem de nicelik olarak daha fazla ¢atismalarin icinde olacaklarinin bir gostergesidir.

X«

Bu ¢alismadaki (6n)savimiz Prusyali General Carl von Clausewitz'in literatire kattigi “savasin miiphem-
ligi"nin (Alm. Nebel des Krieges) her ne kadar ¢atismanin dogasinin “yeni oyuncularin” dahil olmasiyla bir-
likte sofistike bir hal almasina ragmen glin gectikge yukaridaki argiimanlardan dolayi azaldigi yoniindedir.

Anahtar Kelimeler: Cografi-Konum istihbarati, Dogu Tiirkistan, Cin Halk Cumhuriyeti, Yeniden Egitim

Merkezleri
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REEDUCATION CENTERS” IN EAST TURKESTAN ACCORDING TO GEOSPATIAL
INTELLIGENCE ANALYSIS

ABSTRACT

Different aspects of geography, such as weather conditions and landforms, have been crucial variables
in intelligence analysis. After the Cold War, with the military transformation, geospatial intelligence; “Satel-
lites can benefit from the emergence of real-time (or approximate) aerial imagery provided by unmanned
aerial vehicles (UAVs), light detection and ranging (LIDAR), and surveillance aircraft.”

Geospatial intelligence (GEOINT) provides fixed or time-frequency image analysis for tracking and
monitoring human activities, resources and subsurface conditions in a selected geographic area. Today,
GEOINT is an independent discipline through the use of advanced technology, apart from being a tool in
intelligence analysis.

In this study, the detection of concentration camps under the name of “Re-education Centers” in East
Turkestan (Xinjiang Uyghur Autonomous Region) of the People’s Republic of China, by “Nighttime Lighting”
data, will be elaborated as a case. In this research, the activities that were surveyed above the coordinates
through the nighttime lighting between 2013-2020 in East Turkestan will be evaluated empirically. Images,
and templates that were obtained by this method will be analyzed by empirical induction. Then, the “East
Turkestan Policy” that the People’s Republic of China is trying to indoctrinate to the international public
opinion and the data obtained as a result of the case study will be compared.

The importance of the study is to contribute to the Turkish literature on GEOINT, which has become
a separate discipline. However, another aim of ours is to draw the attention of Turkish civil-military deci-
sion-makers through the example of the National Geospatial Agency, which is both an independent intelli-
gence agency and an operational support agency under the Department of Defense in the US As technol-
ogy innovates new military capabilities, the technological superiority of military power shifts from country
to country everyday. In the concept of “hybrid warfare”, which is a military product of such technological
innovation the role played by intelligence, especially by GEOINT, is ascending in a positive direction. This
situation indirectly enhances civil-military cooperation and public-private relations. Today, this situation is
seen in the field of intelligence as well as in the increasing presence of private sector-based companies,
as producers in the defense industry. “Commercially available high-definition images provided by compa-
nies such as “Planet Labs”, “Terra Bella”, “BlackSky Global”, “Orthecast” or “XpressSAR” have enabled
companies, charities and a number of non-state actors to acquire GEOINT capabilities.” This situation is
an indication that civilians will involve in more conflicts both in terms of quality and quantity in the future.

Our argument in this study is that the “fog of war” (Ger. Nebel des Krieges) that was introduced added to
the literature by the Prussian General Carl von Clausewitz, although the nature of the conflict has become
more sophisticated with the inclusion of “players”, it is decreasing day by day due to the above arguments.

Keywords: Geospatial Intelligence, East Turkestan, People’s Republic of China, Reeducation Centers.
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ABD’NIN AYAKLANMALARA KARSI KOYMA STRATEJISINDE iSTIHBARAT: DOKTRIN
VE UYGULAMA (IRAK VE AFGANISTAN ORNEGI)
J.Yzb. Burak LEVENT
Jandarma ve Sahil Glivenlik Akademisi
b.levent@icloud.com

OZET

Calismanin amaci, 11 Eylul 2001 saldirilarinin ardindan éncelikle Amerika Birlesik Devletleri’'nin dnder-
liginde sonrasinda ise NATO muttefiki tlkeler araciligiyla Afganistan’a, 2003 yilinda ise Irak’a gerceklestir-
ilen mudahalelerde ABD’nin ayaklanmalara karsi koymadaki istihbarat doktrinini ve sahadaki uygulama-
larini arastirmaktir. Bu kapsamda, ayaklanmalara karsi koymada istihbaratin rolini Irak ve Afganistan
ornekleri Uzerinde degerlendirerek analiz edilmeye calisilacaktir. Bu kapsamda calismanin temel sorusu
ABD’nin ayaklanmalara karsi koymada istihbarat doktrinini nasil olusturdugu ve bu doktirinin Afganistan ve
Irak’ta ne sekilde uygulandigi seklindedir.

Ayaklanmalara kars1 koyma surecinde uygulama sahasindan gesitli kaynaklar vasitasiyla toplanan bilg-
inin analiz edilerek istihbarat niteligi kazandiriimasi, karar vericilerin uygulayacagi yéntemler veya alacagi
tedbirler konusunda dogru hareket etmesini saglamaktadir. Ancak bu bilgiyi toplayan ve toplanan bilgiyi
analiz eden kisilerin veya gruplarin llkenin kilttrel ve toplumsal yapisi, ekonomik durumu, 6rf adet kurallar
gibi ayaklanmaya sebep olan etmenlere tam olarak hakim olmasi gerekmektedir. Diger yandan Afganistan
ve Irak bolgelerinde ABD ve Koalisyon Kuvvetlerince gergeklestirilen mudahale geregi istihbarat carkinin
isletimesinde koordinasyonu ve ortak calismayi gerekli kilmaktadir. Dolayisiyla karmasik olan istihbarat
slirecinin saglikli bir sekilde isletilmesi istihbarata ihtiya¢ duyan karar alicilara uygun yanitlar sunacaktir.

Her ayaklanmanin kendine has karakteristigi olsa da gegmis tecriibe ve uygulamalardan olusturulan
ayaklanmalara karsi koyma doktrininin incelenmesi 6nem arz etmektedir. Bu baglamda; galismanin birinci
bolimiinde Afganistan midahalesinden 6nce ABD’nin ayaklanmalara karsi koyma doktrini gergevesinde isti-
hbaratin yeri ortaya konulacaktir. ikinci bélimde; ABD'nin ayaklanmalara kargi koyma doktrini 1siginda istih-
baratin Afganistan ve Irak sahasindaki uygulamalari ele alinacaktir. Sonug béliminde ise; incelenen vakalar
cercevesinde ABD’nin ayaklanmalara karsi koymadaki istihbarat uygulamalarinin olumlu ve olumsuz yoénleri
ortaya cikarilarak érnek alinmasi veya alinmamasi gereken uygulamalarin aciga ¢ikariimasi saglanacaktir.

Dolayisiyla bu ¢calisma, nitel arastirma yéntemlerinin benimsendigi durum calismasina (vaka arastir-
masi) dayanmaktadir. Afganistan ve Irak vakalari Uzerinden yapilacak nitel durum ¢alismasi ile ABD’nin
ayaklanmalara karsi koymadaki istihbarat uygulamalarinin butiincil olarak degerlendirilerek derinlemesine
arastiriimasi saglanacaktir. Calismada; bilimsel makaleler, dnde gelen dustince kuruluslarinin yayinlari, re-
smi veya resmi olmayan kurum ve kuruluslarin faaliyet raporlari, resmi devlet organlarinin stratejik belgeleri
ve kitaplarin incelenmesiyle veriler toplanacaktir. Yapilan bu arastirma ile elde edilen veriler ayaklanma-
lara karsi koymada istihbaratin roli cercevesinde betimsel analize tabi tutularak uygulama alaninda fayda
saglayacak sonuglara ulasiimaya galisilacaktir. Calismanin neticesinde elde edilen bulgularin durumlara
kargi genelleme yapmasi degil, ileride karsilasilacak benzer durumlara yén géstermesi amaclanmaktadir.

Yapilan galismanin nihayetinde elde edilecek bulgularin, Turkiye’'nin ayaklanmalara karsi koymadaki
istihbarat uygulamalarina katki saglayacagi ve ileride karsilasilacak benzer durumlarda uygulanabilir yon-
temler sunacagi degerlendiriimektedir.

Anahtar Kelimeler: Ayaklanmalara Karsi Koyma, Istihbarat, Afganistan, Irak
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INTELLIGENCE IN THE USA’S COUNTER-INSURGENCY STRATEGY: DOCTRINE AND
IMPLEMENTATION (THE EXAMPLE OF IRAQ AND AFGHANISTAN)

ABSTRACT

The aim of the study is to investigate the intelligence doctrine and the practices in the field firstly under
the leadership of the United States of America, then through NATO ally countries, interventions carried out
in Afghanistan and in Iraq in 2003 after the attacks of September 11, 2001. In this context, the role of intel-
ligence in countering insurgency will be analyzed on the examples of Iraq and Afghanistan. In this context,
the main question of the study is how the USA formed the intelligence doctrine in countering insurgencies
and how this doctrine is applied in Afghanistan and Iraq.

In the process of counter-insurgency, analyzing the information gathered from the field of application
through various sources and gaining the quality of intelligence ensures that decision makers act correctly
on the methods to be implemented or the measures to be taken. However, the individuals or groups that
collect this information and analyze the collected information must have full command of the factors that
caused the insurgency, such as the cultural and social structure of the country, economic situation, and
customary rules. On the other hand, the intervention carried out by the US and Coalition Forces in Afghan-
istan and Iraq requires coordination and cooperation in the operation of the intelligence wheel. Therefore,
the healthy operation of the complex intelligence process will provide appropriate responses to decision
makers who need intelligence.

Although each insurgency has its own characteristic, it is important to examine the doctrine of resisting
the uprisings created from past experiences and practices. In this context; In the first part of the study,
the place of intelligence within the framework of the counter-insurgency doctrine of the USA before the
Afghanistan intervention will be revealed. In the second part; The applications of intelligence in Afghanistan
and Iraq will be discussed in the light of the counter-insurgency doctrine of the USA. In the conclusion part;
Within the framework of the cases examined, the positive and negative aspects of the intelligence practices
of the USA in countering insurgencies will be revealed and the practices that should or should not be taken
as an example will be revealed.

Therefore, this study is based on a case study in which qualitative research methods are adopted. With
the qualitative case study to be conducted on the Afghanistan and Iraq cases, it will be ensured that the
intelligence practices of the USA in countering insurgencies will be evaluated and investigated in depth. In
the study; Data will be collected by examining scientific articles, publications of leading think tanks, activity
reports of official or unofficial institutions and organizations, strategic documents of official government
bodies and books. The data obtained through this research will be subjected to descriptive analysis within
the framework of the role of intelligence in countering the riots, and results that will benefit in the field of
application will be tried to be reached. It is aimed that the findings obtained as a result of the study do not
generalize against the situations, but guide the similar situations that will be encountered in the future.

The findings of this study will ultimately obtained, will contribute to Turkey’s intelligence in countering the
insurgency practices and methods applied in similar situations in the future be faced is considered to offer.

Keywords: Counter-insurgency, Intelligence, Afghanistan, Iraq

91



Jandarma ve Sahil Giivenlik Akademisi “II. Uluslararasi Giivenlik Kongresi” Bildiri Ozel Kitab:

iSTIHBARAT SERVISLERI’NIN ORTA DOGU’DA iSLAM DiNiNi KULLANMASI: GULAM
HUSSEIN ORNEGI
Ogr.Gor. Bora IYIAT
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OZET

ingiltere, XX yiizyll baslarinda Orta Dogu’da Araplari ve Kiirtleri kiiresel hakimiyet plani cergevesinde
kullanarak, Osmanli Devleti'nin etkisinin kirilmasi amaca ulagsma yolunda en optimum yol olarak
gorilmistir. ingiltere igin bu proje kapsaminda Orta Dogu’nun bir sosyolojik gergegi olan Kiirtler'e ydnelik
galismalarda, birlikte yasama ve ortak kiiltir olgusu, ilk hedefe konulanlar arasinda yer almistir. ingiliz is-
tihbarat gérevlileri icin Kiirt etnisitesi bolge lizerinde ingiliz politikalarinin uygulanabilmesi igin kullanilabilir
bir arag olmus ve bu amagla sahada XX. yiizyilin baslarindan itibaren gérev yapan ingiliz istihbaratgilari bu
hedefe yonelik calisma yapmislardir. Bu anlamda bakilmasi gereken ana parametre, temel istihbarat bilimi
cercevesinden hareketle bolgede yuritilen calismalarinin analizidir. Bélgede yuritilen faaliyetlerin ana
ekseni ise psikolojik harekat faaliyeti olarak adlandirilan tipolojiye dahildir. ingiliz istinbaratgilar bélgede
psikolojik harekat faaliyetleri olarak tanimlayabilecegimiz calismalarini, bilgi toplama ve degerlendirme
faaliyetlerinin hemen ardindan yiritmislerdir. Bu anlamda Ingiliz ajanlari, agirlikli olarak dilsel ve kiltirel
kimliklere yonelerek, Kurtlerin ayri bir millet oldugu ve tarihsel derinliginin gok eski devirlere dayandigi
iddiasini bolgedeki asiretlere yineleyerek, onlari ayrilikgi distince temelinde kiskirtmiglardir. Birinci Diinya
Savasi basladiginda istedigi Musul petrollerine sahip olmak ve Bogazlarin Gizerinde tam bir denetim kurmak
hedefinde olan ingiltere daha énce bdlgede yaptidi istihbarat faaliyetleri sonucunda, Osmanli hakimiyeti
altindaki Orta Dogu’da hakim olabilmenin yolunun, bélgede tampon sahalar olusturmak dider bir ifade ile
kendi kontrolinde uydu devletler kurmak oldugunun hesaplarini cok 6nceden yapmistir. Gerek Osmanl
Devleti’nin Anadolu cografyasi gerekse de Orta Dogu’da mukim topraklari izerinde ingiliz istihbarati adina,
Birinci Diinya Savasi 6ncesi, sirasi ve sonrasinda bu faaliyetleri yiriiten belli isimler farkli alanda yaptiklari
calismalariyla 6n plana gikmislardir. iste, ingiliz istihbarat gérevlisi olarak bélgede gérev yapanlar arasinda
belki de en ilging olan kisi, Ely Banister Soane’dir. Genel olarak, Kiirt asiretlerine yonelik istihbarat topla-
ma, &rtiilii operasyon ve psikolojik harekat faaliyetleri yiiriiten ingiliz gorevliler temel olarak altin, para ya
da makam gibi araglarla kitleleri maniple etme yolunu secerlerken, Soane, bdlgede gorev yapan diger
istihbarat gorevlilerinden farkli olarak dinsel 6geleri kullanmay tercih etmis, tUstelik kimligini ve niyetini cok
basariyla kamufle etmeyi basarmistir. Mirza Gulam Huseyin Sirazi kod adiyla bélgede faaliyet yiriten
Soane, Batili istihbarat teskilatlari tarafindan bolgede hala yurutilmekte olan faaliyetlere tarihsel kaynaklar
Uzerinden bakmayi saglayacak, ginimuz ve gelecek iginde bir projeksiyon ortaya koymak lzere, 6rnek bir
vaka analizi olarak hazirlanmstir.

Anahtar Kelimeler: Ortadogu, Islamiyet, Istihbarat, Psikolojik Harekat, ingiltere
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USE OF ISLAM IN THE MIDDLE EAST BY INTELLIGENCE SERVICES: THE CASE OF
GULAM HUSSEIN

ABSTRACT

By using the Arabs and Kurds in the Middle East at the beginning of the XX century within the frame-
work of the global domination plan, breaking the influence of the Ottoman Empire was seen as the most
optimal way to achieve the goal. Within the scope of this project for England, the concept of living together
and common culture was among the first targets in the studies on the Kurds, which is a sociological reality
of the Middle East. For British intelligence officers, Kurdish ethnicity has been a useful tool for the imple-
mentation of British policies on the region, and for this purpose, XX. British intelligence officers, who have
been working since the beginning of the century, have worked towards this goal. In this sense, the main
parameter to be considered is the analysis of the studies carried out in the region, based on the framework
of basic intelligence science. The main axis of the activities carried out in the region is included in the ty-
pology called psychological operations activity. British intelligence officers carried out their work, which we
can define as psychological operations in the region, right after the information gathering and evaluation
activities. In this sense, British agents provoked them on the basis of separatist thought by reiterating the
claim that the Kurds are a separate nation and that their historical depth dates back to ancient times, mainly
turning to linguistic and cultural identities. When the First World War started, England, which aimed to have
Mosul oil and to establish full control over the Straits, as a result of its intelligence activities in the region,
the way to dominate the Middle East under Ottoman rule was to create buffer areas in the region, in other
words, satellite states under its control. He made the calculations that it was to be established long ago.
Certain names who carried out these activities before, during and after the First World War on behalf of the
British intelligence on both the Anatolian geography of the Ottoman Empire and the lands residing in the
Middle East came to the fore with their works in different fields. Here, perhaps the most interesting person
among those who served in the region as a British intelligence officer is Ely Banister Soane. In general,
while the British officers, who carried out intelligence gathering, covert operations and psychological op-
erations against Kurdish tribes, mainly chose to manipulate the masses with tools such as gold, money or
authority, Soane preferred to use religious elements, unlike other intelligence officers working in the region.
moreover, it has successfully camouflaged its identity and intentions. Soane, which operates in the region
with the code name of Mirza Gulam Huseyin Sirazi, has been prepared as a case study in order to present
a projection for the present and the future, which will enable the Western intelligence agencies to look at
the activities still carried out in the region through historical sources.

Keywords: Middle East, Islam, Intelligence, Psychological Operations, Great Britain
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ULUSLARARASI GUVENLIK SORUNU OLARAK TERORIZM-PARAMILITARIZM ETKILESIMi
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OZET

Uluslararasi guivenlik agisindan birincil tehdit niteligini strdiiren terérizm, farkli boyut ve formlarda ken-
disini yeniden iretebilen bir olgu niteligindedir. ideolojik ve motivasyonel gesitlilik, yeni ve farkli eylem tipler-
inin gelistiriimesi, propaganda ve iletisim kabiliyetlerindeki gelisim gibi pek ¢ok farkli boyutta uluslararasi
guvenlige yonelik tehdit niteligini devam ettiren terérizm, ayni zamanda cografi baglam ve 6lgek agisindan
da bu niteligini pekistirmekte ve derinlestirmektedir. Bununla birlikte terérizm, miinferiden ortaya ¢ikardigi
bu tehdidi, farkh siyasal siddet tipleri ile etkilesim icine girerek farkli bir forma da tasiyabilmektedir. S6z
konusu etkilesim dizlemleri baglaminda terérizm-paramilitarizm etkilesimi en somut ve en etkin dizlemi
teskil etmektedir. Paramilitarizm, siyasal siddet skalasinda, devlet-disi siyasal siddet tiplerinin istisnai ve
muglaklik arz eden bir ¢esidi olarak yer almaktadir. S6z konusu istisnai nitelik ve muglaklik, paramilit-
er yapilar ve devlet organlari arasindaki iligki ve bu yapilarin revizyonist ve devrimci karakterin aksine
statlikocu ve savunma refleksine sahip yapilar olmasindan kaynaklanmaktadir. Bu baglamda, devlet organ-
lari ile dogrudan veya ortulu iligki icinde olabilen; bu boyutlariyla resmi, yari resmi ve otonom olarak tasnif
edilebilen paramiliter yapilar, varolussal agidan terérizmin karsisinda konumlanmaktadirlar. Yakin dénem-
de Kolombiya ve Kuzey irlanda’da en somut érneklerinin gézlemlendigi terérizm-paramilitarizm etkilesimi,
glnimuzde Suriye ve Irak’'ta kendisini gostermektedir. S6z konusu 6rneklerde, terérizm-paramilitarizm
etkilesiminin yarattigi siddet sarmali ve kaotik donglntin ciddi bir glivenlik tehdidi yarattigi gortilmektedir.
Buna gore, terérizm-paramilitarizm etkilesimi; karsilikli olarak Uretilen varolussallik argimanlari ve mesrui-
yet zemini insasi, teror orgutlerinin paramiliterlesme stratejileri ve mesruiyet tesisi arayislari, paramiliter
yapilarin orta ve uzun vadede terérizm karakterine yonelimleri gibi farkli dinamiklere sahiptir. Bunun sonu-
cunda, mesru siddet tekeli ve mesru siyasal otoritenin asinmasi, ortadan kalkmasi veya yeniden uretile-
memesi gibi kisitliliklar kirilgan, zayif veya basarisiz devlet formlarinin yayginlasmasina yol agmaktadir.
Bu durum ise bir déngl halini almakta; uluslararasi guvenligi dogrudan ve olumsuz bigimlerde etkilemek-
tedir. Bu baglamda, bu galisma kapsaminda, terérizm-paramilitarizm etkilesiminin unsurlari, zeminleri ve
dinamikleri agiklanacak, bunun ardindan bu etkilesimin uluslararasi guivenlige yonelik olarak olusturdugu
tehdidin boyutlar ve nitelikleri sunulmaya calisilacaktir.

Anahtar Kelimeler: Terérizm, Paramilitarizm, Uluslararasi Glvenlik

94



Jandarma ve Sahil Giivenlik Akademisi “II. Uluslararasi Giivenlik Kongresi” Bildiri Ozel Kitab:

TERRORISM-PARAMILITARISM INTERACTION AS AN INTERNATIONAL SECURITY
ISSUE

ABSTRACT

Terrorism, which persists its characteristic as a primary threat to international security, is a phenome-
non that can reproduce itself in different forms and dimensions. Terrorism continues to be a threat to the
international security in many different dimensions like ideological and motivational variety, development
of new and different forms of actions, improvements on propaganda and communication capabilities. At
the same time, it strengthens and deepens its threatening characteristic in geographical context and scale.
Additionally, terrorism can carry this individual threat to a different form by interacting with different types
of political violence. In the context of these interaction planes, the interaction of terrorism-paramilitarism
constitutes the most concrete and effective plane. Paramilitarism stands as an exceptional and ambiguous
type of non-state political violence on the scale of political violence. The aforementioned exceptional nature
and ambiguity in question stems from the relationship between paramilitary structures and state organs and
the fact that these structures are pro status quo and defensive structures in contrast to the revisionist and
revolutionary character. In this context, paramilitary structures which may be in direct or covert relationship
with state bodies and therefore, can be classified as official, semi-official or autonomous in these dimen-
sions, position themselves against terrorism from an existential perspective.

The terrorism-paramilitarism interaction, of which the most concrete examples were observed in Co-
lombia and Northern Ireland in recent years, shows itself in Syria and Iraq today. In these examples, it is
seen that the spiral of violence and chaotic cycle created by the interaction of terrorism-paramilitarism cre-
ates a serious security threat. According to this, terrorism-paramilitarism interaction has different dynamics
such as mutually produced existential arguments and construction of foundation of legitimacy, paramilita-
rization strategies of terrorist organizations and their pursuit of legitimacy, and the tendency of paramilitary
structures turn into to the characteristics of terrorism in the medium and long term. As a result of these
dynamics, limitations such as erosion, disappearance or irreproducibility of the legitimate monopoly of
violence and political authority lead to the proliferation of fragile, weak or unsuccessful forms of state. This
situation turns into a cycle and effect the international security directly in a negative way. In this context,
within the scope of this study, the elements, foundations and dynamics of the terrorism-paramilitarism inter-
action will be explained, and then the dimensions and characteristics of the threat posed by this interaction
to international security will be presented.
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ULUSAL / ULUSLARARASI GUVENLIK ACISINDAN iSTIHBARAT SERVISLERI VE ALGI
YONETIMI
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OZET

Kurulmasi planlanan yeni diinya diizeninde, cografi konumu, jeopolitik &nemi ve adil gucl ile Turkiye’nin
rolli, imkan ve kapasitesi, sliphesiz herkes tarafindan ciddi bir sekilde g¢alisiimaktadir. Dolayisiyla kiresel
guvenlige ve 6zellikle de Turkiye'nin milli gtiivenligine yonelik tehditlerin, kiresel aktérlerin yonlendirmesi
ve devlet disi aktorlerin artan etkisi ile 6nimuzdeki yillarda cesitlenecegini ve artacagini tahmin etmek hig
de zor gorinmemektedir. Bu agidan dustnuldigunde, milli / uluslararasi glivenlidin hayati bir unsuru olan
istihbari faaliyetler ve istihbarat birimleri, devlet olmanin olmazsa olmazlarindandir. Yani, gercek zamanl
istihbarat yetenegi, Tirkiye’nin milli / uluslararasi giivenlik stratejilerini diinya ¢capinda etkin bir sekilde uy-
gulayabilmesi igin kilit bir aractir. istinbarat birimlerinin i¢/dis istihbari faaliyetlerinde giderek genisleyen etki
alani, Turkiye’nin her platformda bdélgesel ve kiresel bir gli¢ olarak yerini almasina olanak saglayacaktir.
Bu kapsamda diinyadaki tim istihbarat birimlerinin basarmasi gereken en temel hedeflerden biri, yabanci
istihbarat ve guivenlik birimlerinin ¢cabalarini engellemek yani istihbarata kargi koymak, karsi istihbarat faali-
yetleri yurutmektir. Zaten karsi istihbarat faaliyetleri, istihbarat strecinin tim adimlarina entegre edilmelidir.
Kars istihbarat faaliyetleri, sadece istihbarat sureci veya uretimi ile degil, ayni zamanda algi yonetimine
iliskin unsurlarla birlikte disinulmesi gereken bir olgudur. Algi ydnetimi, bilingli veya bilingsiz olarak her
zaman istihbarata kargi koymanin ayrilmaz bir pargasi olmustur. istihbari faaliyetlerin temel ilkelerinden bir
digeri ise, istihbarati, algi yonetimini dogru ve zamaninda kullanarak operasyonlarla senkronize etmektir.
Bu acidan bilgi operasyonlari yoluyla algi yonetimi, istihbarat birimleri tarafindan kitle iletisiminde etkili
bir yéntem olarak kullanilmaktadir. Bununla birlikte, ulusal/uluslararasi givenlik baglaminda algilari etkin
bir sekilde yonetmesi gereken istihbarat birimlerinin _kendileri algi yonetiminin hedefi olabilmektedir. Diger
bir anlatimla, algi yonetimi uygulamalari, ulusal/uluslararasi kamuoyu nezdinde istenilen sekilde algilar
yonlendirmek amaciyla istihbari faaliyetler ve istihbarat birimleri izerinde de yogun bir sekilde kullaniimak-
tadir. Bu bildiride, genelde istihbarat birimleri zelde ise Milli Istihbarat Teskilati Bagkanligi (MiT) hakkinda
yuruatulen algi yonetimi uygulamalari ele alinacaktir. Bu amacla, énce milli / uluslararasi guvenlik, istibarat
faaliyetleri ve birimleri, algi ydnetimi kavramlarini bu bildiride kullanilan iglevsel tanimlarina yer verilecektir.
Sonra, istihbarat birim ve faaliyetlerinin milli / uluslararasi giivenlik agisindan kisaca énemine deginilecektir.
Daha sonra, istihbarat birim ve faaliyetleri gergevesinde algi yonetiminin temelde neyi hedefledigine ve algi
yénetiminin nasil gergeklestirilebilecegine dair farkl tekniklere yer verilecektir. Son olarak ise, MIT hakkin-
da yUritllen veya ydrutulebilecek olasi algl yonetimi uygulamalari ve bunlara karsi yapilabilecek éneriler
sunulacaktir. Tirkiye'ye yonelik tehditlerin strekli degisen bir tarzda arttigi bir gercektir. Yabanci istihbarat
servislerinin algi yonetimi ile desteklenmis eylemlerinin bunlardan biri olmasindan hareketle, bu ¢alismanin
alana ciddi bir katki saglayacagi disunulmektedir.
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INTELLIGENCE AGENCIES IN TERMS OF NATIONAL / INTERNATIONAL SECURITY AND
PERCEPTION MANAGEMENT

ABSTRACT

In the “New World Order” that is planned to be established, the role, potential and capacity of Turkey
with its geographical location, geopolitical importance and just power are undoubtedly being studied seri-
ously by everyone. Therefore, it is not difficult to predict that the threats to global security and especially to
Turkey’s national security will diversify and increase in coming years with the guidance of global actors and
the increasing influence of non-state actors. When considered from this point of view, intelligence activities
and intelligence agencies, which are vital elements of national/international security, are indispensable for
being a State. In other words, real-time intelligence capability is a key tool for Turkey to effectively imple-
ment its national/international security strategies worldwide. The ever-expanding domain of intelligence
agencies in domestic/foreign intelligence activities will enable Turkey to take its place as a regional and
global power in every platform. In this context, one of the main goals that all intelligence agencies in the
world should achieve is to prevent the efforts of foreign intelligence and security units, that is, to counter
intelligence and to carry out counterintelligence activities. In fact, counterintelligence activities should be
integrated into all steps of the intelligence process. But counterintelligence activities are a phenomenon
that should be considered not only with the intelligence process or production, but also with the elements
related to perception management. Perception management has always been an integral part of countering
intelligence, consciously or unconsciously. Another basic principle of intelligence activities is to synchronize
intelligence with operations by using perception management correctly and timely. In this respect, percep-
tion management through information operations is used by intelligence agencies as an effective method
in mass communication. However, intelligence agencies that need to effectively manage perceptions in the
context of national/international security can sometimes be the target of perception management them-
selves. In other words, perception management practices are used extensively on intelligence activities and
intelligence agencies in order to direct perceptions‘in‘the national/international public opinion as desired. In
this paper, the perception management practices carried out on the intelligence agencies in general and the
National Intelligence Organization (MIT) in particular will be discussed. For this purpose, firstly, functional
definitions of national/international security, intelligence activities and units, perception management con-
cepts used in this paper will be included. Then, the importance of the intelligence agencies and activities
in terms of national/international security will be briefly mentioned. Then, different techniques will be given
about what perception management mainly aims at and how perception management can be performed
within the framework of the intelligence agencies and its activities. Finally, possible perception manage-
ment practices that are or may be carried out on MIT and suggestions that can be made against them will
be presented. It is a fact that the threats against Turkey are increasing in a constantly changing manner.
Considering that the actions of foreign intelligence services supported by perception management are one
of them, it is thought that this study will make a serious contribution to the field.

Keywords: National Security, International Security, Intelligence, Perception Management
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iSTIHBARATTA DIPLOMATIK MiSYONLARIN ROLU: EBILOV ORNEGI

Tiirkan NECEFOGLU
Hacettepe Univesitesi
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OZET

Diplomasi, iki Ulke iligkilerinin kurulmasi ve surekliligi icin yurtnebilecek en saglam yoldur. Diplomatik
misyon ve ev sahibi llke arasinda karsilikli taninan haklar oldukga énemlidir. Ancak herkes tarafindan
bilinen ve lGzerinde fazla konusulmayan bir mevzu vardir. Bu da, diplomatlarin zaman zaman sahip oldugu
dokunulmazligi kullanarak, sinirlarini agsmasidir.

Bir ulkenin diger ulkeler karsisinda Ustlnlik saglayabilmesi igin, bilgi bakimindan rakiplerinden 6nde
olmasi gerekmektedir. Teknolojinin istihbaratta giinimizdeki kadar rol oynamadigi zamanlarda bu gérev
rakip ulkelerdeki sefirlere dusmekteydi. Tlccarlardan, yerel halktan ve ydnetime yakin kimselerden to-
planilacak her tiirlii bilgi oldukga kiymetliydi. Ozellikle 1. Diinya Savasi’ndan sonra, degisen diinya
dizeniyle birlikte istihbaratin rekabetteki 6nemi artti. Rakip Ulkeye dair toplanan bilginin ¢oklugundansa,
kullanilabilir olaninin ayiklanmasi mahimdi. Bilginin toplanmasinin yani sira, stziilmesi ve yorumlanmasi
konusunda diplomatlara buyuk rol dismekteydi. Bir diplomat iginde bulundugu tlkenin sartlari dogrultusun-
da elindeki bilgiyi en dogru sekilde analiz eden taraf olmalidir. Bilgiyi saf hali ile degil, mimkin olan en
dogru analiz edilmis hali ile merkeze raporlamalidir. Bu gérev igin diplomatik misyonlar, sahip olduklari
diplomatik dokunulmazhgr optimum sekilde kullanmaya c¢alisirlar. Elbet bu durum, ev sahibi lke tarafindan
ongorilebilir ve ona gore tedbir alinmaya calisilabilir.

TBMM'nin agilmasindan bes glin sonra, Bolsevik Rusyasi’'nin isgali ile Azerbaycan’daki milli hikimet
dustu ve Azerbaycan Sovyet Sosyalist Cumhuriyeti(ASSC) ilan edildi. ASSC’nin kurulusu itibariyle, yonet-
iciler butiin emirleri Moskova’dan almaktaydi. Diplomasi ve istihbarat birimleri timuyle Moskova’nin kon-
trolu altindaydi. Rusya’da ise 1549’da Buyukelgilik Prikazi kurulana kadar, istihbarat ile diplomasi arasinda
belirgin bir fark yoktu. Bu durum Prikazin kurulmasindan sonra da goériinur bir is birligi icinde devam etti.
Carlik Rusyasr’ndan gelen bu aliskanlik, Sovyet Rusyasi'nda da surdirildi. 1917 Ekim Devrimi sonrasin-
da Rusya Bolsevikleri, diger devletlerce taninmak ve o Ulkelerde diplomatik misyonlar vasitasiyla iligkileri
gelistirmek icin galisiyordu. Diger devletler tarafindan'taninma endisesine sahip olan Turkiye Blyik Millet
Meclisi Huklimeti ile Rusya Sosyalist Federatif Sovyet Cumhuriyeti(RSFSC) vakit kaybetmeden birbirlerini
tanidilar ve diplomatik misyonlarini olusturmaya basladilar. Moskova'nin onayi ile Azerbaycan SSC’nin
temsilcisi ibrahim Ebilov Ankara’ya geldi ve diplomatik misyonun kurulus galismalarina basladi. Ebilov, An-
kara’ya gelir gelmez, ticari iligkilerin kurulmasi adina ‘Ticaret Subesi’ni kurdu. Blytukelgilige bagli bu birimin
calisanlar, ticaret adi altinda iligkiler kurarak istihbarat bilgisi toplamaktaydi.

Bu bildiride Ebilov’'un Ustleri ile olan yazismalari kaynak olarak kullanildi. Bu mektuplardan anlasildigi
Uzere, Ebilov ustlerinden belirli alanlarda bilgi toplamasi igin emirler almaktaydi. Siyasi, askeri, ekonomik,
toplumsal meselelerden istihbarat toplamasinin yani sira, Rusya ve Azerbaycan’dan kagan karsi devrim-
ciler hakkinda da bilgi toplamaktaydi. Ozellikler Kars'taki Konsolosu islam Hacibeyli'ye mektupla verdigi
talimatlardan, bolgedeki askeri birlikler ve karsi devrimciler hakkinda bilgiler toplamasini istedigini gorebil-
iriz. Ebilov’'un yazismalari daha 6nce de calisiimis olmasina ragmen, bu galismalarda daha gok Ebilov'un
ASSC ve TBMM iligkilerine katkilari tzerinde durulmustur. Ebilov’'un Ankara’da bulundugu siireyi romantik
baglamda ele alan ve Ataturk’e yaklasimlarini ‘dostluk’ olarak tanimlayan diger calismalarin aksine, bu
bildiride realist bir bakis acisiyla bir diplomatin davranmasi gerektidi gibi dostane davranarak Ulkesi igin
istihbarat toplama galismalari ele alinacak.

Anahtar Kelimeler: istihbarat, Diplomasi, Azerbaycan, Tiirkiye, Sovyet

98



Jandarma ve Sahil Giivenlik Akademisi “II. Uluslararas: Giivenlik Kongresi” Bildiri Ozel Kitab

THE ROLE OF DIPLOMATIC MISSIONS IN INTELLIGENCE: THE CASE OF EBILOV

ABSTRACT

Diplomacy is the most solid way to establish and maintain relations between the two countries. Mutually
recognized rights and diplomatic mission between the host country are very important. However, there is
an issue that is known by everyone and is not talked about much. This is when diplomats sometimes go too
far, using the diplomatic immunity they have.

In order for a country to be superior to other countries, it must be ahead of its competitors in terms of
knowledge. When technology did not play a role in intelligence as much as it does today, ambassadors in
rival countries were responsible for this task. Any information to be gathered from traders, local people and
people close to the government was very valuable. Especially after the First World War, the importance
of intelligence in competition increased with the changing world order. It was important to weed out the
available information rather than the abundance of information gathered about the rival country. In addition
to collecting information, diplomats had a great role in filtering and interpreting it. A diplomat should be the
party that analyzes the information in the most accurate way in line with the conditions of the country she is
in. The information should be reported to the center not in its pure form, but in the most accurate analysis
possible. For this task, diplomatic missions try to make optimum use of the diplomatic immunity they have.
Of course, this situation can be foreseen by the host country and measures can be taken accordingly.

Five days after the opening of the Grand National Assembly of Turkey, with the occupation of Bolshevik
Russia, the national government in Azerbaijan fell and the Azerbaijan Soviet Socialist Republic (ASSR) was
proclaimed. As of the establishment of the ASSC, the rulers received all orders from Moscow. Diplomatic
and intelligence units were completely under Moscow’s control. In Russia, there was no clear distinction be-
tween intelligence and diplomacy until the Embassy Prikaza was established in 1549. This situation contin-
ued in visible cooperation after the establishment of Prikaz. This habit, which came from Tsarist Russia, was
also continued in Soviet Russia. After the October Revolution of 1917, Russian Bolsheviks were working to
be recognized by other states and to improve relations in those countries through diplomatic missions. The
Turkish Grand National Assembly Government and the Russian Socialist Federative Soviet Republic (RS-
FSR), which were concerned about being recognized by other states, immediately recognized each other
and started to establish their diplomatic missions.With the approval of Moscow, the representative of the
Azerbaijan SSR, Ibrahim Ebilov, came to Ankara and started the establishment of the diplomatic mission.
As soon as Ebilov arrived in Ankara, he established the ‘Trade Branch’ in order to establish commercial
relations. The employees of this unit affiliated to the embassy were collecting intelligence information by
establishing relations under the name of trade.

In this paper, Ebilov’s correspondence with his superiors was used as a source. As understood from
these letters, Ebilov was receiving orders from his superiors to gather information in certain areas. In
addition to collecting intelligence on political, military, economic and social issues, he was also collecting
information about counter-revolutionaries fleeing from Russia and Azerbaijan. Specifically, we can see from
his letter to the Consul in Kars, Islam Hajibeyli, that he asked him to gather information about the military
units and counter-revolutionaries in the region. Although Ebilov’s correspondence has been studied before,
these studies mostly focused on Ebilov’s contributions to ASSC and GNAT relations. Unlike other studies
that discuss Ebilov’s time in Ankara in a romantic context and describe his approach to Atatlrk as ‘friend-
ship’, this paper will focus on his intelligence gathering for his country from a realistic point of view, behaving
amicably as a diplomat should.

Keywords: Intelligence, Diplomacy, Azerbaijan, Turkey, Soviet
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SIBER iSTIHBARATIN ULUSAL GUVENLIK ALANINDA KULLANIMI VE KiSISEL HAKLAR
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OZET

istihbarat; bireylerden devletlere kadar, sosyal toplumu olusturan biitiin unsurlarin dogal ihtiyacidir. Bu
ihtiyag, gergek ya da tuzel olmasina bagh olmaksizin butin kisiliklerin degisimlere ayak uydurma, karar ve
dnlem alma gereksinimlerinden kaynaklanmaktadir. Istihbarat hayatta kalmak igin zorunluluktur. Elektronik
ve bilgisayar teknolojisindeki gelismeler, siber uzay kavraminin olusmasina neden olmustur. Siber uzay
kendini olusturan butin unsurlarin birbirini etkileme yetenegine sahip oldugu, cevrimigi bir ortam olarak
tanimlanabilir. Ancak tehlikeli bir boyutu oldugu da bir gercektir. Siber uzayda gerceklestirilen eylemlerin
gercek diinyada ciddi sonuglari olabilmektedir. Siber uzayda var olan aktorlerin ve Ustlendikleri rollerin net
olmamasi, sahanin tamaminin gézlemlenemeyecek kadar biiylik olmasi ulusal giivenlik icin yeni bir tehdit
vektdrii olusturmustur. istihbarat kavrami bu saha igin Siber istihbarat olarak evirilmistir.

Ulkeler, siber uzaydaki faaliyetleri diizenlemek igin gesitli kanunlar gikartmistir. Bu kanunlar, gergek
diinyadaki yasal mevzuatlari temel alarak, kurum ve kisilerin hak, yetki, sinir ve birbirlerine karsi sorum-
luluklarini belirlemektedir. Tirkiye'nin Kisisel verileri Koruma Kanunu, Avrupa Birligi Genel veri Koruma
Tuzigu (EU-GDPR), Avrupa Birligi e-Gizlilik Tuzigi (EU-ePR)) bunlarin bilinen érneklerindendir.

Siber uzayda hareket alaninin esnekligi siber istihbarata taraf olan devletler ile ulusal tehdit olarak
degerlendirilebilecek orgitlerin glic dengesini degistirmistir. Siber uzayda bilgiler gercek diinyaya kiyasla
daha kolay elde edilebildiginden, tehdit teskil eden unsurlarin elini guglendirmis, devletler ve kurumlar ile
boy dlcusebilecek hale getirmistir. Bu durum devletleri siber glivenlik icin ortak ¢dziumler tUretmeye zor-
lamaktadir. Ulkeler askeri kanatta siber istihbarat alaninda hem bireysel olarak hem de Kuzey Atlantik
Antlasmasi Orgiitii (NATO) kanaliyla énlem almis olsa da, i¢ giivenlik alaninda énlemlerin tam anlamiyla
alinamadigi diisiiniilmektedir. Ulkelerin almak istedikleri énlemler, kendi yasama organlari tarafindan kisis-
el verileri korumak icin koydugu kanunlarla gelismekte ve toplumlarin tepkisine neden olmaktadir. Amerika
Birlesik Devletleri'nde yillardir yiiriirliige koyulmaya calisilan, énceden Siber Istihbarat Paylagim ve Koru-
ma Yasas! (CISPA) olarak bilinen Siber stihbarat Paylasim Yasasinin (CISA), hala yiirirlige koyulamamis
olmasi bunun érnegidir.

Bu bilgiler g6z 6nlne alinarak bu calismada siber istihbarat, siber istihbarata konu olan taraflar
acisindan kullanim yéntem ve sekilleri ile degerlendirilerek, ulusal glvenligin sivil kurulug ve bireylerin
haklarini ihlal etmeden nasil korunabilecegi analiz edilecektir.

Anahtar Kelimeler: Siber istihbarat; Ulusal Giivenlik, Siber Uzay, GDPR
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THE USE OF CYBER INTELLIGENCE iN THE FiELD OF NATIONAL SECURITY AND iTS
IMPACTS ON FUNDAMENTAL RiGHTS

ABSTRACT

Intelligence; it is the natural need of all elements that make up social society, from individuals to states.
This need is due to the need of all personalities to keep up with changes, decision and take precautions,
regardless of whether they are real or legal. Intelligence is a must to survive. Advances in electronics and
computer technology have led to the formation of the concept of cyberspace. Cyberspace can be defined
as an online environment where all the elements that make up it are capable of influencing each other. But
it is also a fact that it has a dangerous dimension. Actions taken in cyberspace can have serious conse-
quences in the real world. The lack of clarity of actors and their roles in cyberspace, and the fact that the
entire field is too large to observe, has created a new threat vector for national security. The concept of
intelligence has evolved into Cyber Intelligence for this field.

Countries have passed various laws to regulate activities in cyberspace. These laws determine the
rights, authorities, limits and responsibilities of institutions and individuals, based on real-world legal regu-
lations. Turkey’s Personal Data Protection Law, General Data Protection Regulation of the European Union
(EU-GDPR), European Union e-Privacy Regulation (EU-ePR) are known examples of these.

The flexibility of the field of action in cyberspace has changed balance of power between states that are
parties to cyber intelligence and organizations that can be considered national threats. Since information
can be obtained more easily in cyberspace than in the real world, it has strengthened the hand of threat-
ening elements and made it challange governments and institutions. This situation forces governments to
come up with allied solutions for cybersecurity. Although countries have taken measures both individually
and through the North Atlantic Treaty Organization (NATO) in the field of cyber intelligence at the military
scope, it's thought that the measures at the internal security scope, could not have been taken enough. The
measures that countries want to take, contradict the laws ,which to protect personal data, enacted by their
own legislatures , provoke a reaction from societies. It's the example that the Cyber Intelligence Sharing
Act (CISA), formerly known as the Cyber Intelligence Sharing and Protection Act (CISPA), which tried to
enact for years in the United States of America, has not yet been enacted.

Taking this information into consideration, cyber intelligence will be evaluated with the methods and
methods of use for the parties subject to cyber intelligence and how national security can be protected
without violating the rights of non-governmental organizations and individuals.
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SIBER TEHDIT iSTIHBARAT PAYLASIMINDA BLOK ZINCIiR TEKNOLOJISININ KULLANIMI
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OZET

Savunma glivenligi bir bakima yasama refleksi gibidir. Yagsama baglanabilmek giivenli bir ortamda mim-
kiindur. Guvenli ortam ise sadece bilgiyle saglanabilir. Devletlerin bilgilenme ya da bilgi edinme suregleri
istihbarattir. Zira istihbarat faaliyetleri 6ztinde “bilgilenme” siiregleridir. Glvenligin temini igin yapilan bitin
gizli, agik, teknik, toplumsal bilgi edinme faaliyetleri istihbarat olarak tanimlanir.

Siber tehdit istihbarati, kurum ve kuruluslara herhangi bir seviyede is unsurlari ve guvenligine zarar
verebilecek tehditler hakkinda tanimlanmis, toplanmis ve zenginlestirilmis verilerin bir stregten gegirilerek
analiz edilmesi sonucu saldirganlarin, motivasyonlarini, amaglarini ve metotlarini tespit etmeye yarayan bir
istihbarat tiriidir. Siber tehdit istihbarati alaninda bazi galismalar devam etse de su anda Siber Tehdit isti-
hbarati paylasim sureci standardizasyonu yetersizdir ve genellikle yogun kaynak isleme gerektiren telefon
ve e-posta gibi guivenli olmayan yontemler kullanilarak anlik olarak paylasiimaktadir.

Blok zinciri teknolojisi, slrecleri bozma potansiyeline sahip olup, kullandidi kriptografik protokoller
sayesinde, inkar edememe ve degismezlik 6zellikleriyle glivenli veri isleme ve veri kaynaginin daha ylksek
bir seviyede korumasini garanti eder.

Siber Tehdit Istihbarati paylagimi, kuruluslarin aglarini tehdit edebilecek kot niyetli faaliyetlere hizli bir
sekilde yanit vermelerine olanak taniyan etkili bir siire¢ olma potansiyeline sahiptir. Birkag Siber Tehdit isti-
hbarati paylasim igin Urlnler gelistiriimisse de, bu-alanda hala 6nemli sorunlar mevcuttur. Paylasim sureci,
bilgilerin islenmesi icin otomatiklestiriimis yontemler olmaksizin, standardize edildiginden énemli élgtide
manuel midahale gerektirmektedir. Buda verimsiz, yogun kaynak gerektiren bir siire¢g demektir.

Bu alanda yapilan ¢alismalarda gliven ve mahremiyet 6ne gikmaktadir. Glven unsurunu hesaplama ile
otomatiklestirmek icin dneriler yapiimistir. Siber Tehdit istihbarati bilgileri son derece hassastir ve sizdirilir-
sa bir kurulusun itibarina zarar verme potansiyeline sahiptir. Blok zincir teknolojileri ile ilgili gahigsmalar
guven ve gizliligin ele alinmasiyla ilgili 6nerilere odaklanmistir.

Blok zinciri teknolojisi, blyuk ve merkezi olmayan yani tek bir varligin kontrol etmedigi, halka acik bir ag
icinde eszamanl olarak kullanilabilen ve paylasilabilen bilgileri iceren dijital bir veri tabani olarak tanimlanir.
Blok zinciri, strekli blytyen veri kayitlar listesini tutan dagitilmis bir veri tabani teknolojisidir. Bu veri kayit-
lar ‘clizdan’ olarak adlandirilir. Ciizdana eklenen her yeni kayit agdaki her bir katilimci tarafindan dogrul-
anmalidir. Esasen, katilimcilar arasinda paylasilan bir kayittir. Dolayisiyla blok zinciri tarafindan olusturulan
kayitlar kalicidir. Teknolojinin temelinde kriptografik 6zet fonksiyonu adi verilen bir fonksiyon kullanihir. Bu
fonksiyon ile dokimandan yazilara kadar degisebilen her girdiye 6zel bir ¢ikti hesaplanmaktadir.

Bu calismada; Duzenleyici, Es Gorevliler, Sertifika Yetkilisi (SY), Zincir kodu, Uygulama Programlama
Ara yliz(i(APA), Istemci, Siber Tehdit Istihbarati Ara yiizii(STIA) gibi bilesenlerden olugan sekil 1 de géster-
ilen bir ag mimarisi 6nerilmistir.
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Sekil 1. A§ Mimarisi

Sonug

Bu galismada; guivenlik verilerinin blok zincir teknolojisinin sagladigi Gstinlikleri bir ag icinde basarili
bir sekilde dagitilabilecegini gosteren, Siber tehdit istihbarati paylagimi igin blok zincir teknolojine dayal
yeni bir model olarak ele alinabilecek bir a§ mimarisi énerildi. Onerilen bu ag mimarisi ile tasarlanacak olan
sistem; son derece hassas verileri 6zellestirilmis bir sekilde yaymaya izin vererek istenmeyen taraflarin bu
hassas verilere ulasmasini engelleyecektir. Bu calisma Siber tehdit istihbarati paylasimlarinda blok zincir
aginin Ustin performans ve glvenlik 6zelliklerine dayanan pratik ve glvenli bir uygulama olusturulmasina
1sik tutacaktir.

Anahtar Kelimeler: Siber istihbarat, Siber Tehdit istihbarati, Blok Zincir, Tehdit istihbarati Paylagimi
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USE OF BLOCK CHAIN TECHNOLOGY IN CYBER THREAT INTELLIGENCE SHARING

ABSTRACT

Defense security is like a living reflex in a way. Connecting to life is possible in a safe environment.
A safe environment can only be provided with information. The processes of informing or obtaining infor-
mation for states are intelligence. Because intelligence activities are essentially “informing” processes. All
confidential, open, technical and social information acquisition activities carried out to ensure security are
defined as intelligence.

Cyber threat intelligence is a type of intelligence that is used to determine the motivations, goals and
methods of attackers as a result of analyzing and analyzing the collected and enriched data, which are
defined, collected and enriched about threats that may harm business elements and security at any level
of institutions and organizations. Although some work continues in the field of cyber threat intelligence, the
standardization of the Cyber Threat Intelligence sharing process is currently inadequate and it is shared
instantly using unsafe methods such as telephone and e-mail that usually require resource-intensive pro-
cessing.

Blockchain technology has the potential to disrupt processes, and thanks to the cryptographic protocols
it uses, it guarantees secure data processing and a higher level of protection of the data source, with the
features of non-denial and immutability.

Cyber Threat Intelligence sharing has the potential to be an effective process that allows organizations
to quickly respond to malicious activities that could threaten their networks. The sharing process requires
considerable manual intervention as it is standardized without automated methods for processing informa-
tion. Trust and privacy come to the fore in the studies conducted in this field. Suggestions have been made
to automate the trust factor with calculation. Cyber Threat Intelligence information is highly sensitive and, if
leaked, has the potential to damage an organization’s reputation. Studies on blockchain technologies have
focused on recommendations for addressing trust and privacy.

Blockchain technology is defined as a large and decentralized digital database containing information
that is not controlled by a single entity, that can be used and shared simultaneously in a public network.
Blockchain is a distributed database technology that maintains an ever-growing list of data records. These
data records are called ‘wallets’. Each new registration added to the wallet must be verified by each partic-
ipant in the network. The technology is based on a function called the cryptographic hash function.

A network architecture consisting of components such as Regulator, Co-Officers, Certificate Authority
(CA), Chain code, Application Programming Interface (APA), Client, Cyber Threat Intelligence Interface
(STIA) has been proposed.

Result

In this study; A network architecture has been proposed that can be considered as a new model based
on blockchain technology for sharing cyber threat intelligence, demonstrating that security data can be
successfully distributed within a network with the advantages provided by blockchain technology. This study
will shed light on the creation of a practical and secure application based on the superior performance and
security features of the blockchain network in cyber threat intelligence shares.
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OZET

Soguk Savasin sonu ile beraber glivenlik kavraminin boyutlari elestirel glivenlik yaklasimlari ile gesitle-
nmistir. Guvenlik meselelerine klasik/askeri yaklagimin yerini enerji arz gtivenligi, gevre glivenligi ve siber
guvenlik gibi bagliklar almaya baslamistir. Son 20 yildir siber glivenligin temel sorunsallari devletlerin kendi
bireylerinin bilgilerini glivenilir bir sekilde depolama yontemleri tizerine odaklanmistir.

Ozellikle 2017 yili ile hizli deger artislari sonrasi giindeme gelen ve halen giindemdeki yerini koruyan
Bitcoin gibi kripto paralar ise siber glivenligin yeni bir boyutunu getirmistir. Nitekim Bitcoin ve diger kripto
para sistemleri Blockchain adi verilen yeni bir dijital sistem zerinden ¢alismaktadir. Bu sistem ile verilerin
tek bir merkezde toplanmasi yerine internet agi1 vasitasiyla bir ¢ok farkl ve sifreli sunuculara serpilmis
sekilde tutulmasi miimkiin hale gelmistir. Onceki sistemin tek merkezde tiim verilerin saklanmasi yéntem-
ine verileri kodlayarak gizleyen ve bdylece daha guvenlikli bir calisma mantigi getiren Blockchain sistemi
ile birgok Ulkenin kamu hizmetlerini bu yeni teknoloji vasitasiyla gerceklestirmeye baslayacagina yonelik
ongoriler artmistir.

Ote yandan Blockchain sistemi veri madenciligi adinda yeni bir sektérii de beraberinde getirmekte-
dir. veri madenciligi yapabilmek i¢in de gelismis bir teknolojik donanima ve internetin isleyisi konusunda
uzman bireylere ihtiya¢ duyulmaktadir. Donanimi ve bilgiyi bir araya getiren veri madenciligi mihendisligi
glinimizde ¢ok az bir kesim tarafindan yapilabilmektedir. Bu kisiler madenciliklerini Bitcoin vb. kripto para
cuzdanlarinda biriktirdikleri meblaglar Uzerinden gelire donustirmektedirler.

Bu hali ile oldukga yeni ve marjinal addedilen blockchain teknolojisi ulus-devletler icin seffaflik ve takip
edilebilirlik bakimindan bazi kaygilari da beraberinde getirmistir. Simdilik denetimsiz sayilan kripto para pi-
yasasinda yapilan islemlerin amaci ctizdana para eklemektir. Ancak bu yapilirken kazanilan paranin amaci
ve slreci devletlerin vergilendirme yetkisinin disinda kalabilmektedir. Nitekim, bu sistemde bir kisi belli bir
talep ile baskasina bir miktar para aktardiginda bu islemin izini strilemeyecegi bu zamana kadar yaygin
sOylemdi. Yakin zamanda bu iddianin dogrulugu tartismalara agilmis ve istihbarat servislerinin benzer veri
madenciligi yéntemiyle bu islemlerin izlerini strebilecegi anlasiimistir.

Netice itibari ile gizli bir islem bagka bir gizlilik yontemi (istihbarat diizeyi bir gizlilik) ile agikliga ka-
vusurken Ulkelerin istihbarat servisleri de veri madencileri haline gelebilmektedir. Bu durumda bir baska
Ulkenin istihbarat servisinin iz slrerek elde edecegi veriler ise Ulke iligkilerinde yeni gelismelerin/krizlerin
sebebi olacaktir. Tim bu slrecler beraberinde istihbarat 6zelinden devletlerin givenligine etki ederek Ul-
uslararasi lliskilerin giivenlik perspektiflerini etkileyecektir.

21. ylzyil ittifaklar sisteminin klasik askeri isbirliginden daha ziyade dijital teknolojiler (izerinden sagla-
nacak yeni igbirliklerine evirilebilirligi hipotezim, blockchain sistemi 6zelinde yeni glivenlik yaklagimlar
baglaminda test edilecektir. Sonug olarak veri madenciligi teknolojilerinin glinimuzin giivenlik gergevesine
muhtemel etkileri sorgulanacaktir.

Anahtar Kelimeler: Elestirel Giivenlik, Blockchain Sistemi, Kripto Para, veri Madenciligi, Istihbarat
Birimleri.
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EFFECTS OF BLOCKCHAIN SYSTEM AND DATA MINING ON TODAY’S SECURITY
APPROACHES

ABSTRACT

The dimensions of the concept of security have diversified with critical security approaches with the
end of the Cold War. Topics such as energy supply security, environmental security, and cybersecurity have
begun to replace security’s classical/military concepts. The main problems of cybersecurity have focused
on the methods of securely storing the information of states’ own individuals in the last 20 years.

Cryptocurrencies such as Bitcoin, which came to the agenda and still remain after the rapid increase
in value especially in 2017, brought a new dimension of cybersecurity. Because Bitcoin and other crypto-
currencies systems operate on a new digital system called Blockchain. With a Blockchain system, it has
become possible to keep it scattered on different and encrypted servers via the internet network, instead
of collecting data in a single center. The blockchain’s data hiding and the encoding system in different
networks have brought a more secure working logic to the method of storing all data in a single center.
Therefore, predictions on the usage of Blockchain technology in the performing public services in many
countries have increased.

On the other hand, the Blockchain system brings along a new sector called data mining. In order to
perform data mining, advanced technological equipment and individuals who are experts in the functioning
of the internet are required. Data mining engineering can be done by very few today because it combines
hardware and information. These people convert their mining into income over the sums they have accu-
mulated in Bitcoin cryptocurrency wallets.

Meanwhile, quite new and marginal considered Blockchain technology has brought some concerns in
terms of transparency and traceability for nation-states. The purpose of transactions in the crypto money
market, which is considered uncontrolled for now, is to add money to the wallet. However, the purpose
and process of the money earning way may be outside the taxation authority of the states. Indeed, in this
system, it was a common concern until now that when a person transfers some money to another with a
certain request, this transaction cannot be traced. Recently, the accuracy of this concern has been brought
up for discussion and it has been understood that intelligence services can trace these transactions with a
similar data mining method.

As a result, while a confidential transaction is clarified with another method of confidentiality (an intelli-
gence level confidentiality), the intelligence services of countries can also become data miners. In this case,
the data to be obtained by the intelligence service of another country by tracking will be the reason for new
developments/crises in the relations of the country. All these processes will affect the security perspectives
of International Relations by affecting the security of states from the private intelligence.

My hypothesis that the system of alliances of the 21st century can evolve into new collaborations
through digital technologies rather than classical military cooperation will be tested in the context of new
security approaches specific to the blockchain system. Eventually, the possible effects of data mining tech-
nologies on today’s security framework will be questioned.

Keywords: Critical Security, Blockchain System, Cryptocurrency, Data Mining, Intelligence Services.
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TERORLE-MUCADELEDE TRANSATLANTIK iSTIHBARAT iSBIRLIGININ ANALIZi
Prof.Dr. Giray SA'I')IK
Ankara Yildirim Beyazit Universitesi
girayuga@gmail.com
OzZET

Suriye savagindan kaynaklanan ve Avrupa-Atlantik diizenine de meydan okuyan sorunlar Avrupa Birligi
(AB) ile Kuzey Atlantik Ittifakinin (NATO) glivenliklerinin Tiirkiye ile nasil da karsilikli bagimh oldugunu
gostermektedir. Tim bu aktorlere yonelen kitlesel gég akinlari, sinir givenligi ve terérle-micadelede Avru-
pa-Atlantik isbirliginin gerekliligini ortaya koymaktadir. Bu arastirma, AB, NATO ve Turkiye’nin multeciler
ve sinir guvenligi gibi 6Gnemli konularda nasil isbirligi yapabileceklerini irdelemeyi amacglamaktadir. AB ile
Turkiye arasindaki multeci anlagsmasi her ne kadar Avrupa’ya yasadisi multeci akinlarini énemli dlgtide
Onlediyse de halen ilgili taraflar ve bolge ulkeleri igin etkin ve surdurdlebilir anlagsmalara olan ihtiyag devam
etmektedir.

Suriye’de sliregelen gatismalar, bdylesi hibrit stratejilerin sahadaki sinirlar siddetle zorladigini ve ist-
enmeyen sonuglara yol agtigini gostermektedir. Cesitli terér érgutleri (AQ, IS, PKK vb.) ve bunlarin yerel
uzantilarinin artan hibrit kapasiteleri de bu sorunlarin 6nemli géstergelerindendir. Bu baglamda, Avrupa-At-
lantik mekanizmalarinin birbirinden kopuklugu géze carpmaktadir. Uluslararasi politikada eylemlerin s6-
zlerden daha guglu etkiye sahip oldugu ilkesinden hareketle AB ve NATO ancak hareketleriyle 6rnek teskil
ederek anlaml bir yol géstericilik yapabilir.

Bu calisma, arastirma dizaynini vaka-incelemesi lGzerine temellendirmektedir. Bu arastirma dizayni,
derinlemesine nicel analiz igin gok boyutlu faktorleri inceleyerek terérizm ve hibrit tehditlere karsi etkili
stratejilerin gelisimine imkan tanimaktadir. Bunlara ilaveten, vaka-incelemesi metodu, birincil ve ikincil kay-
naklarin harmanlanabildigi ve imkan dahilinde uzman réportajlarina da yer verilebilen kapsamli arastirma-
lara da katki saglayabilmektedir.

Arastirmanin 6n bulgulari géstermektedir ki bélgesel isbirligi ve dengeli yik paylasimi butin etkin
onlemlerin temelini olusturmaktadir hem AB hem de NATO ve Turkiye igin. Alternatif olarak, AB’nin kisa
dénemlik 6ngdrusuz yaklagsimlari hem AB'’yi daha da yalnizlastiracak hem de Avrupa guvenligini daha da
saldirilya acik hale getirme tehlikesini beraberinde getirecektir. Bu nedenle, ihtiyaclarimiz politikalarimizi
yonlendirmelidir. Avrupa glvenliginin son ihtiyaci olan mesele Avrupa-Atlantik yapilarinda bir baska ¢at-
lagin daha ortaya ¢cikmasidir.

Anahtar Kelimeler: Transatlantik giivenligi, terérle-mucadele, hibrit tehditler, istihbarat-igbirligi
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EXPLORING THE ROLE OF INTELLIGENCE IN TRANSATLANTIC COUNTER-TERRORISM
COOPERATION
ABSTRACT

Transnational challenges emanating from Syrian war have demonstrated how interdependent is the
security of the European Union (EU) and North Atlantic Treaty Organization (NATO) with the one of Turkey.
Mass refugee influx to both have further highlighted the ever more timely need for Euro-Atlantic coopera-
tion in border security and counter-terrorism. This research aims to shed light on the potential venues for
EU-Turkey and NATO cooperation in border security and managing the mass inflow of refugees. Although,
the earlier EU-Turkey refugee-deal was substantially successful in curbing the refugee inflow to the EU,
there are still some key issues remain to be addressed to make it an effective and sustainable accord to the
benefit of Turkey, NATO, and countries in the region.

Ongoing clashes in Syria have demonstrated how these hybrid strategies can be violently pushed to
the limits and pave the way for a number of unintended consequences. Some experts observe that all fac-
tions are benefiting from material support from external actors, besides the plundering of pre-existent Syri-
an army depots. As relations between the factions are fluid, weapons often do not end up in the hands of the
users for which they were intended. Another less pronounced side-effect, was the growing hybrid-capacity
of terrorist organizations such as AQ, IS, PKK and their regional variants. When it comes to Euro-Atlantic
strategies to deal with these unintended consequences, “as it stands counter-terrorism has a fairly low
profile in NATO policy papers on hybrid war, and hybrid war as a concept does not appear in NATO strategy
on counter-terrorism” (Mumford 2016). Actions speak louder than words in international politics. Therefore,
the EU and NATO must lead by example inside and outside.

This paper uses case-study as the basis for its research design. This research methodology enables
in-depth qualitative analysis of the multifaceted factors, and therefore proves useful in devising strategies
to effectively countering terrorism and hybrid threats. In addition, case-study method is suitable for com-
prehensive research paving the way for combining the use of primary and secondary sources along with
expert interviews, where possible.

Preliminary findings suggest that for effective intelligence cooperation in counter-terrorism there is a
need for genuine partnership and intelligence-sharing among EU and NATO, without any discrimination
against non-EU allies such as Turkey. Alternatively, short-sighted EU policies are likely to exacerbate the
hybrid threats of refugees and terrorism which will further isolate the EU and increase the vulnerability of
EU and NATO countries. Therefore, our needs should guide our policies. There is a need for down to earth
strategic approach to those threats on both sides of the Atlantic. The last thing European security needs
is another crack in the Transatlantic institutions. In this regard, transnational issues from terrorism to the
recent pandemic have demonstrated that the security of EU member states and Turkey are interdependent.
Therefore, the emerging strategies such as NATO-2030 need to reflect this in a mutually reinforcing manner
for Transatlantic intelligence cooperation.

Keywords: Transatlantic security, counter-terrorism, hybrid threats, intelligence-cooperation
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YALNIZ AKTOR EYLEMLERININ ONLENMESINDE GUVENLIK iSTIHBARATININ ROLU

Ogr.Goér. Tolga OKTEN
Milli Savunma Universitesi
tolgaokten1982@gmail.com

OZET

Bildirinin amaci yalniz aktor eylemlerinin givenlik istihbarati boyutunda yarattigi tehlikelerin ortaya
konulmasi ve istihbarat kurumlarinin bu tehdide karsi yurittigi onleyici faaliyetlerin incelenmesidir. Bu
sayede, glivenlik istihbarati ile yalniz aktér eylemleri arasindaki iliskinin agiklanmasi ve Istihbarat Calisma-
lari literaturiine katki saglanmasi amaclanmaktadir. Arastirmanin yontemi yalniz aktdr ve givenlik istih-
barati literatlrinun kargilastirmali olarak incelenmesi Uzerine kuruludur. Bu kapsamda istatistiki verilerden
de yararlanilacaktir.

Yalniz aktor saldirilari 2001 sonrasinda ABD ve Bati Avrupa merkezli olarak yasanan en énemli tehdit
unsurlarindan bir tanesi olarak goéralmustur. Farkl ideolojilere sahip radikallerce gergeklestirilen yiksek
frekans araligina sahip saldirilar nedeniyle istihbarat birimlerinin paralize olma tehlikesi ortaya ¢ikmistir. Bu
cercevede istihbarat birimlerinin artan is yuku siklikla vurgulanmaktadir. Dahasi yalniz aktoér eylemlerinin
tamamen engellenmesinin imkansiz oldugu, bu nedenle guvenlik guglerinin 11 Eylul gibi daha sofistike ve
tehlikeli saldinlan girisimlerine odaklanmasi gerektigi yoniinde gériigler de mevcuttur.

Literaturdeki galismalar; saldirilarin arkasindaki motivasyon, demografik 6zellikler, akil hastaliklarinin
roll, taktik yaklasimlar ve orgitsel baglanti gibi alanlara yogunlagmistir. Yalniz aktor tipolojilerinin inceledigi
alanlardan biri olan érgutsel baglanti seviyesi, glivenlik istihbarati kapsaminda yurdtilen 6nleyici faaliyetleri
derinden etkilemektedir. Yalniz aktérler; ideolojik ve operasyonel ¢ercevede klasik anlamdaki bir érgutsel
iliskiye sahip olmamalari nedeniyle guvenlik glclerinin énleyici faaliyetlerini agabilmektedir. Bu eylem tarzi;
arkasinda takibi zor olan zayif 6rgltsel izler birakmasi, gelisen iletisim teknolojilerinden yararlanan basit
ama etkili bir terér yontemi olmasi ve toplumsal yapida yarattigi yikici etkiler nedeniyle farkl ideolojilere
sahip silahli gruplar tarafindan tercih edilmektedir. Teorik temelleri 19. ylizyila dayanan, 21. ylzyilda radikal
gruplar tarafindan tekrar poptler hale getirilen bu yéntemin gegmiste oldugu gibi gelecekte de siklikla kul-
laniimaya devam edecegi degerlendiriimektedir.

Bildiri G¢ ana boélimden olugsmaktadir. Birinci bolimde yalniz aktér tanimi kavramsallastirilacak ve
yalniz aktérleri diger saldirganlardan ayiran temel boyutlar ortaya konulacaktir. Ikinci bélimde yalniz ak-
tor saldinlarinin érgutsel baglanti boyutu ve karakteristik 6zellikler incelenecektir. Bu amagla El Kaide ve
ISID’in 2010-2021 arasinda Avrupa Birligi llkelerinde gerceklestirdigi saldirilar analiz edilmistir. veriler
EUROPOL tarafindan yillik olarak hazirlanan raporlardan alinmistir (Annual European Union Terrorism
Situation and Trend Report). Son bélimde istihbarat teskilatlarinin yalniz aktoérlerle miicadele amaciyla
yurattigu onleyici faaliyetler incelenecektir. Yalniz aktorlerin zayif 6érgutsel baglantilara sahip oldugu kabul
edilmektedir. Diger taraftan 6zellikle radikal ideolojiye sahip aktérlerin eylem 6ncesinde gesitli emareler
gosterebildikleri bilinmektedir. Ayrica; eylem yontemi, akil sagligi ve su¢ gegmisi gibi birtakim ortak 6zel-
likleri bulunabilmekte ve sanal diinyada gesitli izler birakabilmektedirler.
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istihbarat birimlerinin taktik seviyedeki énleyici faaliyetleri bu baglanti ve emarelerin tespiti lizerine
kuruludur. Yalniz aktorlerin tespiti ve dnlenmesi amaciyla guivenlik giglerinin 6ninde iki temel segcenek bu-
lunmaktadir. Bu segenekler alan hakimiyet ve hedef odakli olarak tanimlanabilir. Alan hakimiyeti elektronik
ya da emek yogun olarak gerceklestirilir. Siber alanda bulyuk verinin toplanmasi ve analizinin yani sira
sinyal ve goriintl istihbarati faaliyeti kapsaminda elektronik bir alan hakimiyeti de saglanmaktadir. Emek
yogun faaliyetler ise toplum odakli polislik ve erken uyari davranislarinin tespitine odaklanir. Sayisal Ustiin-
Iigu saglanmasi amaciyla Sentinelle Operasyonu’nda gorildigu tzere askeri birlikler de kullanilabilmek-
tedir. Hedef odakl harekatlar ise gizli kontrol unsurlari tizerinden ydritilir ve gok daha dar kapsamlidir.
Amag alan hakimiyeti saglamak degil tespit edilen hedefler izerinden aktoriin/agin ve planin engellenmesi
amaglanir. insan istihbarati yogundur ve mizansen operasyonlar da igermektedir.

Anahtar Kelimeler: Yalniz Aktor, Terdrizm, istihbarat
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THE ROLE OF SECURITY INTELLIGENCE IN PREVENTING LONE ACTOR ATTACKS

ABSTRACT

The purpose of this paper is to reveal the dangers created by lone actors and to examine the preven-
tive measures carried out by the intelligence agencies. In this way, it is aimed to explain the relationship
between security intelligence and lone actors and to contribute to the Intelligence Studies literature. The
method of the research is based on the comparative analysis of lone actor and security intelligence litera-
ture. In this context, statistical data are also used.

Lone actor attacks were seen as one the most important threat factor in the USA and Western Europe
after 2001. The danger of paralysis of the intelligence units has arisen due to the high frequency of these
attacks that are carried out by radicals with different ideologies. In this context, the increasing workload of
intelligence units is often emphasized. Moreover, there are also some opinions that it is impossible to com-
pletely prevent lone actors, therefore security forces should focus on more sophisticated and dangerous
attacks such as 9/11.

Studies in the lone actor literature are focused on areas such as the motivation behind the attacks,
demographics, the role of mental illness, modus operandi and organizational connection. Especially the
dimension of organizational connection deeply affects the preventive activities carried out within the scope
of security intelligence. Lone actors; since they do not have a hierarchical organizational relationship in the
ideological and operational framework, can exceed the preventive measures of the security forces. Lone
actors are popular because; it leaves weak organizational traces that are difficult to follow, is a simple but
effective method and has devastating effects on the social structure. It can be said that this method, whose
theoretical foundations date back to the 19th century and which has been popularized again by radical
groups in the 21st century, will continue to be used frequently in the future as it was in the past.

The paper has three parts. In the first part the lone actor definition is conceptualized and the differences
between lone actors and other type of attackers are explained. In the second part the organizational con-
nection dimension and the characteristics of lone actor attacks are examined. In this manner the attacks
of Al Qaeda and Daish between 2010-2021 in the European Union zone is analyzed. In order to collect the
data EUROPOL Annual European Union Terrorism Situation and Trend Reports are used. In this part the
characteristics of lone actor attacks. In the last part, the preventive measures carried out by intelligence
agencies in order to deny and disrupt lone actors will be examined. Lone actors have weak ideological and
organizational connection. On the other hand, these actors occasionally show some signals and leakage
behaviors before the attacks. Moreover, they have some common attributes like modus operandi, mental
health and criminal background. They may also leave some traces in the cyber realm during their radical-
ization process.

The tactical level preventive measures of security forces and intelligence units are based on the detec-
tion of these and signals and investigating them. In this manner security forces have two choices. These are
establishing area denial and implementing targeted operations. Area denial can be based on both physical
and electronical measures. In addition to the collection and analysis of big data in the cyber realm, an
electronic dominance is also provided within the scope of signal and imagery intelligence activity. Physical
dominance is labor intensive and based on community policing and detection of early warning behaviors.
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Moreover, in order to physically securing and denying an area military units can be used as it was seen in
Operation Sentinelle. Targeted operations, on the other hand, are carried out mostly through covert sources
and have a lower frequency. The aim is not to deny the area, but to disrupt the actor/network and the plot.
This process is human intelligence intense and includes sting operations.

Keywords: Lone Actor, Terrorism, Intelligence
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TERORIZMLE MUCADELEDE STRATEJIK iSTIHBARATIN ONEMI

Yunus KARAAGAG
istanbul Arel Universitesi
yunuskarags@gmail.com

OZET

2000 yillik bir gegmisi olmasina karsin Fransiz Devrimi ile birlikte literattire dahil olan terér ve terérizm
olgusu, ulusal ve uluslararasi giivenlige yonelen en temel tehditlerin basinda yer almaktadir. Politik hedefe
ulasmak amaciyla yasadigl ve gayriinsani siddet kullanimi anlamina gelen terdr, tehdidin eylem yonini
icermekte, terérizm ise teror eylemlerinin felsefi séylemini olusturmaktadir. Kiiresel sistemin ana aktorler-
inden olan devletler ise s6z konusu tehditleri bertaraf edebilmek igin ¢esitli yontemler icra etmektedir. Bu
yontemler genel olarak terdrle ve terérizmle micadele basliklari altinda yer almaktadir. Terérle micadele,
taktik ve operasyonel diizeyde yani eylem bazinda ilerlemekte, olasi terér eylemlerine kargi 6nlem almak
veya gergeklesen teror eyleminin faillerini yakalamak Uzerine temellenmektedir. Terérizmle miicadele ise
stratejik seviyede yer almakta, teroriin felsefesini ve stratejisini anlamayi, terériin nedenlerini saptamayi,
terdr 6rgutine katilimin sosyolojik bulgularini tespit edebilmeyi amac edinmektedir.

Terorle ve terérizmle mucadele ¢ok boyutlu ve kompleks bir suire¢ olup, bu suirecin en dnemli sacayak-
larindan birini istihbarat faaliyetleri olusturmaktadir. Bu dogrultuda terére karsi koymak ve terérizmle ma-
cadele edebilmek igin etkin ve donaniml bir istihbarat servisine, nitelikli istihbarat agina ve analiz becerisi
ylksek elemanlara ihtiya¢ duyulmaktadir. Terérle miicadele daha ok taktik ve operasyonel istihbaratin
kapsaminda bulunmakta, kisa dénemli ve eylem odakli bir anlayis takip edilmektedir. Taktik ve operasyonel
istihbarat ile terér 6rgitunin teghizat ve envanter bilgisine, érgut icindeki militan sayisina, barinma ve
egitim Uslerinin lokasyonuna, 6rgutlin yurtdigi baglantilarina, finans ve propaganda kaynaklarina ulasil-
maktadir. Terérlin felsefesini ve muhtevasini anlamak ve uzun dénemli yol haritalarini belirlemek icin ise
stratejik istihbarat tercih edilmektedir.

Akademik bir ugras sahasi olan stratejik istihbarat; antropoloji, sosyoloji, psikoloji, ekonomi, siyaset bil-
imi, uluslararasi iligkiler, givenlik gibi bilim dallarindan istifade etmekte, problemin ana kaynagina ulasmay
ve tehdidin varolussal nedenlerini ortaya ¢ikarmayi dncelemektedir. Dolayisiyla stratejik istihbarat calisma-
lari salt istihbarat servisleri tarafindan degil, tniversiteler, distnce kuruluslari, sivil toplum érgutleri gibi
olusumlarin koordineli mesaisi ile yiiriitilmektedir. Orgiitiin ideolojisi, terér odaklarina katiimin nedenleri,
orgutln biyografik ozellikleri, terér hareketinin tarihsel ve felsefi kaynagi gibi sorulara, stratejik istihbarat
faaliyetleri ile cevap aranmaktadir.

Bu calisma giris ve sonug harig iki ana bolimden olusacaktir. Etimolojik ve kavramsal bir analiz ile teror
ve terérizmle micadele eylemlerinin karsilastirilmasi ve farklarinin ortaya konmasi birinci bolimu, stratejik
istihbaratin icerigi ve kapsaminin ardindan terérizmle mucadele yontemleri hususundaki konumu ve énemi
ise ikinci bolimi meydana getirecektir. Bu ¢alismanin temel amaci terérizmle muicadele yéntemlerinden
biri olarak stratejik istihbarat faaliyetlerinin dnemine dikkat gcekmektir. Terérle ve terérizmle mucadele ar-
asindaki farkin net olarak vurgulanmasi da bir diger amaci olusturmaktadir. S6z konusu amaclarin akade-
mik bir bakis agisiyla irdelenmesi, literatiir taramasi yontemi ile saglanacaktir.

Anahtar Kelimeler: Terérle Miicadele, Terérizmle Miicadele, Istihbarat, Stratejik Istihbarat
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THE IMPORTANCE OF STRATEGIC INTELLIGENCE IN COMBATING TERRORISM

ABSTRACT

Although it has a history of 2000 years, terror and the phenomenon of terrorism, which were included in
the literature with the French Revolution, are among the main threats to national and international security.
Terror, which means the use of illegal and inhuman violence to achieve the political goal, includes the action
aspect of the threat, and terrorism constitutes the philosophical discourse of terrorist acts. States, which
are one of the main actors of the global system, use various methods to eliminate these threats. These
methods are generally included under the titles of combating terror and terrorism. The fight against terror
progresses at the tactical and operational level, ie on the basis of action, and is based on taking measures
against possible terrorist acts or catching the perpetrators of terrorist acts. The fight against terrorism takes
place at the strategic level and aims to understand the philosophy and strategy of terror, to determine the
causes of terror, and to identify the sociological findings of participation in a terrorist organization.

The fight against terror and terrorism is a multidimensional and complex process, and one of the most
important pillars of this process is intelligence activities. Accordingly, an effective and well-equipped intel-
ligence service, qualified intelligence network and highly analytical staff are needed to counterterror and
combat terrorism. The fight against terror is mostly within the scope of tactical and operational intelligence,
and a short-term and action-oriented approach is followed. With tactical and operational intelligence, the
equipment and inventory information of the terrorist organization, the number of militants in the organiza-
tion, the location of accommodation and training bases, the organization’s international connections, and
financial and propaganda resources are accessed. Strategic intelligence is preferred to understand the
philosophy and content of terrorism and to determine long-term road maps.

Strategic intelligence as an academic field of activity; making use of disciplines such as anthropology, so-
ciology, psychology, economics, political science, international relations and security, prioritizing reaching the
root of the problem and uncovering the existential causes of the threat. Therefore, strategic intelligence studies
are carried out not only by the intelligence services, but also by the coordinated work of organizations such as
universities, think tanks and non-governmental organizations. Questions such as the ideology of the organiza-
tion, the reasons for its participation in terrorist groups, the biographical characteristics of the organization, the
historical and philosophical source of the terrorist movement are answered by strategic intelligence activities.

This study will consist of two main sections, excluding introduction and conclusion. An etymological and
conceptual analysis and comparison of counterterror and counter-terrorism actions and their differences
will constitute the first part, and after the content and scope of strategic intelligence, its position and impor-
tance in counterterrorism methods will constitute the second part. The main purpose of this study is to draw
attention to the importance of strategic intelligence activities as one of the methods of combating terrorism.
Clearly highlighting the difference between counterterror and combating terrorism constitutes another pur-
pose. Examination of the aforementioned objectives from an academic perspective will be provided by the
method of literature review.

Keywords: Counterterrorism, fight terrorism, Intelligence, Strategic Intelligence.
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TERORIZMLE MUCADELEDE iSTIHBARATIN IATROJENIK BOYUTLARI
Cagatay BALCI
Milli Savunma Universitesi
cgtyblc@gmail.com

OZET

latrojeni, tibbi terminolojide yer alan ve en genel ifadesiyle, tedaviye bagh olarak gelisen ve hast-
alig1 ¢ézUmsiz bir boyuta tasiyan sorun olarak tanimlanan bir kavramdir. Herhangi bir hastaliga yonelik
olarak ortaya konan tani veya tedavi yontemi dolayisiyla gelisebilen iatrojenik durum, hastanin kaybina
kadar varan olumsuz sonuglar yaratabilmektedir. iatrojeni kavrami, tip terminolojisine ait bir kavram ol-
masina ragmen, tibbi terminoloji ve terérizm ¢alismalari arasinda kurulan baglanti, bu kavraminda terérizm
calismalarina dahil olmasini saglamistir. Terérizm galismalari ve tibbi terminoloji arasindaki kurulan anolo-
jik iligkisi esasen, terérizme yonelik tasavvur ve algilamalarin; terérizmi bir bltlin olarak tanimlama ve an-
lamlandirma ¢abalarinin sonucu olarak karsimiza ¢gikmaktadir. Bu baglamda, terérizme yonelik tanimlama
ve anlamlandirma g¢abalari arasinda kendisini gdsteren bakis agilarindan bir tanesi “hastalik-tedavi” meta-
foruna dayali bakis agisidir. Bu bakis agisi, terérizmi, her seyden dnce bir hastalik ve saglik sorununa ben-
zetmekte ve imgelemektedir. Bu imgelem dogal bigimde, terérizm olgusunun analiz edilmesinde “tani ve
tedavi” metaforlarinin kullanimini da beraberinde getirmektedir. Buna gdre terdrizm, tipki bir hastalik gibi,
belirli sebeplere bagli olarak ortaya gikan, bu sebeplerin dogru bigcimde tahlil edilmesiyle tani koyulabilen
ve ayni zamanda bazi uygun yontemlerle tedavi edilebilen bir olgudur. Bununla iligkili olarak, terérizmle
mucadele yontemleri ve stratejileri de bu kapsamda birer “regete” olarak nitelendiriimektedir.

Terdrizm ve tibbi terminoloji arasinda kurulan bu imgesel iliskinin sonucu olarak ortaya ¢ikan s6z konusu
tablo, Ivan llich tarafindan sunulan iatrojeni perspektifi gercevesinde ele alindiginda énemli sonuglar ken-
disini gdstermektedir. Iatrojeni olgusunu klinik iatrojenez, sosyal iatrojenez ve Kkiiltiirel/simgesel iatrojenez
olarak (ig tipe ayrimaktadir. lllich bu siniflandirma yoluyla, iatrojeni durumlarini yaratan tanisal ve tedaviyle
iliskili sebepleri incelemektedir. Bu baglamda, terérizmle miicadelede yasanan sorunlarin iatrojeni kavrami-
na iligkin olarak sunulan bu perspektif cergevesinde degerlendiriimesi olanagi ortaya ¢ikmaktadir. S6z konu-
su analiz gergevesi icerisinde degerlendirildiginde, terérizmle mucadele siireglerin de yasanan sorunlarin
temellerine ve koklerine dair nedenselliklerin ortaya konmasina yonelik yaklasimlarin derinlestirilebilmesi
imkani kendisini géstermektedir. Bu kapsamda, terérizmle miicadele sireglerinin en énemli bilesenlerinden
olan istihbaratin bu agidan ele alinmasi aydinlatici sonuglar sunmaktadr. istihbaratin, terérizmle miicadele
sureclerinde sahip oldugu stratejik, taktik ve operasyonel iglevler, istihbarat mekanizmasinda yasanan so-
runlarin ve ortaya ¢ikan hatalarin yarattigi etkiler iatrojenik kavrami ekseninde incelendiginde bu sonuglarin,
terdérizmle mucadele sureglerinin basarisini temelden etkileyen unsurlar olduklari da anlagilabilmektedir.

Bu dogrultuda, bu calismada, terérizmle micadele sureglerinde istihbaratin iatrojenik boyutlari bu
dizlemde ele alinacaktir. Bu baglamda ilk olarak terérizmle miicadelede istihbaratin rold, islevi ve 6nemine
dair agiklamalar sunulacaktir. Ardindan, iatrojeni olgusu ve terérizmle micadele suregleri arasindaki meta-
forik iliski tanimlanarak, istihbaratin bu ¢ercevedeki yeri incelenecektir. Bu amagla, istihbaratin, terérizm-
le micadelede sahip oldugu konum ve Ustlendigi roller temelinde, tanim ve profilleme, istihbarat anali-
zi ve Ongoru, dnleme, kurumsal iliskiler gibi farkli boyutlarda uygulanan ydntemlerin yol actidi iatrojenik
durumlarin etkileri ve sonuglari, “tani ve tedavi” metaforlariyla ortaya konan iki ana dizeyde sunulmaya
calisilacaktir.

Anahtar Kelimeler: Terdrizmle Miicadele, istihbarat, latrojeni, Tani, Tedavi.
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IATROGENIC DIMENSIONS OF INTELLIGENCE IN COUNTER-TERRORISM

ABSTRACT

latrogenia is a concept in medical terminology, which is defined as a problem that develops due to treat-
ment and carries the disease to an unsolvable dimension. The iatrogenic situation that can develop due to
the diagnosis or treatment method for any disease can create negative consequences, up to the loss of the
patient. Although the concept of iatrogeny is a concept belonging to medical terminology, the connection
established between medical terminology and terrorism studies has made this concept included in terrorism
studies. The anological relationship established between terrorism studies and medical terminology is essen-
tially based on the imaginations and perceptions of terrorism; It appears as a result of efforts to define and
interpret terrorism as a whole. In this context, one of the points of view that shows itself among the efforts to
define and interpret terrorism is the perspective based on the “disease-treatment” metaphor. This perspective
likens and imagines terrorism, first of all, to a disease and a health problem. This imagination naturally brings
with it the use of “diagnosis and treatment” metaphors in analyzing the phenomenon of terrorism. According to
this, terrorism, just like a disease, is a phenomenon that occurs due to certain reasons, can be diagnosed by
analyzing these causes correctly and can also be treated with some appropriate methods. In relation to this,
methods and strategies to combat terrorism are also qualified as “recipes” in this context.

Considering this picture, which emerged as a result of this imaginary relationship between terrorism
and medical terminology, within the framework of the iatrogeny perspective presented by Ivan llich, impor-
tant results show itself. He divides the phenomenon of iatrogenesis into three types as clinical iatrogenesis,
social iatrogenesis and cultural / symbolic iatrogenesis. Through this classification, lllich examines the
diagnostic and therapeutic causes that create iatrogenia states. In this context, it becomes possible to
evaluate the problems encountered in the fight against terrorism within the framework of this perspective
presented in relation to the concept of iatrogeny. When considered within the framework of the analysis
in question, it is possible to deepen the approaches to reveal the causality of the foundations and roots
of the problems in the fight against terrorism processes. In this context, addressing intelligence, which is
one of the most important components of counter-terrorism processes, offers enlightening results. When
the strategic, tactical and operational functions of intelligence in the fight against terrorism processes, the
effects of the problems in the intelligence mechanism and the resulting errors are examined in the axis of
the concept of iatrogenic, it can be understood that these results are factors that fundamentally affect the
success of the counter-terrorism processes.

Accordingly, in this study, the iatrogenic dimensions of intelligence in counter-terrorism processes will
be discussed in this context. In this context, firstly, explanations about the role, function and importance
of intelligence in combating terrorism will be presented. Then, by defining the metaphorical relationship
between the phenomenon of iatrogeny and counter-terrorism processes, the place of intelligence in this
framework will be examined. For this purpose, the effects and consequences of iatrogenic situations
caused by methods applied in different dimensions such as definition and profiling, intelligence analysis
and foresight, prevention, institutional relations, based on the position of intelligence in the fight against
terrorism and its roles, are two will be presented at the main level.

Keywords: Counter-Terrorism, Intelligence, latrogenia, Diagnosis, Treatment
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ABD’NIN AFGANISTAN’DAN CEKILIiSi VE BOLGE GUVENLIGI
Dog.Dr. Ainur NOGAYEVA
L.N.Gumilev Eurasian National University
ainur_nogay@hotmail.com

OZET

Guvenlik konusu, hem ulusal, hem uluslararasi boyutuyla canli bir tartisma konusu olmaya devam
etmektedir. Afganistan, 15 Agdustos’tan itibaren Taliban hareketinin hizla ilerleyip Ulkedeki iktidari ele
gecirmesiyle diinya gundemine oturmustur. Taliban’in ABD tarafindan 11 Eylul tarihini vermesine karsin,
tim yabanci askerleri Afganistan’dan Agustos sonunda tahliye etmeye zorlamasi/dayatmasi, hem (Ulke
icinde, hem de komsularinda tedirginlige sebep olmustur. Tahliye tamamlanmadan baskent Kabil'in teror
olaylarina sahne olmasi, yeni guvenlik sorunlarinin belirmesine neden olmustur. Bu baglamda gozler Af-
ganistan’in bulundugu cografyaya gevrilmis durumdadir.

Guvenlik alaninda, Orta Asya devletlerinin politikalari, bélgenin jeopolitik konumu ve bdlgedeki i¢ di-
namikleri tarafindan belirlenir. Bu anlamda Orta Asya Devletlerinin guvenlik politikalari geleneksel olarak
iki dizeyde ele alinmaktadir. Bunlar, makro diizey, yani Orta Asya Ulkelerinin gugli devletleri ile birlikte
(orgutler gercevesinde) yuruttikleri glivenlik politikalari ve mikro diizey olarak adlandirabilecegimiz, dev-
letlerin ulusal gikarlari dogrultusunda glvenligini ve iligkilerini etkileyebilecek tehditler / zorluklardir. Given-
lik politikalari makro dlzeyde ele alindiginda, askeri guvenlik agirlikli olarak kasdedilmektedir. Orta Asya
ulkelerini igeren bolge, bagimsizlik sonrasi ve 11 Eylul 6ncesi /sonrasi ddnemde askeri guivenlik agisindan
calkantili bir bdlge olarak gériilmektedir. Ozellikle de giinimiizde ABD’nin bdlgeden gekilmesiyle Afgan-
istan, Orta Asya bolgesinin barut figisi haline gelmis durumdadir. Afganistan’daki istikrarsizihgin blyuk
kiguk demeden tim bdlge devletlerine sigrama tehdidi bulunmaktadir.

Bu galismada, bahsi gecen dizeyleri bakimindan bdlge devletlerinin politikalari makrodizeyde ele
alarak degerlendirilecektir. Afganistan’daki gelismeleri- yakindan takip eden komsu ulkelerin Taliban’in
basarisindaki etkisi, baglantilari mercek altina alinacaktir. Gegmiste Taliban’la mucadele eden SSCB'’nin
varisi olan Rusya ile diger Orta Asya Ulkelerin neden’ simdi ona destek verdikleri, politika degisikliklerinin
nedenleri ve beklenen sonuglar nelerdir gibi sorulara cevap aranacaktir. Bu baglantilar resmi yollariyla mi,
istihbarat araciligiyla mi kurulmus ve nasil yurttulmustir? Ayrica Taliban zaferinde, geleneksel olarak dis
miidahalalelere sicak bakmayan ve pragmatik siyasetiyle bilinen Gin’in rolii var midir? Var ise neden kendi
Ulkesinde radikal gorUslere kargi sert bir mucadele verirken simdi Afganistan’da farkli davranmaktadir?

Kimi Rusya ve Cin ile Sanghay Isbirligi Orgiitii igerisinde, kimileri ise Rusya ile Kollektif Giivenlik Orgiitii
cercevesinde hareket eden, hepsi de NATO ile Baris igin Ortaklik programi gercevesinde igbirligi gelistiren
bélge lilkelerinden Kazakistan, Kirgizistan'in ve dogrudan Afganistan ile siniri olan Ozbekistan, Tiirkmeni-
stan ve Tacikistan’in politikalari merak konusudur. Zira bu ulkeler, 19. Ylzyilinda Buytk Oyun’da Rusya’nin
boélgeye ilerlemesi yolunda, 1980’lerdeki Afganistan isgalinde ise SSCB igerisinde yer almis Ulkeler idi. 11
Eylil ve sonrasi ddnemde Afganistan harekatinda ise ABD ve uluslararasi koalisyona destek vermis ve
bazilar ise -Kirgizistan ve Ozbekistan- askeri iislerine ev sahipligi yapmis (lkeler idi. Bunlarin bélgesel
guvenlik politikalarindaki roli nedir ve ne olacaktir? Nasil bir politikalar izlemesi gerekecek ? Belitilen bu
sorularin cevabi Rus ve bolge kaynaklarinin detayh incelemesinden sonra sunumda dile getirilecektir.

Anahtar Kelimeler: ABD, Afganistan, Bolgesel Guvenlik, Rusya, Cin
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US WITHDRAWAL FROM AFGHANISTAN AND REGIONAL SECURITY

ABSTRACT

The issue of security continues to be a lively discussion topic with both national and international dimen-
sions. Afghanistan has been on the world agenda since August 15, when the Taliban movement rapidly ad-
vanced and seized power in the country. The Taliban’s forcing/imposing the exodus of all foreign forces from
Afghanistan at the end of August, although the USA gave the date of September 11, caused uneasiness both
in the country and in its neighbors. The fact that the capital Kabul was the scene of terrorist incidents before
the evacuation was completed caused new security problems to emerge. In this context, eyes are turned to
the geography where Afghanistan is located.

In the field of security, the policies of the Central Asian states are determined by the geopolitical position
of the region and the internal dynamics in the region. In this sense, security policies of Central Asian States
are traditionally handled at two levels. These are the macro level, that is, the security policies that they carried
out together with the powerful Central Asian countries (within the framework of the organizations) , and the
threats / challenges, that we can call the micro level, which can affect the security and relations of the states in
line with their national interests. When addressed at macro level, most of the time, military security is mainly
intended. The region, which includes Central Asian countries, is viewed as a turbulent region in terms of mil-
itary security in the period after independence and before and after September 11. Especially today, with the
withdrawal of the USA from the region, Afghanistan has become the powder keg of the Central Asian region.
The instability in Afghanistan threatens to spread to all regional states, big or small.

In this presentation, the policies of the states of the region will be evaluated at the macro level in terms of
the aforementioned levels. The influence and connections of neighboring countries, which closely follow the
developments in Afghanistan, on the success of the Taliban, will be examined. Answers will be sought to ques-
tions such as why Russia and other Central Asian countries, the heir of the USSR, which fought against the
Taliban in the past, support him now what the reasons for policy changes are and what the expected results
are. Were these connections established through official means or through intelligence, and how were they
carried out? Also, is there a role for China in the victory of the Taliban, which is traditionally reluctant to foreign
intervention and known for its pragmatic policy? If there is, why is it behaving differently in Afghanistan while
it is fighting hard against radical views in its own country?

Kazakhstan, Kyrgyzstan, and Uzbekistan, Turkmenistan and Tajikistan, which are directly bordering Af-
ghanistan, some of which are in the Shanghai Cooperation Organization with Russia and China, and some of
them act within the framework of the Collective Security Organization with Russia, all developing cooperation
within the framework of the Partnership for Peace program with NATO’s policies are a matter of curiosity. In
that, these countries were the countries that took part in the Soviet Union in the 19th century in the Great
Game of Russia on the way to the region, and in the invasion of Afghanistan in the 1980s. In the Afghanistan
operation during and after September 11, there were countries that supported the US and the international
coalition, and some of them, Kyrgyzstan and Uzbekistan, hosted military bases. What is and will be their role
in regional security policies? What policies will he have to follow? The answers to these questions will be
expressed in the presentation after a detailed examination of Russian and regional sources.

Keywords: USA, Afghanistan, Regional Security, Russia, China
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ULUSAL GUVENLIK VE 11 EYLUL SALDIRILARI SONRASINDA iSTIHBARATIN GELISIMi

Dr. Kazim Murat OZKAN
kazim.murat.ozkan@gmail.com

OZET

Ulusal guvenlik, bir devlet igin temel degerdir. Demokrasilerde, givenlik ile hukukun Ustinlugd, insan
haklarina saygi, ifade 6zgurligu, basin 6zgurligu, kisisel haklarin korunmasi gibi 6zgurliklerle arasinda bir
denge kurulmahdir. Guvenlik ve 6zgurliklerin birbirleriyle ters oldugu gibi yanhs bir kaninin ortaya ¢ikma
riski bulunmaktadir. Demokraside kurulabilecek ince bir denge ile her ikisine de yer verilebilir.

Guvenlik kavraminin dodasindan gelen ve tanimlayici 6zellikleri olan; gizlilik, bilgi toplama, goze-
tleme, mudahale, goz altina alma, tutuklama, hapsetme gibi etkenler devlete; yurt igcinde ve yurt disinda
tehdit olarak tanimladiklari bireyleri, 6rgutleri tespit etmek ve bunlara kargi harekete gecmek igin guglu
araclar saglamaktadir. Bu kapsamda; devletin sahip oldugu istihbarat toplulugu, devletin giivenligi igin bilgi
sagladigindan, énemi agisindan anlagiimasi gerekir.

Istihbarat servislerinin varolus nedeni, devletin giivenligini saglayan bilgileri saglamaktir. Istihbarat ku-
rumlari, devleti korumada hayati bir rol oynamaktadir. Toplumun sosyal etkilesiminde, politik ve sosyal
gevrelerin sekillendirilmesinde, istihbaratin énemli etkisi bulunmaktadir. Istihbaratin yaptigi katkinin fark
edilmesi zor olsa da veya resmi bilmezlik anlayisi ve “makul inkarin” ardina gizlenmis olsa bile tim stratejik
kararlarin, siyasi zaferlerin, her askeri giciin konuslandiriimasi ve kullaniimasinda ana unsurdur.

istihbarat genellikle pargalidir, degisken giivenilirlige sahiptir ve yorumlanmasi zordur. Karmasik ve
zorlu gézlimleme ve yorumlamalar, genellikle eksik verilere dayanilarak yapilmaktadir. Mevcut tehdit olarak
bilinenleri arastirmak ile olasi tehditleri kesfetme ¢abasi arasinda her zaman bir denge kurulmahdir. Bu
anlayigla, istihbarat kurumlarinin gelismesi ve isleyisleri, demokrasinin bir géstergesidir.

istihbarat alaninda temel 6zelliklerin ve temel tekniklerin gogunu gelistiren, ngériilebilirlik ve etkileyi-
ciligin merkezi olarak Birlesik Krallik istihbarat sistemi gorilmektedir. BK istihbarati surekli olarak reformlar-
la kendisini yenileyen ve gelistiren bir yapiya sahiptir. Birlesik Krallik istihbarati, Bati diinyasinin en eski, en
deneyimli ve en gizli servisidir. Nispeten yakin zamanlarda kurumsallagsmis olmasina ragmen, ge¢misi en
az 400 yil 6ncesine dayanmaktadir.

Birlesik Krallik; diinyanin biyuk bir bélimund kaplayan bir imparatorlugu kontrol eden kiresel bir
glicten, Kuzey Atlantik Antlasmasi Orgiitii ve 2021 yilina kadar Avrupa Birligi'ndeki bir ortaga kadar degisen
roliine ragmen, Ulkenin guvenlik ve istihbarat sistemi buyik 6lgtide bozulmadan devam etmekte “agirhginin
Ustiinde etkileme” yetenegini korumaktadir.

Soguk Savas’in sona ermesi ve uluslararasi iligkilerin degisen dogasi sonucunda, terérizm, organize
sug gibi tehditler 6ne ¢ikarken, 11 Eylul 2001 saldirilarinin devaminda, Birlesik Krallik istihbarat ve glivenlik
servisleri, terérizm tehdidi karsisinda, tedbirler gelistirirken, diger Ulkelerle etkili is birligi yaparak esgidim
icinde calismaktadir. Ancak bu her seyin dogru yapildigi anlamina gelmemektedir.

istihbarat hatalari; mevcut bilginin yetersizliginden, yanls analiz edilmesi ve yorumlanmasindan, karar
vericilere zamanindan yayimlanmamasina dayanir. Bu nedenle, bir olayin ne anlama gelebileceginin tah-
min edilmesi igin hakkinda hem kapsamli bilgi birikimi hem de analiz edilerek yorumlanmasi, bir devletin
gelecegi icin zorunludur.

Bu calismanin amaci; 11 Eylil 2001 saldirilari ile gtvenlige yonelik dncelikli tehdit olarak kabul edilen
terdrizmin stratejisi ve gudilenmesini saglayan etkenler hakkinda; dogru, glincel, yeterli dizeyde teyit
edilmis ve degerlendiriimis bilgiyi zamaninda saglamayi amaglayan istihbarat sistemindeki gelisimin or-
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taya konmasidir. Arastirmanin temel varsayimi; giivenlige yonelik tehditlerin 11 EylUl saldirilar sonrasinda
degistigidir. Calisma sirasinda, degisen tehditle yuz yize gelen ve tarihsel gegmisi olan Birlesik Krallik
istihbarat sistemi incelenerek, stratejileri, calisma alanlari, is birligi ve esgidim ilkeleri ortaya konmaktadir.

Kargilastiriimali analiz neticesinde; glvenligin saglanmasi ve istikrarin korunmasi maksadiyla; istih-
barat sisteminde yer alan istihbarat kurumlarinin yapilanmasinda duzenlemeler yapildigi, haber, veri ve
bilginin toplanmasi, isleme tabi tutularak ¢ézimleme (analiz/tahlil), butiinleme (sentez) ve sonug ¢ikarma
asamalarinin ve elde edilen istihbaratin ihtiyag duyan birimlere uygun zamanda yayimlanmasi sisteminin
yeniden dizenlendidi, mugterek devletlerin ilgili kurumlariyla is birligi ve esgidim icinde ¢alismasini da
kapsayan calisma ilkelerinin degistirildigi sGylenebilir.

Bu kapsamda, tehdidin gesitlendigi bir ortamda; tehdidin tanimlamasi, strateji ve gidulenme kaynak-
larinin belirlenmesi, etkisiz hale getirilmeleri icin tehditlerdeki degisimlere proaktif bir yaklasim gosterilerek,
istihbarat sistemlerinin ve istihbarat kurumlarinin degisim gésterdigi sonucuna variimigtir.

Anahtar Kelimeler: Giivenlik, istihbarat, istihbarat sistemi
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NATIONAL SECURITY AND THE DEVELOPMENT OF INTELLIGENCE AFTER THE
SEPTEMBER 11 ATTACKS

ABSTRACT

National security is a core value for the state. In democracies, a balance must be established between
security and freedoms such as the rule of law, respect for human rights, freedom of expression, freedom of
the press, and protection of personal rights. There is a risk of misconception that security and freedoms are
at odds with each other. With a fine balance that can be established in democracy, both can be included.

Coming from the nature of the concept of security and having defining features; Factors such as con-
fidentiality, information gathering, surveillance, intervention, detention, arrest, imprisonment, the state; It
provides powerful tools to identify individuals and organizations that they define as threats at home and
abroad and take action against them. In this case; the intelligence community owned by the country should
be understood in terms of its importance, as it provides information for the security of the state.

The raison d’étre of intelligence services is to provide information that ensures the security of the state.
Intelligence agencies play a vital role in protecting the state. Intelligence has an important effect on the
social interaction of society and shaping the political and social environments. Even if the contribution of
intelligence is difficult to discern or concealed behind official ignorance and “official denial”, it is still a key
element in the deployment and use of all strategic decisions, political victories, and every military power.

Intelligence is often fragmented, has varying credibility, and is difficult to interpret. Complex and difficult
analysis and interpretations are often made based on incomplete data. A balance must always be struck
between investigating what are known as current threats and trying to discover potential threats. With this
point of view, the development and functioning of intelligence agencies is an indicator of the democracy.

The UK intelligence system appears to be the center of predictability and expressiveness, developing
many of the key features and basic techniques in the field of intelligence. UK intelligence has a structure
that constantly renews and develops itself through reforms. UK intelligence is the oldest, most experienced,
and most secret services in the Western world. Although it has institutionalized relatively recently, its history
dates back at least 400 years.

United Kingdom; despite its changing role from a global power that had controlled a large part of the
world to the partnership in Organization of the North Atlantic Treaty and in the European Union at 2021, the
country’s security and intelligence system remains largely intact and retains its ability to “influence above
its weight”.

As a result of the end of the Cold War and the changing nature of international relations, threats such
as terrorism and organized crime came to the fore, in the continuation of the September 11, 2001 attacks,
the UK'’s intelligence and security services are working in coordination with other countries in effective
cooperation while developing measures against the threat of terrorism. Although, this does not mean that
everything is done right.

Intelligence mistakes; It is based on the insufficiency of existing information, incorrect analysis and
interpretation, and not being published to decision makers in a timely manner. Therefore, in order to pre-
dict what an event might mean, both extensive knowledge about it and its analysis and interpretation are
essential for the future of a country.

The aim of this study is about the strategy of terrorism, which is accepted as the primary threat to
security with the attacks of 11 September 2001, and the factors that motivate it; it is the demonstration of
the development in the intelligence system that aims to provide accurate, up-to-date, sufficiently confirmed
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and evaluated information in a timely manner. The basic assumption of the research is that the threats to
security have changed after the 9/11 attacks. During the study, the UK intelligence system, which is faced
with the changing threat and has a historical background, is examined, and its strategies, working areas,
cooperation and coordination principles are revealed.

As a result of the comparative analysis; with the aim of ensuring security and maintaining stability; it
was seen that arrangements were made in the structuring of the intelligence institutions in the intelligence
system. Secondly, It has been observed that the system of collecting news, data and information, analysis
by processing (analysis / analysis), integration (synthesis) and conclusion stages and the system of dis-
seminating the obtained intelligence to the units that need it in a timely manner has also been rearranged.
It can be said that the working principles, including the cooperation and coordination of the joint states and
countries with the relevant institutions, have also been changed.

In this context, in an environment where the threat is diversified; It has been concluded that intelligence
systems and intelligence agencies have changed by showing a proactive approach to changes in threats in
order to define the threat, to identify the sources of strategy and motivation, and to neutralize them.

Keywords: Security, intelligence, intelligence system
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11 EYLUL SONRASI AMERIKAN ULUSAL GUVENLIGININ DEGIiSiMi: BUSH DOKTRINI
Betiil BUZBAY

Altinbas Universitesi
betul.buzbay1@altinbas.edu.tr

OZET

Soguk Savas doéneminin Amerikan Ulusal Guvenlik algisi 11 Eylul saldirilariyla birlikte degismistir.
Amerikan Baskani George W. Bush, kiresel terérizme bir savas (combat with terorism) baglatarak, yeni
bir ulusal guvenlik stratejisi belirlemistir. Bush Doktrini olarak gegen bu strateji, Amerikan Dis Politikasinda
kokll degisimlere gidilmesine yol agmistir. Zira, bu doktrine gére Amerikan ulusal glvenligini tehdit eden
unsur-uluslararasi terérizm-ayni zamanda kiresel de bir tehdittir ve Soguk Savas déneminin tehditlerinden
farkh bir 6zellige sahiptir. Soguk Savas déneminin baslica digsmani olan kominizm artik yerini uluslararasi
terére birakmistir. 11 Eylul saldirilarini gerceklestiren El-Kaide terdr 6rgutinin kaynak devleti Afganistan
olmak Uzere bu 6rglte destek veren tim devletler uluslararasi terére destek verdikleri gerekgesiyle Baskan
Bush tarafindan ser ekseni(axis of evil) ve disman ilan edilmisti Amerikan tarihinin dénim noktalarindan
olan bu saldirilar, Ulusal Guvenlik baglaminda Amerika Dis Politikasi’'nin evriimesine de neden olmustur.

Bu g¢alisma, 11 Eylul saldirilarinin Amerikan Dig Politikasi’nda nasil bir degisime yol actigini ve ulusal
guvenlik parametrelerinin neden ve nasil degistigini bizlere gosterecektir. Amerika’nin su anki Ortadogu
politikasini anlayabilmek icin Bush Doktrinine bakmak gerekmektedir. Bu nedenle bu ¢alismanin bu baglam-
da literatlre katki saglayacagi distinilmektedir. Calisma, dncelikle 11 Eylil saldirilar éncesi uluslararasi
sistemi ve Amerikan Ulusal Guvenliginin parametrelerini tanimlayacak; ardindan 11 Eylul saldirilarinin
gerceklesmesi sirasinda ve sonrasinda Baskan Bush'’un tavrini ve Doktrin olusturma strecini agiklayacak;
daha sonra da doktrin neticesinde Amerikan Dis Politikasi’nda hangi tir stratejilerin olusturuldugundan
bahsedecek ve 6zellikle 6n alici mudahalenin (pre-emptive strike) 6nemini vurgulayacaktir.

Bush Doktrini, Soguk Savas sonrasi dénemde-yeni uluslararasi sistemde Amerika'nin Ortadogu’ya
yonelik uygulanan ilk doktrini oldugu gerekgesiyle ve 11 Eylil saldirilari gibi bir ddnim noktasina sahip
oldugu i¢in Amerikan Dis Politikasi’nda cok muhim biryere sahip olmustur. Amerikan Dig Politikasi, Ulusal
Guvenlik kavraminin parametrelerinin degisimi, uluslararasi terérizmle mucadele, 6n alici miidahale gibi
kavramsal gergeveyle sunulan bu ¢alismanin kuramsal gergevesini ise neorealizm olusturmaktadir. Calis-
ma bu kuram baglaminda ele alinacaktir.

Anahtar Kelimeler: 11 Eyliil, Ulusal Giivenlik, Bush Doktrini, Uluslararasi Terérizm, On Alici Miidahale
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BUSH DOCTRINE / CHANGES IN AMERICAN NATIONAL SECURITY

ABSTRACT

The US National Security perception of the Cold War era changed with the September 11 attacks. Amer-
ican President George W. Bush launched a war on global terrorism and determined a new national security
strategy. This strategy, known as the Bush Doctrine, led to radical changes in the US Foreign Policy. Because,
according to this doctrine, the element that threatens American national security - international terrorism - is
also a global threat and has a different feature from the threats of the Cold War period. Communism, which
was the main enemy of the Cold War era, has now left its place to international terrorism. All states that
support this organization, including Afghanistan, the source state of the al-Qaeda terrorist organization that
carried out the September 11 attacks, were declared the axis of evil and enemies by President Bush on the
grounds that they support international terrorism. These attacks, which are turning points in American history,
also caused the evolution of the US Foreign Policy in the context of National Security.

This study will show us how the September 11 attacks caused a change in American Foreign Policy and
why and how the national security parameters changed. In order to understand America’s current Middle East
policy, it is necessary to look at the Bush Doctrine. Therefore, it is thought that this study will contribute to the
literature in this context. The study will first define the international system and the parameters of American
National Security before the September 11 attacks; then explain President Bush’s position and the Doctrine
formation process during and after the 9/11 attacks; then the study will talk about what kind of strategies have
been created in American foreign policy as a result of the doctrine and will especially emphasize the impor-
tance of pre-emptive strike.

The Bush Doctrine has had a very important place in American Foreign Policy, on the grounds that it was
the first doctrine applied to the Middle East in the new international system in the post-Cold War era, and
because it had a turning point like the September 11 attacks. Neorealism(neoclassical realism) constitutes
the theoretical framework of this study, which is presented with a conceptual framework such as American
Foreign Policy, the change of the parameters of the,concept of National Security, the fight against international
terrorism, and proactive intervention. The study will be discussed in the context of this theory.

Keywords: 9/11, National Security, Bush Doctrine, International Terrorism, Preemptive Strike
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NATO 2030 YENI BiR DONEM iCIN BIRLIKTELIK RAPORUNUN TURKIYE’NIN
GUVENLIGI ACISINDAN ANALIZi
Ferit MALKARA

Milli Savunma Universitesi
fmalkara@tsk.tr

OZET

4 Aralik 2019 tarihinde Londra’da gergeklestiriien NATO Liderler Toplantisinda ittifakin siyasi rolinin
guclendiriimesine yonelik bir stre¢ baslatiimis ve bu kapsamda 25 Kasim 2020 tarihinde “NATO 2030: Yeni
Bir Dénem lgin Birliktelik” baslikl rapor yayinlanmistir. Raporda 70 yili geride birakan NATO’nun Kuzey
Amerika’dan Karadeniz'e kadar uzanan bir cografyada yaklasik yarim milyar insani ve diunya gayrisafi
milli hasilasinin yaklasik yarisini kapsayan tarihin en basarili ittifaki oldugu belirtiimistir. Bu kapsamda;
gelecek on yilin Soguk Savas dénemine nazaran ¢ok farkl olacagi, Rusya’nin yani sira Cin’in de bulun-
dugu rekabetci gliclerin muttefikler agisindan basta guvenlik ve ekonomi alaninda sistemsel olarak sinama-
lar yaratabilecegi, terérizmin artarak devam edecegi, salgin ve iklim degisikligi gibi konulara ilave olarak
¢i1gir acan teknolojilerin Ittifak igin tehlikeler olusturabileceginin yaninda firsatlar da getirecegi belirtilmistir.
Muttefikler arasi uyumun gelecek on yil zarfinda gegmise kiyasla ¢cok daha zor olacagi, Rusya ve Cin’in
artan bolgesel ve kuresel etkisi, terérizm tehdidi, glineyden kaynaklanan istikrarsizlik, i¢ ice gegcmis devlet
disi tehditler Ittifaka olan ihtiyaci ortaya koysa da miittefikler arasinda oydagmaya varilmasinin zorlagtigi
tespitlerine yer verilmistir. Her ne kadar oydasma ilkesinin muhafaza edilecegi teyit edilse de kriz durum-
larinda hizli karar alma sureci ve Genel Sekreterin yetkilerinin artiriimasi Tirkiye tehdit algilarini géz ardi
edebilen mittefiklerin s6z konusu tutumlarinin Tlrkiye’'nin guvenligine yonelik olumsuz gelismeler yarat-
abilecegi degerlendiriimektedir. NATO’nun, AB ile etkilesimin artiriimasi baglaminda, AB yetkililerinin tst
dizey NATO toplantilarina katilimi, Tirkiye'nin devlet olarak kabul etmedigi ve tanimadigi yapilarin da
ittifak biinyesine dahil olmasi anlamina gelmektedir. Bu gelismeler kapsaminda bu galismada, NATO’nun
s0z konusu raporunun ana hatlari ve dinamikleri Turkiye’nin glivenligi agisindan analiz edilecek, Turkiye'ye
yonelik olasi risk ve firsat gerceveleri sunulmaya caligilacaktir.

Anahtar Kelimeler: NATO, Oydasma, Guvenlik, Birlikte Calisma
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AN ANALYSIS OF NATO 2030 REPORT: MAKING A STRONG ALLIANCE EVEN STRONG-
ER IN TERMS OF TURKEY’S SECURITY

ABSTRACT

At the NATO Meeting of Heads of State in London in December of 4, 2019, to assess ways to strengthen
the political dimension of the NATO Alliance. In this concept “NATO 2030: United for A New Era” namely re-
port has published in 25 November 2020. In this report, NATO stands as history’s most successfull alliance,
encompassing nearly half of billion people and half of global GDP across a space that stretches from North
America to the Black Sea. In this respect next ten years of the world will be very different than Cold War era,
world of competing great powers Russia and China expand their influence and in which NATO Allies will face
systemic challenge cutting across the domains of security and economics, proceeding terrorism with enhanc-
ing itself, pandemics and climate change and as emerging and disrupttive Technologies present both dangers
and opportunities for the Alliance. Interoperability between the Alliance is harder by comparison past and
next ten years. Russia and China’s increasing influence both regional and global scope, terrorism threat, in-
stability from South source, non-governmental threats which are interwoven, shows that need of Alliance but,
reaching consensus-based decisions becoming harder in Alliance. Even though consensus-based decision
principle keeping is affirmed, act in a timely fashion especially during a crisis and expand Secretary General's
authority and Alliance’s ignorance Turkey’s threat perception, evaluated negative affect on Turkey’s security.
Enhancing interaction between NATO and EU, participation EU delegations on high-level NATO meetings that
mean organization and government getting involved in Alliance that officially not accepted and recognized
from Turkey. In line with these developments this article aims that NATO report’s outline and dynamics will
be analyzed with the scope of Turkey’s security issue and presented potential risk and opportunity aspects
through Turkey.

Keywords: NATO, Consensus, Security, Interoperability
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MEDIKAL iSTIHBARAT VE COVID-19
Sultangiil 0ZSOY
Jandarma ve Sahil Giivenlik Akademisi
sultan_ozsoy@hotmail.com

OZET

Arapca istihbarat kelimesinden dilimize gegen, ingilizcede intelligence olarak karsilik bulan “istihbarat”;
yeni 6gdrenilen bilgiler, duyum-haber almak anlamlarina gelmektedir (TDK, 2021). Kisiler, gruplar ve ulkeler
hakkinda gizli bilgileri toplamak seklinde de tanimlanmaktadir (Cambridge Dictionary, 2021). Sirlar barindiran
ve her surecte devletlerin glivenligi saglamak adina basvurdugu istihbarat; gerekli alanlarda, gerekli araglarla
ulasilan bilgileri islemek, degerlendirmek ve yorumlamakla ilgilidir (EGM Istihbarat Bagkanligi, 2021). Ge-
lecegi gorebilmek, ortaya ¢ikabilecek problemler yasanmadan tedbir almak, olaylarin perde arkasina ulasabil-
mek de ancak sekilde gériildiigii gibi sistematik bir yol izlenerek miimkiindiir (Milli Istihbarat Teskilati, 2021).

Sekil 1. Istihbarat Carki

Istihbarat Ihtiyaglann
Tespiti ve
Yonlendirilmesi

Haberlerin
Toplanmas:

Istihbaratin
Yayim ve
Kullanimas:

Haberlerin islenmesi
(Degeriendiriimesi)

Kaynak: Milli Istihbarat Teskilati

istihbarati sekillendiren, temelini teskil eden en énemli unsurlar; merak ve ihtiyag olarak gériilmektedir.
istihbarat merak ve ihtiyaglarin dogurdugu bir sonug/gerekliliktir (Citak, 2017, s. 62-63). Bu agidan bakildigin-
da Maslow’un Ihtiyaclar Hiyerarsi'nin ikinci basamagini olusturan giivenlik ihtiyacinin, istihbaratin niivesini
olusturdugu soylenebilir. Maslow’un glvenlige bir ihtiya¢c olarak bakmasindan dolayi givenligin degisik
boyutlarinin oldugu da saptanmistir. Bu boyutlar su sekilde siralanabilir: Ekonomik, ¢evresel, kisisel boyut,
beslenme boyutu ve saglik boyutu (Paris, 2001, s. 90).

Istihbarat; birgok alanla (askeri, siyasi, ekonomik, siber istihbarat, ulasim ve iletisim istihbarati vb.) iligkisi
olan bir kavramdir. (Ozdag, 2020, s. 66-68). Saglik boyutunun degisen diinya diizeninde giivenlik ihtiyacinin
en dnemli pargalarindan biri oldugu diistintldigunde, bu alanlara medikal istihbarati da eklemek mimkuinddir.

Medikal istihbarat ; “dlinya ¢apinda saglik meseleleri ve tehditleri, yabanci medikal kapasiteleri, bulasici
hastaliklari, gevresel saglik riskleri, biyomedikal ve biyoteknolojik alanlardaki yenilikleri analiz etmek, toplam-
ak ve degerlendirmek” asamalarini kapsayan bir mefhumdur (NCMI, 2020). Medikal istihbarat bir Glkenin
saglik sorunlariyla nasil bas edebildigi ve gelecekte ne gibi yeniliklere ihtiya¢ duydugu noktasinda bizlere
ipuglari vermektedir. Ginimuz salgini olarak COVID-19 dusinuldiginde medikal istihbarat yapilanmalari,
pandemiyi tamamen ortadan kaldiramasa bile problemlerin temeline inerek siyasi yoneticilere dogru bilgiler
aktarir, kosullarin iyilestiriimesine de katki saglar (Tahir, 2020).
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istinbarat érgiitlerinin COVID-19 salginiyla miicadelede gélgede kalarak faaliyetler yiriittiigi, geri plan-
daymis gibi gorlinseler de sureg yonetiminde aktif rol oynadiklari, yoneticilere virisin yayilimina dair bilgiler
sunduklar bilinmektedir. Ornedin ABD’'de Savunma lstihbarati Teskilati (DIA) biinyesinde yer alan Ulusal
Tibbi istihbarat Merkezi (NCMI); epidemiyologlarin, virologlarin ve saglik uzmanlarinin yer aldigi kamusal
raporlar hazirlayan; medikal istihbarat alaninda degerlendirilen bir merkezdir. Pandemi déneminde de bu gibi
raporlari ydnetime sunmus, diger ulkelerin COVID-19’la alakali gizli bilgilerine erigmis, infodemiyle mucadel-
eye destek vermis ve olasi bir pandemiye karsi alinacak 6nlemleri siralamistir. Ayrica bu salgin gelecekte bir
virls surpriziyle daha karsilasmamak adina medikal istihbarat alaninin gelistiriimesi geregini Ulkelere goster-
mistir (Walton, 2020). Bir bagka érnek Five Eyes (Bes G6z) olarak tanimlanan ABD, Ingiltere, Yeni Zelanda,
Kanada ve Avustralya’nin kurdugu istihbarat yapilanmasidir (Unlii, 2020). Bu yapinin COVID-19 pandemisi
g6z 6nunde bulunduruldugunda medikal istihbarat alaninda daha fazla galismalar yapmaya baslamasi ve bu
alana da odaklanmasi medikal istihbaratin gelecekte ne kadar 6nem kazanacagini bizlere gdstermektedir
(Walsh, 2020).

21. yuzyihn guvenlik tehditleri kargisinda istihbarat kurumlari kendilerini hibrit kosullara adapte etmek
durumunda kaldi. Bu sebeple istihbarat yapilanmalari igten ve distan yoneltilen mevcut/muhtemel tehditlere
karsi pandemiyle birlikte 6zellikle medikal istihbarat alanini 6nemli bir konuma getirdi. COVID-19 salgininda
kiglalarin gtvenliginden, icra edilen tatbikatlara kadar birgok asamada istihbarat; medikal istihbarat seklinde
ele alinmaya baglandi. Bu alan yeni olmamasina ragmen alana yatirim yapan az sayida ulke vardir ve
ABD alanin bas aktorl olarak karsimiza ¢ikmaktadir. Cogu Ulke sununla yiizlesti: Medikal istihbarat alanini
yadsimanin bedeli agir oldu. Gerek istihbarat kurumlarinda calisan personel risk altinda doniisimli olarak
calismalarini stirdiirdii, gerekse de saha galisanlarinin pasifize edilmesi gibi yontemlere basvurmak zorunda
kalindi. Bunlar da isleyiste birtakim aksakliklara yol agti (Seren, 2020).

COVID-19 slreci, medikal istihbarat agisindan akillarda bir slrl soru isaretine de sebep oldu. Virls
Cin’'de ortaya ¢iksa da acaba asil Ureticisi var miydi? Virls ilk ne zaman ortaya ¢ikti, yayllmaya basladi? Cin
bazi seyleri neden butiin diinyaya gizledi ve uyarr konusunda geg kaldi? Yapilan uyarilardan hangileri dikkate
alindi? (Yilmaz, 2021, s. 248). Tum bunlar ayri ayri cevaplandiriimasi gereken sorulardir ve bu cevaplar an-
cak istihbarat yardimiyla ortaya konulabilecek gibi gérinmektedir.

Bu galisma; yukaridaki sorulara yanitlar bulma safhasinda bizlere yardimci olacaktir. Ayni zamanda
COVID-19 alaniyla alakali galismalarda bahsi en az gegen alan, istihbarat olmustur ve istihbarat kurumlari
incelendiginde geleneksel gorev alanlariyla sinirlandirildigi saptanmis, biyuk bir yanilgiyla karsilagiimistir.
Calismayla alandaki bu eksikliklerin gideriimesi planlanmaktadir. Yontem olarak literatir taranmis, giincel
veriler makro bakis acisiyla yorumlanmigtir. Medikal istihbarat alaninin gelecekte ulusal glvenligin merkezi
bir pargasi olacagdl, erken farkindalik seviyesinin yakalanmasini sadlayarak kiresel gatisma sahasinda deza-
vantajli duruma dismeyi engelleyecedi, tip diinyasindan ¢ok uzak bir alan olmadigi, 6zellikle de COVID-19
ile neminin arttigi, alanin eski olmasina ragmen yatirim yapan Ulke sayisindaki azligin giderilmesi gerektigi,
medikal istihbaratin salgin dénemlerinde sadece ikaz etmekle yetinmemesi ayrica olup bitenleri takip etmek,
tedbir almak, 6nlemek, bilgilendirmek gibi faaliyetleri de hayata gecirmesi gerektigi sonuglari gikariimistir.

Anahtar Kelimeler: istihbarat, Medikal istihbarat, COVID-19
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MEDICAL INTELLIGENCE AND COVID-19

ABSTRACT

“Intelligence”, which is translated from the word istihbarat in Arabic, and found as intelligence in English;
means newly learned information, sensation-receiving news (TDK, 2021). It is also defined as collecting
confidential information about individuals, groups and countries (Cambridge Dictionary, 2021). Intelligence
that contains secrets and states to ensure security in every process; It is about processing, evaluating and
interpreting the information reached by the necessary means in the required fields (EGM Intelligence Direc-
torate, 2021). It is only possible to see the future, to take measures without experiencing any problems that
may arise, and to reach behind the scenes, as shown in the figure, by following a systematic path (National
Intelligence Organization, 2021).

The most important elements that shape and form the basis of intelligence; seen as curiosity and need.
Intelligence is a result / necessity arising from curiosity and needs (Citak, 2017, p.62-63). From this point of
view, it can be said that the security need, which constitutes the second step of Maslow’s Hierarchy of Needs,
constitutes the core of intelligence. Since Maslow sees security as a need, it has been determined that there
are different dimensions of security. These dimensions can be listed as follows: economic, environmental,
personal dimension, nutrition dimension and health dimension (Paris, 2001, p.90).

Intelligence; It is a concept that is related to many fields (military, political, economic, cyber intelligence,
transportation and communication intelligence etc.). (Ozdag, 2020, p. 66-68). Considering that the health
dimension is one of the most important parts of the need for security in the changing world order, it is possible
to add medical intelligence to these areas.

Medical intelligence; It is a concept that covers the stages of “analyzing, collecting and evaluating world-
class health issues and threats, foreign medical capacities, communicable diseases, environmental health
risks, innovations in biomedical and biotechnological fields” (NCMI, 2020). Medical intelligence gives us clues
about how a country can cope with health problems and what innovations it needs in the future. Considering
COVID-19 as the current epidemic, even if the medical intelligence structures cannot completely eliminate the
pandemic, they transfer the correct information to the political administrators and contribute to the improve-
ment of the conditions (Tahir, 2020).

It is known that intelligence organizations operate in the shadows in the fight against the COVID-19
epidemic, play an active role in process management even though they seem to be in the background, and
provide managers with information about the spread of the virus. For example, the National Medical Intelli-
gence Center (NCMI) within the Defense Intelligence Organization (DIA) in the USA; preparing public reports
involving epidemiologists, virologists and health professionals; It is a center evaluated in the field of medical
intelligence. During the pandemic period, it presented such reports to the management, accessed the confi-
dential information of other countries about COVID-19, supported the fight against infodemia and listed the
measures to be taken against a possible pandemic. In addition, this epidemic showed the countries the need
to develop the medical intelligence field in order not to encounter another virus surprise in the future (Walton,
2020). Another example is the intelligence organization established by the USA, England, New Zealand,
Canada and Australia, which are defined as Five Eyes (Unlii, 2020). Considering the COVID-19 pandemic,
the fact that this structure starts to do more studies in the field of medical intelligence and focuses on this area
shows us how important medical intelligence will gain in the future (Walsh, 2020).

In the face of the security threats of the 21st century, intelligence agencies had to adapt themselves to
hybrid conditions. For this reason, intelligence structures have brought the field of medical intelligence to

132



Jandarma ve Sahil Giivenlik Akademisi “II. Uluslararas: Giivenlik Kongresi” Bildiri Ozel Kitab

an important position with the pandemic against existing / possible threats directed from inside and outside.
Intelligence at many stages from the security of the barracks to the exercises carried out in the COVID-19
epidemic; started to be handled in the form of medical intelligence. Although this field is not new, there are few
countries investing in the field and the USA emerges as the leading actor in the field. Many countries faced
this: denying the medical intelligence field has come at a heavy price. Employees working in intelligence
agencies continued to work alternately under risk, and they had to resort to methods such as pacifying field
workers. These also caused some malfunctions in the operation (Seren, 2020).

The COVID-19 process has also raised a lot of question marks in terms of medical intelligence. Even
though the virus originated in China, did it have its original manufacturer? When did the virus first appear and
spread? Why did China hide some things to the whole world and is it late in warning? Which of the warnings
were taken into account? (Yilmaz, 2021, p. 248). All of these are questions that need to be answered individ-
ually, and it seems that these answers can only be put forward with the help of intelligence.

This work; It will help us find answers to the above questions. At the same time, the least mentioned area
in the studies related to the COVID-19 field was intelligence, and when intelligence agencies were examined,
it was determined that it was limited to traditional duty areas, and a great error was encountered. It is planned
to eliminate these deficiencies in the field with this study. The literature was reviewed as a method, and current
data were interpreted from a macro perspective. The medical intelligence field will be a central part of national
security in the future, it will prevent disadvantage in the field of global conflict by ensuring early awareness, it
is not far from the medical world, especially with COVID-19, its importance has increased, although the field
is old, the small number of investing countries It was concluded that medical intelligence should not only warn
during epidemic periods, but should also implement activities such as following what is happening, taking
precautions, preventing and informing.

Keywords: intelligence, Medical Intelligence, COVID-19
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TIBBI iISTIHBARAT VE SALGIN HASTALIKLAR
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OZET

Bu calisma ile teorik istihbarat arastirma ve calismalarina paralel olarak, istihbarat disiplini igerisinde
tibbi istihbarati ele almak, tibbi istihbaratin ¢alisma alanlarindan birisi olan halk saglidi ile ilgili konularin
askeri basarilara etkisine iliskin bulgulari ortaya koymak, ge¢cmisten giinimuze degisen kosullar igerisinde
saglik-glvenlik kapsamindaki benzerlikleri tasvir ederek gorece yeni bir galisma alani olan tibbi istihbarat
ihtiyacini tespit etmek amacglanmaktadir. Calisma bulasici hastalik salginlari ile savaslar arasindaki iligkiyi
gostermek uzere; 1914-1918 yillarinda Osmanli Ordularinin verileri Gzerine kurgulanmistir. Bu 6rnekle tibbi
tehdit ve tehlikelerin ulusal giivenlik sorunu haline gelmesi gosterilerek, ¢c6zim araci olarak tibbi istihbaratin
ulusal guvenlik igindeki yeri ve énemi ortaya koyulmaya calisiimistir. Ele alinan konular askeri basarilar
Uzerinde etkili olan “salgin hastaliklar”, “tibbi tehdit ve tehlikeler”, “ulusal glivenlik” ve “tibbi istihbarat” gibi
kavramlarin olusturdugu teorik gerceve igerisinde incelenmistir.

Calismada bilimsel arastirma yontemlerinden “Nitel” yontemin “Analitik” bigimi kullanilarak alan yazin
taramasi yapilmistir. Taramada salgin hastaliklarin tarihi arastirilarak, ézellikle 1914-1918 yillari arasinda
1. Diinya Savasr’ndaki salginlardan élumlere iligkin veriler tespit edilmistir. Tibbi istihbaratin tanimi, salgin
hastaliklar basta olmak lizere ¢alisma alanlari, d5nemi gibi konularda da yazindaki ¢caligmalar inceleme kap-
samina alinmigtir. Taramada tespit edilen 1. Dlinya Savasi’'nda salgin hastaliklardan kaynakli 61im sayilari
ile savas yaralanmasina bagl 6lim verileri karsilastirilarak, salgin hastalik kaynakli kayiplarin askeri glic
acisindan énemi incelenmistir. Tematik bir istihbarat tirt olan tibbi istihbarata iliskin kavramsal gergeve
tasvir edilmistir.

Guvenlik alanindaki tartismalarin baginda neyin givenliginin saglanacagi gelmektedir. Realist bakis
acisina sahip akademisyenler guvenligi saglanacak olanin “Devlet” olmasi gerektigini savunurken; elestirel
yaklagim sergileyenlerin insani 6nceleyen bir tutum'sergiledigi géralmektedir. Her iki yaklagimin da bulusa-
bilecegi ortak nokta ise glivenligi saglayacak olanin “Devlet” olmasidir. 1990’lardan itibaren uluslararasi
sistemin ilgi alanina daha ¢ok giren iklim degisikligi, kithk, salgin hastaliklar, nifus artisi, teknolojik gelisme-
ler, terérizm gibi konular glivenligin genislemesine ve gelismesine neden olmustur. Bireyin ve toplumun
varligina yodnelik ortaya ¢ikan yeni riskler, ulusal ve uluslararasi givenligi tehdit eder boyuta ulagsmistir.
Dunya, teknolojik gelismelere de bagh olarak insan ve g¢evre sagligina yonelik tibbi tehditlerin artmasi, yeni
tehdit trlerinin ortaya ¢gikmasi veya var olan tehditlerin etkisinin artmasi ile kargi karsiyadir. Bu durum, dev-
let organizasyonunun guvenlidi saglayici araglarindan birisi olan istihbarat alaninda da degisim ihtiyacini
ortaya gikarmistir. Uretilen bilgi, bilginin (iretilme siireci ve bu siireci yiiriiten kurum olarak ele alindiginda,
istihbaratin G¢ boyutunda da degisiklige gidilmesi gerektigi anlagiimaktadir.

Yeni ihtiyaglar karsisinda gelisen istihbarat branslarindan birisi “Tibbi Istihbarat’tir. Tibbi istihbarat;
“Halk saghgi ve gevre saghgini tehdit eden ve dogal ya da yapay yollarla ortaya ¢ikabilecek her turli risk
faktoriine iligkin verileri toplayan, ek olarak diger tlkelerin askeri ve sivil saglik bakim kapasitelerine iligkin
verileri derleyen, tip ve iliskili diger bilim dallarindaki gelismeleri takip eden, temin ettidi bu verileri deger-
lendirip analiz etmek suretiyle Urettidi bilgi, yorum ve tahminleri sivil ve askeri politikalari Uretecek karar
alicilara ileten istihbarat tirl” olarak tanimlanmaktadir (Yildiz, 2020). Saglik verilerinin guvenligi, diger tlke-
lerin sivil ve askeri yetkililerinin saghk durumlarinin takibi, biyoteknolojik gelismeler, genetigi degistirilmis
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organizmalar, biyoguvenlik, kitle imha silahlari gibi pek ¢ok konu tibbi istihbaratin caligma alani icindedir.
Bununla birlikte tibbi istihbaratin baglica ¢alisma alanini salgin hastaliklar ve epidemiyoloji olusturmak-
tadir. Covid-19 pandemisi etkileri itibariyle salgin hastaliklarin uluslararasi glivenlik meselesi haline gelebi-
leceginin en yakin ve devam eden érnegidir.

Tarih boyunca savas dénemleri ve sonrasinda salgin hastaliklar gériimus, askerler acisindan savas
yaralanmasina bagh 6élimlerden daha fazla can kaybina neden olmustur. Cok sayida askerin bir arada
uzun slre yasamak zorunda olmasi, askerlerin farkli cephelere sevk edilmesi, catisma bdlgelerinden diger
cografyalara sivil géclerin yasanmasi bu durumun sebepleri arasindadir. Baris dénemlerinde askeri saglik
bakim kapasitelerinin artiriimasi, savas zamaninda ordunun saglik durumunun askeri planlamaya dahil
edilmesi, hasim Ulkenin saglik bakim kapasitelerinin harekat planlarinda degerlendiriimesi gibi hususlar
askeri istihbarat teskilati altinda olmasi gereken tibbi istinbarat biriminin gérev alanindadir. ilave olarak
askeri harekat yapilacak alanda askerlerin sagligini tehdit edecek cevresel faktorlerin tespiti de bu kap-
samdadir.

Osmanli Devleti'nin 1914-1918 yillari arasindaki |I. Diinya Savasi verileri incelendiginde; ordularinin
tamaminda hastanede hastalik sebebiyle dlenlerin sayisinin 387.939, yaralanma sebebiyle 6lenlerin
sayisinin 20.521 oldugu goérulmektedir. Hastaneye hastalik sebebiyle girig yapanlarin sayisi 3.155.138 iken
yaralanma sebebiyle giris yapanlarin sayisi ise 544.234 diir (Ozdemir, 2005). Bu verilere gére hastaliktan
Olenlerin sayisinin yaralanmadan &lenlerin sayisinin 19 kati oldugu, yaralanma sebebiyle hastaneye giris
yapanlarin 1 / 26’s1 6lirken hastalik nedeniyle hastaneye giris yapanlarin 1 / 8’inin yasamini kaybettigi
anlagiimaktadir. Genel toplamdan da salgin hastaligin savas yaralanmasindan daha fazla 6ldiriict oldugu
ve orduda daha fazla zayiata yol agtigi gérilmektedir.

Tarihte tehdit ve firsat iligkisini birbirlerine karsi kullanan Ulkeler salgin hastaliga sebep olabilecek
mikroorganizmalari biyolojik bir silah olarak da gelistirmisler ve kullanmislardir. Saldirn yontemlerindeki
gelismeler savunma araglarinin da gelismesini beraberinde getirmistir. Dodal ya da yapay olarak ortaya
cikabilecek, ulusal guvenlik problemi haline gelme potansiyeli olan salgin hastaliklarin 6nlenmesindeki en
onemli arag tibbi istihbarattir.

Anahtar Kelimeler: Giivenlik, Istihbarat, Tibbi Istihbarat, Salgin Hastalik, Epidemiyoloji
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MEDICAL INTELLIGENCE AND INFECTIOUS DISEASES

ABSTRACT

With this study, in parallel with theoretical intelligence research and studies, to address medical intel-
ligence within the discipline of intelligence, to reveal the findings about the effect of public health issues,
which is one of the fields of medical intelligence, on military achievements, by describing the similarities in
the context of health and safety in changing conditions from the past to the present. It is aimed to identify
the need for medical intelligence, which is a relatively new field of study. The study shows the relationship
between infectious disease epidemics and wars; It was built on the data of the Ottoman Armies between
1914-1918. With this example, by showing that medical threats and dangers become a national security
problem, the place and importance of medical intelligence in national security as a solution tool has been
tried to be revealed. The topics discussed are examined within the theoretical framework formed by con-
cepts such as “epidemic diseases”, “medical threats and dangers”, “national security” and “medical intelli-
gence” that have an impact on military success.

In this study, literature review was carried out by using the “Analytical” form of the “Qualitative” method,
one of the scientific research methods. In the screening, the history of epidemic diseases was investigated,
and data on deaths from the epidemics in the First World War between 1914-1918 were determined. Stud-
ies in the literature on subjects such as the definition of medical intelligence, its fields of study, especially
epidemic diseases, and its importance were also included in the study. By comparing the number of deaths
caused by epidemic diseases in World War | and death data due to war injuries, which were determined in
the screening, the importance of the losses caused by epidemic diseases in terms of military power was
examined. The conceptual framework for medical intelligence, a thematic type of intelligence, is depicted.

One of the main discussions in the field of security is which one will be secured. While academics with a
realist point of view defend that the thing to be secured should be the “State”; It is seen that those who dis-
play a critical approach have an attitude that prioritizes people. The common point where both approaches
can meet is that it is the “State” that will ensure security. Issues such as climate change, famine, epidemic
diseases, population increase, technological developments, terrorism, which have become more of the
interest of the international system since the 1990s, have led to the expansion and development of security.
New risks to the existence of the individual and society have reached a level that threatens national and
international security. The world is faced with the increase of medical threats to human and environmental
health, the emergence of new threat types or the increase of the impact of existing threats, depending on
technological developments. This situation has revealed the need for change in the field of intelligence,
which is one of the security tools of the state organization. When the information produced is considered
as the process of producing the information and the institution that carries out this process, it is understood
that changes should be made in all three dimensions of intelligence.

One of the branches of intelligence developing in response to new needs is “Medical Intelligence”. Med-
ical intelligence; “Collecting data on all kinds of risk factors that threaten public and environmental health
and that may arise by natural or artificial means, in addition to compiling data on military and civil health
care capacities of other countries, following developments in medicine and other related disciplines, It is
defined as the type of intelligence that transmits the information, comments and predictions produced by
evaluating and analyzing these data to decision makers who will produce civil and military policies (Yildiz,
2020). Many issues such as the security of health data, the monitoring of the health status of civil and mili-
tary officials of other countries, biotechnological developments, genetically modified organisms, biosecurity,
weapons of mass destruction are within the scope of medical intelligence. However, the main field of study
of medical intelligence is infectious diseaes and epidemiology. The Covid-19 pandemic is the closest and
ongoing example that epidemics can become an international security issue in terms of its effects.
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Throughout history, epidemic diseases have been seen during and after the war periods, causing more
deaths for soldiers than deaths due to war injuries. Among the reasons for this situation are the fact that a
large number of soldiers have to live together for a long time, the soldiers are dispatched to different fronts,
and civilian migrations from conflict zones to other geographies. Increasing military health care capacities
during peacetime, including the health status of the army in military planning during wartime, and evaluating
the health care capacities of the enemy country in the operation plans are in the field of duty of the medical
intelligence unit, which should be under the military intelligence organization. In addition, the determination
of environmental factors that will threaten the health of the soldiers in the area where military operations will
be carried out are also within this scope.

When the World War | data of the Ottoman Empire between 1914-1918 are examined,; it is seen that
the number of those who died in hospital due to illness was 387,939, and the number of those who died
due to injuries was 20,521. While the number of those entering the hospital due to iliness is 3.155.138, the
number of those entering the hospital due to injury is 544.234 (Ozdemir, 2005). According to these data, it
is understood that the number of those who died from the disease is 19 times the number of those who died
without injury, 1/26 of those who entered the hospital due to injury died, while 1/8 of those who entered the
hospital due to illness died. In general, it is seen that epidemic disease is more lethal than war injuries and
causes more casualties in the army.

Countries that have used the threat and opportunity relationship against each other in history have also
developed and used microorganisms that can cause epidemics as a biological weapon. Developments in
attack methods brought along the development of defense tools. Medical intelligence is the most important
tool in the prevention of epidemic diseases that can occur naturally or artificially and have the potential to
become a national security problem.

Keywords: Security, Intelligence, Medical Intelligence, Epidemic Diseases, Epidemiology
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OZET

Yirmi birinci ylzyil, ‘ulus-devlet’ odakli giivenlik yaklasiminin yerini ‘insan’ odakli glivenlik yaklagimi-
na biraktigi dénem olmustur. insan odakli yasam giivenligini tehdit eden unsurlarin ise ekonomik, poli-
tik, kaltirel, toplumsal, bireysel, cevresel (klimatolojik), beslenme ve saglik boyutlariyla iligkili oldugunu
ifade edebiliriz. Ayrica eylemlerin tiirline ve buy(kligline gore insani glvenligin boyutlar birbirleriyle de
iliskilendirilmektedir. Guvenlik stratejisindeki degisim, insani yasam kosullarinin nasil korunacagi, nasil
surdurtlecegi ve yeni sartlara gére nasil gelistirilebilecegi konularina odaklanmay gerektirmektedir.
Cagimizda insan guvenligi-halk saglidi iliskisi ulus-devletlerin faaliyet sahasinin 6tesinde bir konuma tasin-
mistir. Salgin hastaliklar, geleneksel sinir glivenligini asan, tehdit algisini dénistiren ve hedefin makrodan
mikroya dogru cesitlendirildigi kuresel guvenlik sorunlaridir. Calisma kapsaminda degisen guvenlik an-
layisinin sonuglari ile guivenlik stratejisi gelistiricilerinin bu suregteki roliiniin sorgulanmasi hedeflenmistir.

Kuresel salgin gercedi tarihsel bakimdan yeni olmamakla birlikte, insan varolusu tzerindeki siddetli
tehdidi son yuzyilik dénemde artmistir. Bu dénmede, kiresel duzeyde halk sagligi hizmetlerinin yaygin-
lasmasi, saglik teknolojisindeki gelismeler ve beslenmeye erigimin kitlesellesmesi insan yasaminin uzam-
asina neden olmustur. Diinya genelinde insan nifusunun artisi ise devletlerin iktidar alanlarini organik
yasam sahalarina dogru genisletmesine ve sagligin ulusal guvenlik stratejisinin parcasi olmasina kaynaklik
etmistir. Artan kiresel salgin egilimi, sinir guvenligi, ulasim-tasimacilik ve gog politikalari, hijyen kontrold, i¢
guvenlik-dis guvenlik iligkisi, biyosurveyans, asi ve terapétik gelistirme kapasitesi, saglik bakim hizmetleri
sunumunda siber givenlik, biyoterdrizm, niikleer-biyolojik-kimyasal (NBC) silah Gretimi ve kontrolu, ulusal
gida Uretim ve beslenme stratejisi, kamu kurumlarinin acil durum eylem planlari gibi farkli konularin yogun
bicimde tartisiimasini gerektirmektedir.

Guvenlik stratejisinin biyolojik ve psikolojik unsurlari dahil edecek bigimde genisletiimesi, saglik ile
baglantili riskleri yeniden disinmemiz gerektigini ortaya koymaktadir. Kiresel salginlar makro, mezzo ve
mikro dizeylerde risk Uretmekte ve bunlarl tehdide donustirmektedir. Kuresel salgin surecleri, risklere
yonelik tim hazirliklara ragmen, riskin hizla tehdide donustigi zaman dilimleridir. Salginlar, klasik gliven-
lik stratejilerini mekan ve zaman duzeyinde sarsmakta ve 6zgurlik-glvenlik ikilemini iletisim giindeminin
merkezine yerlestirmektedir. Corona virlis (SARS Cov-2) pandemisinde de gorildigu tzere, karantinalar
ve seyahat kisitlamalari, bireyin guivenlik algisinda mekanin belirsizlesmesine neden olmaktadir. Salgin
slirecinde insan iligkilerinde ‘yakinlik’ artan risklere, ‘mesafe’ ise gliven duygusuna isaret etmektedir. ‘Dis
kaynakli tehdit’ olarak tanimlanan virtsler, mekan baglaminda toplumsal glivenlik sorunlarini tartismaya
acmakta ve kisisel fayda ile kolektif ¢ikar arasinda uyumsuzlugu belirginlestirmektedir.

Kuresel salginlara ve ulusétesilesen hastaliklara badh aciga cikan glvenlik tehditleri, bu konuda
gelistirilecek politikalari destekleyecek modellere ihtiyaci artirmaktadir. Kiresel salginlarin glvenlik strate-
jileri alaninda yeterince ele alinmamis olmasi literattirdeki temel sorun olarak gorulebilecektir. Var olan
modellemelerin cografi kapsamlarina (yerel, ulusal, bolgesel, kiiresel), kavramsal gergevelerine (liberalizm,
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realizm, bagimlilik teorisi, entegrasyon teorisi, sosyal konstriktivizm, post-yapisalcilik, ekolojizm), hedef
gruplarina (politika belirleyiciler, burokrasi, akademiler ve bilimsel arastirma topluluklari, sivil toplum ku-
ruluslari, genis toplum kesimleri) ve mevcut kurumsal bilgi Ureticilerine (Birlesmis Milletler, Dinya Saghk
Orgiitii, Avrupa Birligi, APEC, OECD, WTO, NATO ve ulusal saglik sistemleri) gére farklilik géstermesi
ise, ‘amaca uygunluk’ ilkesinin sonucudur. Calisma kapsaminda literatir taramasini takiben saglik gtiven-
ligi politikalarina iliskin farkli modellemelerin kapsamli bir analizi ve siniflandirmasi yapilmistir. Guvenlik
stratejisinin saglk ve salginlari da icerecek bigcimde genisletiimesi, toplum sagligi politikalarinin dnemini ve
sorunlarin ancak kiresel duzeyde degerlendirilerek ¢ozllebilecegini ortaya koymaktadir.

Anahtar Kelimeler: Kiiresel salgin, insan giivenligi, Saglik yénetisimi, Stratejik modeller
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HEALTH AND PANDEMICS IN CHANGING SECURITY STRATEGY

OZET

The twenty-first century has been the period when the ‘nation-state’ oriented security approach has
been replaced by a ‘human’ oriented security approach. We can state that the factors that threaten hu-
man-oriented life security are related to economic, political, cultural, social, individual, environmental (cli-
matological), nutrition and health dimensions. In addition, the dimensions of human security are also asso-
ciated with each other according to the type and magnitude of the actions. The change in security strategy
requires focusing on how to protect and maintain human living conditions and how they can be developed
according to new conditions. In our age, the relationship between human security and public health has
moved beyond the field of activity of nation-states. Epidemics are global security issues that transcend
traditional border security, transform threat perception and diversify the target from macro to micro. Within
the scope of the study, it is aimed to question the results of the changing security understanding and the
role of security strategy developers in this process.

Although the reality of the global pandemic is not historically new, its severe threat to human existence
has increased over the last century. In this period, the spread of public health services at the global level,
developments in health technology and the massive access to nutrition caused the prolongation of human
life. The increase in the human population around the world has been the source of the states’ expansion
of their power areas towards organic living areas and the fact that health is a part of the national security
strategy. Increasing global epidemic trend requires intense discussion of different issues such as border
security, transport-transportation and migration policies, hygiene control, internal security-external security
relationship, bio-surveillance, vaccine and therapeutic development capacity, cyber security in healthcare
services, bioterrorism, nuclear-biological-chemical (NBC) weapon production and control, national food
production and nutrition strategy, emergency action plans of public institutions requires intensive discussion
of different issues such as arms production and control, national food production and nutrition strategy, and
emergency action plans of public institutions

Extending the safety strategy to include biological and psychological elements suggests that we need
to rethink health-related risks. Global outbreaks generate risks at the macro, mezzo and micro levels and
turn them into threats. Global epidemic processes are time periods in which risks rapidly turn into threats,
despite all preparations for the risks. Outbreaks shake the classical security strategies at the space and
time level and place the freedom-security dilemma at the center of the communication agenda. As seen in
the Corona virus (SARS Cov-2) pandemic, quarantines and travel restrictions cause the space to become
obscure in the individual’s perception of security. During the epidemic, ‘proximity’ in human relations indi-
cates increasing risks, and ‘distance’ indicates a sense of trust. Viruses, defined as “external threats”, open
the social security problems to discussion in the context of space and highlight the incompatibility between
personal benefit and collective interest.

The emerging security threats due to global epidemics and transnational diseases increase the need
for models that will support policies to be developed in this regard. The fact that global epidemics have
not been adequately addressed in the field of security strategies can be seen as the main problem in the
literature. The geographical scope of existing models (local, national, regional, global), conceptual frame-
works (liberalism, realism, dependency theory, integration theory, social constructivism, post-structuralism,
ecologism), target groups (policy makers, bureaucracy, academies and scientific research) communities,
non-governmental organizations, wider society) and existing organizational information producers (United
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Nations, World Health Organization, European Union, APEC, OECD, WTO, NATO and national health
systems) is the result of the ‘fit for purpose’ principle. Within the scope of the study, following the literature
review, a comprehensive analysis and classification of different models related to health safety policies was
made. The expansion of the security strategy to include health and epidemics reveals the importance of
public health policies and that problems can only be solved by evaluating them at a global level.

Keywords: Pandemic, Human Security, Health Governance, Strategic Models

141



Jandarma ve Sahil Giivenlik Akademisi “II. Uluslararas: Giivenlik Kongresi” Bildiri Ozel Kitab
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OZET

2019 yilinin sonlarina dogru Cin’de ortaya ¢ikan ve kisa sire iginde tim duinyaya yayilarak kiresel
bir boyut kazanan Kovid-19 salgini, sadece insan sagligi konusunda degil, siyasi anlamda da 6nemli
degisiklere ve sonuclara neden olmustur/olmaktadir. Kovid-19 salgini Nisan 2021 itibariyle diinya gene-
linde 150 milyona yakin kisinin virise yakalanmasina ve ¢ milyona yakin kisinin de hayatini kaybetmesine
neden olmus olsa da sonuglari baglaminda tim insanligi etkilemistir. Bu etkilerden biri de Soguk Savas
sonrasi ivmesini ve etkisini artirmis olan kiresellesme tartismalarina olmustur. Soguk Savag’in bitimiyle
beraber Batr'nin siyasi ve ekonomik hakimiyetinde bir kiresel sistemin dinyanin geneline yayilmasinin
kaginilimaz oldugu; iletisim ve ulagim teknolojilerindeki gelismelerle birlikte bu yayilimin neticesi olarak din-
yanin “kuresel bir kdy”e donusecegdi ve en basta ulus-devletlerin sinirlarinin anlamsiz hale gelecegi iddia
edilmistir. Fakat Kovid-19 salgini bu yaklagimin zayifligini bir kez daha ortaya ¢ikarmistir.

Kultirler, inanglar, hayat pratikleri ve ulusal sinirlar arasindaki sinirlarin belirsiz ve anlamsiz hale
geldigi/gelecegi yoniinde bir kurguya sahip olan kiresellesme anlatilari, Kovid-19 salgininin neden old-
ugu siireglerden giiciinii kaybederek gikmistir. Oyle ki Harvard Kennedy School’'dan Prof. Dr. Carmen
Reinhart’a gére Kovid-19 salgini “kiiresellesmenin tabutuna ¢akilmis son civi” olmustur. Zira 2008-2009
kiresel ekonomik krizi, Cin ve Amerika Birlesik Devletleri arasindaki ticaret savaslari, tam entegrasyona
giderek kuresellesmenin katalizoru olacagi distintlen Avrupa Birligi(AB)'nin kendi iginde yasadigi ve Brek-
sit ile sembollesen bélinmeler kiiresellesme olgusuna ciddi mevzi kaybettirmisti. Fakat Kovid-19 salgini
bu etkenlerden daha fazla ve daha somut sekilde kiiresellesmeye zarar verdi. Oncelikle tim insanhigi ciddi
sekilde etkileyen bir konuda kiresel ortak bir stratejinin miimkin olmadigi gérildi. Salginin Cin digina tasip
hizla yayllmaya basladigi andan itibaren ulusal sinirlar yeniden 6nemli hale geldi. Tim devletler salginla
mucadelenin ilk adimi olarak kendi sinirlarini bagka Ulke vatandaslarina kapatmayi segti. Dahasi gerek
salginin yayiliminin engellenmesi gerekse de tedavi konusunda kiresel ortak bir akil igletilemedi. Salginla
mucadelede kiresel bir akildan ziyade yerel stratejiler 6n plana ¢ikti.

Salgin slrecindeki s6z konusu “6nce-ben” anlayisi 6zellikle asi konusunda daha da belirginlik kazandi.
Basta gelismis ulkeler olmak Uzere tim devletler, salgina karsi gelistirilen ¢esitli asilari temin etme nok-
tasinda dncelikle ve sadece kendi vatandaslarini géz éntine alarak strateji gelistirdiler. “AsI savaslar” ya
da “asi milliyetciligi” kavramlariyla ifadelendiriimeye calisilan bu durum, kiiresellesmenin ortadan kaldira-
cagi dusltnulen ulus-devletlerin halen daha 6nemli ve islevsel oldugunu gozler dniine serdi. Dinya Saghk
Orglitii ve Birlesmis Milletler gibi uluslararasi érgitlerin salgin siirecindeki etkisizligi devletleri karsi karsiya
kaldiklari ve hayati her agidan olumsuz etkileyen bir konuda kendi baslarinin ¢aresini bakmaya sevk etti.
Ulus-6tesi bir érgutlenme modeline sahip olan AB’nin salginla micadeledeki kolektif basarisizligi da bu
siirece eslik etti. AB, ézellikle as1 konusunda ortak irade ve strateji gelistiremedi. Bu nedenle de basta italya
ve Avusturya gibi AB uyesi Ulkeler Batr'nin yilardir siyasi ve ekonomik ambargo uyguladidi Rusya ile asi
isbirligi yoluna gitti. ABD, ingiltere ve Israil gibi iilkeler kendi niifuslarini birkag defa asilayabilecek sayilarda
asl anlagsmalari yaparken ¢zellikle “Uglincti dinya ulkeleri” diye tabir edeline yoksul Ulkelerin énemli bir
kismi tek bir asiy1 dahi temin etmekte zorluk ¢ekti.
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Dahasi, uluslararasi ve ulus-Ustl 6rgutlerin islevsiz ve etkisiz kaldidi, her bir devletin kendi bagina
kaldigi salgin siirecinde virlisiin gegirdigi mutasyonlar dahi ulusal bir bicimde tanimlanir oldu. ingiliz, Brez-
ilya ve Guney Afrika gibi cesitlere burtnen farkli mutasyonlar, salginla miicadelenin kiresel boyutunu gok
blyuk oranda ortadan kaldirdi. Elbette dncelikle tibbi bir sorun olan Kovid-19 salgini belirli bir sure sonra ya
yerylUzinden tamamen kalkacak ya da etkisi bugline kiyasla oldukca azalarak zararsiz hale gelecektir. Bu
nedenle Kovid-19 salgininin tek bagina kuresellesmeyi ortadan kaldirip ulus-devletleri yeniden ihya etmesi
disunulemez. Fakat insanligl katmanlh ve derinlemesine etkileyen bir unsur olarak Kovid-19 salgini, kire-
sellesmenin ne denli zayif bir olgu, ulus-devletin ise halen daha etkin, etkili ve ehliyetli oldugunu géstermesi
bakimindan sembolik bir isleve sahip olmustur.

Bununla birlikte cesitli ulus-devlet formlarinin gerek yerel gerek bolgesel gerekse de kiresel baglamda
sorunlar Urettigi ortadadir. Buradan hareketle, ulus-devlet formu iginde var olan birtakim sorunlarin yine ul-
us-devlet sinirlari iginde kalinarak ¢ozllebilecegdi agikardir. Ulus-devleti asan siyasal yapilarin gunimuz iti-
bariyle yeterli olmadi§i Kovid-19 salgini basta olmak (izere gesitli vesilelerle ortaya gikmistir. insan giiven-
ligi, ulusal glvenlik ve kiresel guvenlik gibi unsurlarin yapi tasi halen daha ulus-devlet formudur. Bu formu
cesitli beklentilerle yok saymak, insanligin ¢6zim aradidi ve/veya karsilasabilecegi sorunlari ¢cdzmekten
ziyade daha da sorunlu hale getirmektedir/getirecektir.

Anahtar Kelimeler: Kovid-19 salgini, Kiresellesme, Ulus-devlet
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THE COVID-19 PANDEMIC AS AN INDICATOR OF THE RETURN FROM THE
PERCEPTION OF GLOBALIZATION TO THE REALITY OF THE NATION-STATE

OZET

The Covid-19 pandemic, which emerged in China towards the end of 2019 and became a global phe-
nomenon by spreading all over the world in a short time, has caused significant changes and results not
only in human health but also in politics. Although the Covid-19 pandemic has caused close to 150 million
people worldwide to catch the virus and close to three million people to die as of April 2021, it has affected
all humanity in terms of its consequences. One of these effects has been on the globalization debate, which
has increased its momentum and impact after the Cold War. With the end of the Cold War, it has been ar-
gued that it is inevitable for a global system to spread throughout the world under the political and economic
dominance of the West. It has also been claimed that with the developments in communication/transpor-
tation technologies, the world will turn into a “global village” and the borders of nation-states will become
meaningless. However, the COVID-19 pandemic has once again revealed the weakness of this approach.

The narratives of globalization, which have a fiction that the borders between cultures, beliefs, life prac-
tices and national borders have/will become uncertain and meaningless, have come out of the processes
caused by the Covid-19 epidemic, losing their strength. According to Professor Carmen Reinhart from
Harvard Kennedy School, the COVID-19 pandemic has been “the final nail in the coffin of globalisation.”
The 2008-2009 global economic crisis, the trade wars between China and the United States of America, the
divisions symbolized by Brexit within the European Union (EU), which has been thought to be the catalyst
for globalization by going full integration had seriously damaged the phenomenon of globalization. But the
Covid-19 outbreak has damaged globalization more and more concretely than these factors. First of all, it
has been seen that a global common strategy is not possible on an issue that seriously affects all humanity.
From the moment the pandemic started to spread outside of China and spread rapidly, national borders
became important again. All states have chosen to close their borders to citizens of other countries as the
first step in the fight against the epidemic. Moreover, a global common sense could not be operated on both
the prevention of the spread of the pandemic and the treatment. Local strategies rather than global ones
have come to the fore in the fight against the pandemic.

The “me-first” understanding in the pandemic process has become even more evident, especially in
the field of vaccines. All states, especially developed countries, have built up a strategy to provide various
vaccines primarily and only by considering their own citizens. This situation, which has been expressed
with the concepts of “vaccine wars” or “vaccine nationalism”, has revealed that the nation-states that have
been thought to be eliminated by globalization are still important and functional. The ineffectiveness of inter-
national organizations such as the World Health Organization and the United Nations in the pandemic has
prompted states to take care of themselves in an issue that they face and that negatively affects life in every
aspect. The collective failure of the EU, which has a transnational organizational model, in the fight against
the pandemic also has accompanied this process. The EU could not develop a common will and strategy,
especially on vaccines. For this reason, EU member states such as Italy and Austria, in particular, resort-
ed to vaccine cooperation with Russia, to which the West has been implementing political and economic
embargoes for years. While countries such as the USA, England and Israel made vaccine agreements in
numbers that could vaccinate their own populations several times, a significant part of the poor countries,
especially the so-called “third world countries”, had difficulty in obtaining even a single vaccine.
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Moreover, in the pandemic, where international and transnational organizations were dysfunctional and
ineffective, and each state remained on its own, even the mutations of the virus became nationally defined.
Different mutations, which took on varieties such as British, Brazilian and South African, have largely elim-
inated the global dimension of the fight against the pandemic. Of course, the Covid-19 pandemic, which is
primarily a medical problem, will either disappear from the earth after a certain period of time or its effect will
be considerably reduced compared to today and become harmless. For this reason, it is unthinkable that
the Covid-19 pandemic alone will eliminate globalization and revive nation-states. However, as a phenom-
enon that affects humanity deeply, the Covid-19 pandemic has had a symbolic function in terms of showing
how weak globalization is and the nation-state is still effective and competent.

However, it is obvious that various nation-state forms produce problems in both local, regional and
global contexts. From this point of view, it is obvious that some problems that exist in the form of the
nation-state can be solved by staying within the structure of the nation-state. It has emerged on various
occasions, especially the Covid-19 pandemic, that political structures that transcend the nation-state are
not sufficient as of today. The most important actor to ensure human security, national security and global
security is still the nation-state form. Ignoring this form with various expectations makes/will make it more
problematic rather than solving the problems that humanity is seeking and/or may encounter.

Keywords: Covid-19 Pandemic, Globalisation, Nation-state
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BIRLESMIiS MILLETLER VE SIBER GUVENLIK
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OZET

Toplumlar, yasamsal faaliyetlerini ve varliklarini stirdiirme adina énceki caglardan itibaren savaslar icerisinde
yer almistir. Sonraki donemlerde savas yerine toplumsal diyaloglarin gelistiriimesi ile barigin ve yasamsal iglevlerin
surdurdlebilirligi ortaya ¢ikmistir. Bu kapsamda Ulkeler arasinda diyaloglarin saglanmasinda uluslararasi dizeyli
ve Ulkelerin de katilacagi bir organizasyon gerekliligi asikar olmustur.

Onceki dénemlerde gergeklestirilen savaslar toplumlara oldukga hasar vermistir. Ornegin Soguk Savas déne-
mi sonrasinda uluslararasi sistemde meydana gelen istikrarsizlik, hizlica gatismaya dénen uyusmazliklarin barisgi
yollar ile ¢ézllmesine katki sunmustur. Akabinde uluslararasi diyalog-iletisimin barisgi yollarla ¢6zimiine gerek-
sinim artmistir(Mengiler, 2006, s. 6). Bu kapsamda toplumlarin bir araya gelmesi ile dncelikli olarak 1920 yilinda
Milletler Cemiyeti (Cemiyeti Akvam) kurulmustur.

MC, Paris Barig Konferansi sonrasinda silahsizlanma, uluslararasi diizeyde anlagmazliklarin ¢ézimlenmesi
(hakem konumu ile) ve giivenlik saglama amaciyla kurulmustur. ilerleyen yillarda MC’nin tam anlamiyla devletleri
kapsamamasi, taraflara ytkimlilik getiren (sorumluluk veren) kararlar almayisi, Amerika Birlesik Devletleri (ABD)
gibi blyuk Ulkeleri “lye” statlisiinde bulundurmasi, alinan kararlarin tavsiyeden ileriye gitmeyisi tlkeler tarafindan
kabul edilebilirliginiolumsuz etkilemistir. Kararlarin ekonomik veya askeri yaptirim niteligi tagsimamasi ve bu nite-
likleri gergeklestirebilecek yapinin olmayisi Ulkelerin saldirgan tutumuna engel olmamis ve MC kararlari kagit
Uzerinde kalmistir(Keskin, 2019, s. 17).

Toplumlarin ihtiyaglari ve baris arayisi dogrultusunda kurulan MC, faaliyetleri ve kararlarina yonelik pasif durum
diinya genelinde Ulkeler arasi barigi koruyamamis ve |l. Diinya Savasi’na engel olamamistir(Ciloglu, 2020, s. 45)

Uluslararasi alanda faaliyet géstermek Uzere devletler arasi iletisime yonelik kurulan érgitlerden birisi de
Birlesmis Milletler (BM) olarak karsimiza gikmaktadir. Ozellikle MC’nin Il. Diinya Savasi’'ni engelleyememesi,
yapisal sorunlari, kararlarina yonelik Ulkelerin tutumu ve Ulkelerin birbirleri arasinda diyalog-baris ortamlarina
karsin yeterli basariyl gdsterememesi yeni olusumlarin arayisina ve akabinde BM'nin ortaya ¢ikmasina neden
olmustur(Ciloglu, 2020, s. 45).

Savas toplumlarin eski ¢aglardan itibaren karsi karsiya oldugu olumsuz durumlardan birisidir. Bir toplum
yasamsal faaliyetleri, sinirlari ve diger anlayislar dogrultusunda baska bir toplumun fiziki yapisina zarar verebil-
mekte ve savasin gorilmesine neden olabilmektedir. Savasin engellenmesi ve barisin saglanmasi adina (lkel-
er arasi faaliyet gosteren Birlesmis Milletler (BM) dlinya Ulkelerinin tamamina yakininin Gye oldugu bir yapidir.
Yapisal olarak olusturdugu BM Guivenlik Konseyi (BMGK) ile savasin engellenmesi, baris ve aksiyon-yaptirimlarin
gergeklestiriimesi saglanmaktadir.

BM ve BMGK g6z 6nline alindiginda gelisen yapisi ve faaliyetlerine paralele olarak kiresel anlamda gelisim
gbsteren bir diger kavram ise bilisim teknolojileridir. Birgok alan ve bireyin kullanimda oldugu bilisim teknolojileri
yasamin ayrilmaz bitiinl olmustur. Bilgisayar sistemleri, iletisim aglari, internet, kontrol ve gomuli iglemci birim-
lerini kapsayan, bilgi teknolojilerinin altyapilari ile olusan ve birbirlerine bagimli halde olan aglarin olusturduklari
kiresel alan genel anlamda siber alan olarak ifade edilmektedir.

GulnlUmuz itibari ile gerceklesen siber alana yonelik girisim ve suglar incelendiginde sayi, gesitlilik ve siddetin-
de gunden gline arttigi, saldirganlarin yetkinlik ve bilgi kabiliyetleri azalmakta akabinde siber savasin sdzlerde
kalmamakla birlikte baglayip devam ettigi goérilmektedir. Bu kapsamda gergeklestirilen calismada BM'nin fiziki
savasa yonelik tarihi ve yapisinin incelenerek siber alandaki saldirilarin incelenmesi ve mevcut gelismelerin in-
celenmesine yer verilmistir. BM’'nin alti organina ek olarak yeni bir organ ile siber savasa yonelik aksiyon almasi
¢agin énemli gereklilikleri arasinda yer aldig1 séylenebilir.

Anahtar Kelimeler: Birlesmis Milletler, Glvenlik, Savas, Siber Saldiri, Teknoloji
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UNITED NATIONS AND CYBER SECURITY

ABSTRACT

Societies have been involved in wars since previous ages in order to maintain their vital activities and existence.
In the following periods, with the development of social dialogues instead of war, the sustainability of peace and vital
functions emerged. In this context, the necessity of an organization at an international level in which countries will
also participate has become obvious in ensuring dialogues between countries.

Wars fought in previous periods have done a lot of damage to societies. For example, the instability in the inter-
national system after the Cold War period contributed to the peaceful resolution of conflicts that quickly turned into
conflict. Subsequently, the need for a peaceful solution to international dialogue-communication has increased (Men-
giler, 2006, p. 6). In this context, the League of Nations was established in 1920 with the coming together of societies.

The League of Nations was established after the Paris Peace Conference with the aim of disarmament, resolving
conflicts at the international level (with the position of arbitrator) and providing security. In the following years, the fact
that the League of Nations did not fully cover the states, did not take decisions that brought obligations (giving respon-
sibility) to the parties, had large countries such as the United States of America (USA) in the status of “member”, and
that the decisions taken did not go beyond the recommendation adversely affected the acceptability of the countries.
The fact that the decisions do not have the nature of economic or military sanctions and the lack of a structure that
can realize these qualities did not prevent the aggressive attitude of the countries and the League of Nations decisions
remained on paper (Keskin, 2019, p. 17).

Established in line with the needs of societies and the search for peace, the passive attitude towards its activities
and decisions could not maintain peace between countries throughout the world and II. It could not prevent World
War Il (Ciloglu, 2020, p. 45)

One of the organizations established for inter-state communication to operate in the international arena is the
United Nations (UN). Especially League of Nations Il. The inability to prevent the Second World War, the structural
problems, the attitude of the countries towards their decisions and the inability of the countries to show sufficient
success despite the dialogue-peace environments among-each other led to the search for new formations and sub-
sequently the emergence of the UN (Ciloglu, 2020, p. 45).

War is one of the negative situations that societies have faced since ancient times. A society can damage the
physical structure of another society in line with its vital activities, borders and other understandings and cause war to
be seen. The United Nations (UN), which operates between countries in order to prevent war and ensure peace, is a
structure to which almost all the countries of the world are members. With the UN Security Council (UNSC), which it
has formed structurally, it is ensured that war is prevented, peace and action-sanctions are carried out.

When the UN and UNSC are taken into account, another concept that develops globally in parallel with its
developing structure and activities is information technologies. Information technologies, in which many fields and
individuals are in use, have become an integral part of life. The global area formed by the interdependent networks
formed by the infrastructures of information technologies, including computer systems, communication networks,
internet, control and embedded processor units, is generally expressed as the cyber environment.

When the attempts and crimes against the cyber environment are examined as of today, it is seen that the num-
ber, diversity and violence are increasing day by day, the proficiency and information capabilities of the attackers are
decreasing, and then the cyber war has started and continues. even if he doesn’t keep his word. The study carried
out in this context includes the examination of the physical war history and structure of the UN, the examination of
attacks in cyberspace and the examination of current developments. It can be said that taking action against cyber
warfare with a new body, as well as six organs of the UN, is among the important requirements of the age.

Keywords: United Nations, Security, War, Cyber, Attack, Technology
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YENI NESIL SAVAS VE SIBER ISTIHBARAT
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OZET

Teknolojide yasanan gelismelerle birlikte savas kavraminin boyutu ve savasin meydana getirebilecegi tahribat da
genislemistir. Geleneksel savaslar olarak da bilinen konvansiyonel savaslar belirli bir alanda, belirli bir zaman diliminde
ve belirli taraflar arasinda gerceklesmekteyken, 21.yuzyilin savaslari diizenli ordular arasinda gerceklesen bir faaliyet ol-
maktan ¢ikip teknolojik ve endustriyel boyutu daha agir basan bir hale dénismustur. Dizenli ordular arasinda gergeklesen
savaslar, savas teknolojisindeki gelismelere mukabil olarak tarihi dénemler itibariyle 1, 2 ve 3. Nesil savaslar olarak ad-
landiriimaktayken, teknolojinin basat rol oynadigi 21.ylzyil savaslar 4. Nesil Savas veya daha kapsayici bir tanimla
Yeni Nesil Savas olarak adlandiriimaktadir. Gelisen teknoloji, sadece savas kavramindaki degisimlerin dinamosu olmakla
kalmamig, ayni zamanda hem insanlarin hem de devletin dijital (siber) alandaki varhgini arttirmistir. Oyle ki, 2025 yilina
kadar diinyanin sanal niifusunun yerylzu nifusunu gegecedi, diinya tizerindeki her kiginin bir sekilde internette yer alacagi
tahmin edilmektedir.

Teknolojinin gelisimi kamu hizmetleri agisindan degerlendirildiginde; e-devlet gibi kaynak tasarrufu saglayan uygulama-
larin arttigi, bankacilik sistemlerinin hem Ulke geneli hem de tim dlnya ile entegre hale geldigi, e-ticaretin arttigi ve gig,
enerji ve ulasim altyapilarinin daha fazla dijitallestigi gorilmektedir. Tim bu yenilikler, insan hayatini kolaylastirici etkisinin
yani sira énemli risk ve tehditleri de beraberinde getirmistir. Ornegin, devletin (veya 6zel sektoriin) dijital alandaki varligina
yoneltilebilecek bir siber saldiri ile rayl sistemlerin kontrolleri ele gecirilerek kazalara sebebiyet verilebilir, elektrik santralleri
devre disi birakilabilir, uydular yériingeden gikarilabilir, e-devlet faaliyetleri etkisiz hale getirilebilir ve bankacilik sistemleri ¢ok-
ertilebilir. Siber alanda yapilabilecek bu tir saldirilar, fiziki alanda olmamasina ragmen tipki konvansiyonel bir savasta oldugu
kadar, hatta ondan daha da fazla, tahribata neden olabilmektedir. Dolayisiyla 21.ylzyilin diinyasinda ulusal giivenlige yonelik
risk ve tehditler artmis ve sadece sinir givenliginin tesis edilmesi ulusal giivenligin temini igin yetersiz kalmigtir.

Teknolojinin gelismesi savas kavramini degistirdigi gibi, herhangi bir savas veya tehdide kargi hazirlikli olmayi ve
toplumsal hayatin aksamadan idamesini ifade eden guvenlik kavramini da degistirmistir. Bu itibarla 21.ylizyilda, teknolo-
jik bilesenlerin insan hayatinin hemen her alaninda yer almasi siber guivenlik ve siber istihbarat gibi ulusal giivenlik igin
vazgegilmez unsurlar haline gelecek kavramlarin ortaya ¢cikmasina neden olmustur. Glvenlik ve istihbarat, gegmisi insan-
lik tarihine kadar geriye gétiiriilebilecek iki kavramdir ve bir-nesnenin iki yiizii gibi birbirini tamamlayici 6zelliktedir. insanlik
tarihi ile birlikte ortaya ¢ikan bagkalari hakkinda bilgi sahibi olma ve bunun sagladigi avantaj, modern devletlerin ortaya
cikmasi ile birlikte daha belirgin hale gelmis ve ilk baslarda savaslar igin kesif ve gézlem amagh 6nci birlikler yollanmasi
seklinde ortaya gikan istihbarat faaliyetleri, bu is icin munferit érgitlenmelerin kurulmasi ile zamanla daha profesyonel bir
faaliyet haline gelmistir. Teknolojideki gelismeler ise istihbaratin kapsami ve yéntemlerini de genislemistir. Ornegin 2021
yili itibariye ingiltere’de siber sug hacminin fiziksel sug hacmini gectigi belirtiimektedir. Bu nedenle kamu giivenliginden
sorumlu kuruluslarin daha ¢ok siber alani denetlemesi gerektigi vurgulanmaktadir. Bu itibarla, siber alanda kamu gliven-
ligini tehdit edebilecek girisimlere karsi gerekli énlemleri almak ve saldirilara hazirlikh olmak seklinde tanimlanabilecek
siber istihbaratin 6nemi de artmistir.

Savas ve istihbarat birbirlerine oldukg¢a yakin kavramlardir. Glinku gerek sicak gatismalar gerekse sicak gatismanin
olmadigi ancak ekonomik, teknolojik ve ideolojik bir Gstuinlik micadelesinin yer aldigi ortamlarda karsi tarafin stratejisini
belirlemek ve buna yoénelik tedbirler almak ancak istihbarat sayesinde miimkiin olabilir. Bu baglamda bu ¢alismanin amaci,
teknolojinin gelisimine mukabil olarak savasin ve istihbaratin gegirdigi evrimi incelemektir. Bu kapsamda 1. Nesil savastan
Yeni Nesil Savas’a kadar savasin her asamasinda istihbarat faaliyetlerinin gerceklesme bicimi ve Yeni Nesil Savasta siber
istihbaratin 6nemi ele alinacaktir. Tirkge alanyazin incelendiginde siber istihbarat ile ilgili yapilan ¢alismalarin daha gok
kamu guvenligi ekseninde ele alindig1 gérulmektedir. Bu ¢alismada ise istihbarat, madalyonun bir diger yizl olan savas
kavrami ile birlikte ele alinacaktir. Boylelikle, savas ve istihbarat kavraminin evrim sireci, bu siiregteki 6nemli kilometre
taslari ve Yeni Nesil Savasta siber istihbaratin yeri ve énemi daha iyi anlasilabilecegi ve bu alanda literatiire bir katkida
bulunulabilecegi distnllmektedir. Literatlr arastirmasina dayali betimleyici bir ydntemle hazirlanan bu galisma sonucun-
da, Yeni Nesil Savaslarda giivenlik kavraminin, dolayisiyla da istihbarat kavraminin kapsaminin genisledigi, bilgisayar ve
internetin insan hayatinda daha fazla yer alacagindan hareketle devlet ve 6zel sektor kuruluslarinin siber istihbarat ve
siber glivenlige yonelik AR-GE calismalarini artirmasi gerektigi, siber istihbaratta kamu-6zel sektor isbirliginin nem arz
ettigi, devletin siber istihbarat alaninda personel egitimine daha fazla destek sunmasi gerektigi bulgularina ulagiimistir.

Anahtar Kelimeler: Savas, Yeni Nesil Savas, Istihbarat, Siber Istihbarat, Siber Giivenlik
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THE NEXT GENERATION WARFARE AND CYBER INTELLIGENCE

ABSTRACT

With the developments in technology, the dimension of the concept of war and the damage that war can cause has
expanded. While conventional wars, also known as traditional wars, take place in a specific area, in a specific time period
and between certain parties, the wars of the 21st century have transformed from being an activity between regular armies to
a more dominant technological and industrial dimension. While wars between regular armies are historically referred to as
1st, 2nd and 3rd Generation wars in response to the developments in war technology, 21st century wars in which technology
plays a dominant role are called 4th Generation War or, in a more comprehensive definition, Next Generation War. Develop-
ing technology has not only been the engine of the changes in the concept of war, but also has increased the presence of
both people and the state in the digital (cyber) field. By 2025, it is predicted that the world’s virtual population will exceed the
earth’s population, and every person on the world will be on the internet in some way.

When the development of technology is evaluated in terms of public services; it is seen that resource-saving applications
such as e-government are increasing, banking systems have become integrated with both the country and the whole world,
e-commerce has increased and power, energy and transportation infrastructures are becoming more digitalized. All these
innovations have brought along important risks and threats as well as the effect of facilitating human life. For example, with
a cyber-attack against the digital presence of the state (or private sector), the control of rail systems can be taken over and
this event can cause accidents, power plants can be disabled, satellites can be taken out of orbit, e-government activities
can be deactivated, and banking systems can be destroyed. Such attacks that can be made in the cyber space, although not
in the physical area, can cause damage just as much as in a conventional war, even more than that. Therefore, in the world
of the 21st century, the risks and threats to national security have increased and providing border security alone has been
insufficient to ensure national security.

The development of technology has changed the concept of war, as well as the concept of security, which refers to being
prepared for any war or threat and maintaining social life without interruption. Therefore, in the 21st century, the inclusion
of technological components in almost every aspect of human life has led to the emergence of concepts such as cyber se-
curity and cyber intelligence that will become indispensable elements for national security. Security and intelligence are two
concepts that can be traced back as far as human history, and they are complementary like two sides of an object. Having
knowledge about others and having advantage for this that emerged with the history of humanity has become more evident
with the emergence of modern states. Firstly, intelligence activities emerged as the sending of pioneer troops for exploration
and observation for wars. After the establishment of special organizations for this task, intelligence has become a more pro-
fessional activity over time. Advances in technology have expanded the scope and methods of intelligence. For example, it is
stated that the volume of cyber crime exceeds the physical crime volume in the UK in 2021. For this reason, it is emphasized
that institutions responsible for public security should inspect more cyberspace. In this respect, the importance of cyber intelli-
gence, which can be defined as taking necessary precautions against attempts that may threaten public security in the cyber
field and being prepared for attacks, has increased.

War and intelligence are very similar concepts. Because in an environment where there is hot conflict or not hot conflict
but an economic, technological and ideological struggle for supremacy, it is only possible with intelligence to determine the
strategy of the other party and take precautions. In this context, the purpose of this study is to examine the evolution of war
and intelligence in response to the development of technology. In this context, how intelligence activities take place at every
stage of war from 1st Generation War to Next Generation War and the importance of cyber intelligence in Next Generation
War will be discussed. When the Turkish literature is examined, it is seen that the studies on cyber intelligence are mostly
handled in the axis of public security. In this study, intelligence will be discussed together with the concept of war, which
is another side of the medallion. In this way, it is thought that the evolution process of the concept of war and intelligence,
important milestones in this process, and the place and importance of cyber intelligence in Next Generation War can be
better understood and a contribution can be made to the literature in this field. This study was prepared with a descriptive
method based on literature research. As a result of this study, findings indicate that the concept of security and therefore the
concept of intelligence expanded in Next Generation Wars, the state and private sector organizations which consider that the
computer and internet will take place more in human life should increase their R&D studies on cyber intelligence and cyber
security. Findings also indicate that public-private sector cooperation is important in cyber intelligence, and that the state
should provide more support to personnel training in the field of cyber intelligence.

Keywords: War, Next Generation War, Intelligence, Cyber Intelligence, Cyber Security
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OZET

insanligin varolusundan beri siiregelen giivenlik kavrami Soguk savas sonrasi bilim ve teknolojideki gelisme-
lerle guivenlik teriminin ivme kazanmasina neden olmustur. Soguk Savas dénemindeki savasan taraflarin netligi,
tehditlerin acik olusu ve uygun karsiligin alinma ihtimali giinimuizde teknolojinin gelisimiyle tim diinyadaki gliven-
lik kavraminda bir dizi degisimleri zorunlu hale getirmistir. Ozellikle savag teknolojisindeki degisim, gelisim ve istih-
barat yapisina iliskin genel deg@isiminler siber glivenlik kavramina dair yaklasim ve Uluslararasi iligkiler konusunda
bir takim degisimleri hizlandirmistir. Siber giivenlik alanindaki bu degismelerin en énemlisi ise artik diismanin
belirsiz olugu, saldirilarin her yerden gelebilmesi, tehditlerin ve saldirilarin sinirlarinin olmayisgi bireyleri, kurumlari
ve neticesinde Ulkeleri siber glivenlik alaninda farkindaligini arttirmasina sebep olmustur. Uluslararasi aktérlerin
etkilesiminin artidi siber alanda yasanan teknolojik gelisimlerinin bittnligune siber uzay denmekte ve devletlerin
ana aktor oldugu siber uzayda siber suglara iligkin artis devletleri ve bireyleri tehdit eder olmustur. Siber alanda
bireyler, kurumlar ve devletler icin hayati 5nem tasiyan verilerin olmasi, siber sug faillerinin belirsizligi ve tespitinin
zorlugu, siber ortami kétu niyetli kisilerin hedefi haline getirmektedir. Siber alanda yapilan her tirlG saldiri, ele
gegirici faaliyetlerin arag ve yéntemlerle uygulanmasina ise siber tehdit denmektedir. Siber tehdit, klasik suglarin
teknolojinin gelismesine bagli olarak ortaya ¢ikan yeni bir boyutu kazanmasiyla olmustur. Siber alandaki herhangi
bir eylemin kim tarafindan yapildiginin tespitinin zorlugu, siber silahlarin konvansiyonel silahlara gére daha ucuz
olmasi ve sonucunun yikici etkilerinden dolayi siber saldiri yapan kisilerin istahini kabartmaktadir. Ayni zaman da
siber tehditler ve siber saldirilar devletlerin ve devlet disi aktorlerin politik, ekonomik veya toplumsal degerlerine,
siber uzay teknolojilerinden faydalanarak icerden ve disardan bozabilme tehlikesi sinifina girmekte olup, siber
uzaydaki bilgilerin bilim ara¢ ve sistemleri kétiiye kullaniimasiyla zararlara neden olmasina bilgi sizdirmak iyi bir
ornek olmaktadir. 2010 yilinda yasanan ABD’nin Irak Savasi’na dair bilgi, kayit ve diplomatik elektronik yazisma-
larin Wikileaks adindaki bir internet sitesi (izerinden yayilmasi ya da Tunus’ta baslayan ve Arap Bahari olarak
adlandirilan siirecin sosyal medyanin baskici rejimlerinin devrilmesindeki roliinden teknolojinin etkisini tim diinya
kabul etmesini saglamistir. Boylelikle siber uzayda, devletleri tahmin edilemeyecek boyutlarda zarara ugratabi-
lecek verilere kolayca ulasila bilinmektedir. Bunlardan dolayi siber guivenlik, siber tehditler ve siber gli¢ unsurlari,
uluslararasi iligskiler baglaminda yirmi yil 6nceye kadar ikincil derecede énemli yani low politic olarak atlanilirken
artik giinimuzde ulusal guvenligin bir pargasi olarak 6Gnemsenmektedir.

Siber uzayda yasanan siber tehditlere, siber saldirilara ve siber suglara karsi yalnizca etkin olmak degil ayni
zaman da etkinlik alanini koruma ihtiyacindan dolayi ve siber alanda yasanan eylemlerin avantaji nedeniyle ul-
uslararasi guivenlige iliskin artislar olmustur. Bu kapsam da siber uzayda, uluslararasi iligkiler de yasanan giincel
meselelerin yer aldigi tim politik ve askeri ¢atismalar gibi konulara siber uzay konusu ile farkli bir boyut ka-
zandirlmis ve 2016 Varsova Zirvesi'nde NATO tarafindan da operasyonel bir alan olarak resmen taninmis bulun-
maktadir(NATO,2016). NATO Uyesi 29 Uye devlet siber alanda etkinlidini arttirmak ve glivenlik dnlemleri igin ortak
galismalar yuritmektedir. NATO’'nun bir tyesi olan UGlkemizin ceza kanunda da yeni sug tiiri olarak bilisim suglari-
na yer verdigini sdyleyebiliriz. Siber glivenlik, bilisim ve iletisim aglarinin sayilarinin artmasi ve hasara ugratarak
calismaz hale gelmesi igin yapilan siber tehdit, siber saldiri ve her tirli siber tehlikelere kargi ag ve sistemlerin
korunma ¢abalari kapsaminda alinan énemler diyebiliriz.

Siber Uzayda, Ulusal ve uluslararasi givenlidi tehlikeye distrmemek igin, bireysel, kurumsal ve devlet icin
o6nemli verilerin sizmasini ve ulusu tehlikeye duslrecek boyutlara ulasmamasi icin, gelen e-postalara, Ucretsiz ya
da lisansiz indirilen program ve uygulamalara dikkat edilmeli ki bu sorunun sadece kigisel degil ulusal bir sorun
hale gelmesi engellenmelidir. Ornegin; Kullanicinin bilgisayarina yerlesen bir Truva atiyla, kisisel veya kurumsal
bilgilere, hatta sifrelerine kadar ulasabilme imkani saglanmasi ya da Oltalama teknigini ile ziyaret edilen sahte bir
web sitesi kullanilarak, kart bilgilerinden, elektronik posta verilerinin bagka kisilere ulasmasini saglarken kimlik
hirsizlidi icin de kullaniimaktadir. Arka kapilar, bukalemun, virus, solucan en ¢ok bilinen siber saldirilar arasin-
da sirilarken hepsinde amag 6nemli verileri, bilgileri ele gegirmek, sistemleri islevsizlestirmeyi saglamaktir. Tim
bunlarin Ulusal olarak 6nline gegebilmek adina NATO ile isbirligi icerisinde olmanin disinda Milli programlarimizi
Uretmeli, siber tehlikeler konusunda toplumsal bilinci uyandirmali ve uzman Kisiler yetistirilmelidir. Nitekim siber
glivenlik sadece ulusal bir sorun olmaktan ¢ikmis artik uluslararasi ve gok boyutlu bir sorun teskil etmektedir.
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SECURITY EFFECTS OF INTERNATIONAL CYBERSPACE

ABSTRACT

The concept of security, which has been continuing since the existence of humanity, has caused the term secu-
rity to gain momentum with the developments in science and technology after the cold war. The clarity of the warring
parties during the Cold War period, the openness of threats and the possibility of receiving appropriate response
have made a series of changes in the concept of security all over the world with the development of technology
today. In particular, changes in war technology, development and general changes in the intelligence structure have
accelerated some changes in the approach to the concept of cyber security and international relations. The most
important of these changes in the field of cyber security is that the enemy is now uncertain, attacks can come from
anywhere, threats and attacks do not have borders have caused individuals, institutions and consequently countries
to increase their awareness in the field of cyber security. The integrity of the technological developments in the cyber
space, where the interaction of international actors increases, is called cyber space, and the increase in cybercrime
in the cyber space where states are the main actor has threatened states and individuals. The existence of vital
data for individuals, institutions and states in the cyber field, the uncertainty and difficulty of detecting cybercriminals
make the cyber environment a target of malicious people. The application of all kinds of attacks and seizure activities
in the cyber space with tools and methods is called cyber threat. Cyber threat has occurred as classical crimes
gained a new dimension that emerged due to the development of technology. Due to the difficulty of determining who
carried out any action in the cyber space, the cheaper cyber weapons compared to conventional weapons, and the
destructive effects of the result, cyber attacklt whets the appetite of the people who do it. At the same time, cyber
threats and cyber attacks are in the danger of disrupting the political, economic or social values of states and non-
state actors from inside and outside by using cyber space technologies, and leaking information is a good example
of the information in cyberspace causing damages by the abuse of science tools and systems. is happening. The
dissemination of information, records and diplomatic electronic correspondence regarding the Iraq War of the USA
in 2010 through a website called Wikileaks or the role of the social media in the overthrow of the oppressive regimes
of social media, which started in Tunisia and called the Arab Spring, enabled the whole world to accept the impact of
technology. . Thus, in cyberspace, it is known that data that can cause unpredictable damage to states can be easily
accessed. They are therefore cyber security, cyber threats and cyber power elements, in the context of international
relations twenty years ago so important secondary degrees lower politic as atlanilirk that today it is regarded as a
part of national security.

There have been increases in international security due to the need to not only be effective against cyber threats,
cyber attacks and cybercrime, but also to protect the field of activity and the advantage of actions in the cyber space.
In this context, issues such as all political and military conflicts in cyberspace, including all political and military con-
flicts in international relations, have been given a different dimension with the subject of cyber space and has been
officially recognized as anoperational area by NATO at the 2016 Warsaw Summit (NATO, 2016). .29 NATO member
states carry out joint studies to increase their effectiveness in cyberspace and security measures. We can say that
our country, which is a member of NATO, includes cyber crimes as a new type of crime in its criminal law. Cyber
security, brelationship and communicate with me network the number of suffered increased damage and threats in
cyberspace do to become work scallops, cyber attacks, and each against any cyber dangers network and the scope
of protection efforts of the system is strongly taken can say.

In Cyber Space, In order not to endanger national and international security, in order to prevent the leakage of
important data for individual, institutional and government and to reach a level that would endanger the nation, atten-
tion should be paid to incoming e-mails ,programs and applications downloaded free of charge or unlicensed, and
this problem is not only personal but national. it should be prevented from becoming a problem. For example; Itis also
used for identity theft while providing the opportunity to access personal or corporate information, even passwords,
with a Trojan horse placed on the user’s computer or by using a fake website visited with phishing technique, card
information, e-mail data to reach other people. While the back doors, the virus, the worm are among the most known
cyber attacks, the purpose of all of them is to capture important data, information, and make systems dysfunctional.
All of them apart from being in cooperation with NATO in order to prevent the national program should produce our
national cyber dangers konusund a must awaken social consciousness and long man people should be trained. As
a matter of fact, cyber security is no longer a national problem, but an international and multidimensional problem.

Keywords: Cyberspace, Cyber Attack, Cyber Threat, NATO, Security
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OZET

Toplumlari makro diizeyde etkileyen problemler s6z konusu oldugunda, incinebilir olmalariyla anilan
gruplar, bunlardan en ¢ok etkilenenler olmasi baglaminda ilk akla gelenlerdir. Cin’de baslayarak tim
diinyaya yayilan Covid-19 pandemisinin de herkesi etkilemis olmakla birlikte en ¢ok incinebilir gruplari
drseleyebilecegini sdyleyebilmek miimkiindiir. Incinebilir gruplar arasinda yer alan gocuklarin yasadiklari
Orselenmenin ise 6zel bir hassasiyetle ele alinmasi gerekmektedir.

Cocuklar, riskler ve tehlikeler karsisinda yetiskinlere kiyasla daha savunmasizdirlar. Dolayisiyla pan-
demi sureci gocuklarin savunmasizliklarini, givensizlik duygularini ve korunma ihtiyaglarini artirabilecek
etkiler meydana getirmistir. Bu ¢alisma ile pandemi surecinde ¢ocuklarin glvenlik risklerini artirmis olan
durumlari, onlarin karsilagtiklar sorunlar ve etkilerini ortaya koyabilmek amaglanmistir. iigili literatir te-
melinde, soruna iliskin sosyal psikolojik bir degerlendirme yapilmigtir.

Yaslilara kiyasla Covid-19’dan daha ¢ok korunmus olsalar da ebeveynlerini, baska bir aile tyesini ya
da kendisinin bakimindan sorumlu kisiyi Covid-19 nedeniyle kaybeden ¢ocuklar oldukga fazladir. Dahasi,
duygusal yakinlk kurulan kisilerin kaybi s6z konusu olmasa bile hastalik nedeniyle stresi artirabilecek du-
rumlarin ortaya ¢cikmis olmasi, cocuklarin guvenlik risklerinin artmasina neden olmustur.

Pandemi surecinin yetiskinlerin yuklenmis olduklar stresi artirabilecek etkilerinin oldugu asikardir.
Ekonomik kayiplar ve buna bagl olarak yoksullugun siddetlenmesi, sosyal iletisim ve etkilesim ihtiyacinin
tatmin edilebilirliginin azalmasi, duygusal yakinlik kurulan kisilerin hastalik nedeniyle kaybi ve hatta baska
insanlarin hastalikla micadelede yenilgiye ugramasi stresin artmasina yol acabilmektedir. Bu da partner
siddetinin ve gocuk istismarinin artigi gibi problemleri tetiklemektedir. Pandemi sirecinin yol agtidi bir arada
kalma zorunlulugu, isini kaybetmis olmanin ve/veya hastalik ihtimalinin yaratmis oldugu gerginligin etkisiyle
siddete meyilli olan kisileri buna yonlendirebilmektedir.

Covid-19 streci, cocuk haklari ihlalini artirabilecek durumlara yol agmistir. Cocuklarin temel hizmetlere
erisimlerinde yasanan sorunlarin artmasi; saglik, beslenme ve gelisimle ilgili kazanimlarinin baltalanmasi
tehdidi; 6zellikle gecekondularda ya da sokakta yasayan ¢ocuklarin glivenli sudan mahrum kalmasi ve hi-
jyen imkanlarinin olmamasi; internete, kitaplara, okul malzemelerine erisimin saglanamamasi ve okullarin
kapanmasi nedeniyle okul temelli beslenme programlarindan mahrum kalmalari; 6zellikle kiz gocuklarin
okula geri dénme ihtimallerinin dismesi; ekonomik imkanlar bakimindan zaten zorluklarla yasayan on mi-
lyonlarca gocudun daha fazla yoksulluk icerisine diismesi; sosyoekonomik gerileme ile gocuklarin siddet,
sOmUrd ve istismar icin risk faktorlerinin artmis olmasi yuz ylze olduklari sorunlar arasinda yer almaktadir.
Dahasi, kiz gocuklarin cinsiyete dayali siddete maruz kalmalari, erken evlilikler ve hamilelik acisindan
yuksek riskli olmalari; yabanci digsmanligina ve ayrimciliga maruz kalma ihtimallerinin ve multeci, gégmen
cocuklarin; gatismalardan etkilenenlerin kirilganhklarinin artmasi s6z konusudur. Cocuklarin Covid-19 ned-
eniyle karsi karsiya kalabilecekleri risk ve tehlikelerin artmasinin yaninda, yasadiklari problemlerin kapali
kapilar ardinda kalabilme ihtimalinin yiksek olusunun ve bdylelikle magduriyetlerinin siddetlenebileceginin
de ayrica vurgulanmasi gerekmektedir.
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A SOCIAL PSYCHOLOGICAL ASSESSMENT OF THE COVID19 PROCESS THAT MAY
INCREASE THE SAFETY RISKS OF CHILDREN

ABSTRACT

When it comes to problems that affect societies at a macro level, the groups mentioned as being vulner-
able are the first to come to mind in terms of being the most affected. It is possible to say that the Covid-19
pandemic, which started in China and spread over the world, affected everyone, but it could hurt the most
vulnerable groups. The trauma experienced by children, who are among the vulnerable groups, needs to
be handled with specific precision.

Children are more vulnerable to risks and dangers than adults. Therefore, the pandemic process has
created effects that can increase children’s vulnerability, feelings of insecurity, and protection needs. This
study, it is aimed to reveal the situations that have increased the safety risks of children during the pandem-
ic process, the problems they face, and their effects. A social psychological analysis of the problem has
been made based on the relevant literature.

Although they are more protected from Covid-19 compared to the elderly, many children have lost
their parents, another family member, or caregiver due to Covid-19. Moreover, even if there is no loss of
emotional intimacy, the emergence of situations that can increase stress due to illness has increased the
safety risks of children.

It is obvious that the pandemic process has effects that can increase the stress of adults. Economic
losses and, accordingly, the exacerbation of poverty, the decrease in the satisfaction of the need for so-
cial communication and interaction, the loss of emotional intimacy due to illness, and even the defeat of
other people in the fight against the disease can lead to increased stress. This triggers problems such as
increased partner violence and child abuse. The necessity of staying together caused by the pandemic
process can lead people who are inclined to violence due to the tension created by losing their job and/or
the possibility of illness.

The Covid-19 process has led to situations that may increase the violation of children’s rights. Increas-
ing problems in children’s access to basic services; the threat of undermining health, nutritional and de-
velopmental gains; especially children living in slums or on the streets are deprived of safe water and lack
of hygiene facilities; deprivation of school-based nutrition programs due to lack of access to the Internet,
books, school supplies, and school closures; reduced probability of going back to school, especially for
girls; tens of millions of children, who are already living with difficulties in terms of economic opportunities,
fall further into poverty; socioeconomic decline and increased risk factors for violence, exploitation, and
abuse of children are among the problems they face. Moreover, girls are at high risk for exposure to gen-
der-based violence, early marriages, and pregnancy; the possibility of being exposed to xenophobia and
discrimination, and refugee and migrant children; The vulnerability of those affected by conflicts increases.
In addition to the increase in the risks and dangers that children may face due to Covid-19, it should also be
emphasized that the probability of the problems they experience may be left behind closed doors and thus
their victimization may be exacerbated.

Keywords: Covid-19, Child, Effects of the Covid-19 process, Children’s safety risks.
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OZET

Birinci Dinya Savagi’ndan sonra Anadolu’nun itilaf devletlerince isgal edilmesi sonucu baglayan Kurtu-
lus Savasi zaferle sonuglanmis ve Anadolu disman isgalinden kurtariimisti. Yeni kurulan Turkiye Cumhuri-
yeti her alanda oldugu gibi saglik alaninda da yasanan ciddi sorunlarin ¢dziimdi igin ¢calismalara basladi. Bu
kapsamda Cumbhuriyetin ilk yillarinda saglik teskilatinin olusturulmasi igin gerekli olan kanunlar ¢ikarilar-
ak uygulamaya konuldu. Bunun yani sira bulasici hastaliklarla micadele, koruyucu saglik hizmetlerinin
gelistiriimesi ve ihtiya¢c duyulan saglik personelinin yetistirimesi calismalari yapildi. Lozan Antlasmasi,
Montré Sézlesmesiyle kurulusu tamamlanan Diinya Saglik Orgiitii Anayasasinin 21 ve 22 nci maddeleri
uyarinca hazirlanmis ve 6368 sayil Yasayla onaylanmis Uluslararasi Saglik Tuizigi ve Umumi Hifzissihha
Kanunuyla goérevleri sekillenen Genel Mudurlik, tim kara hudut kapilari, limanlar ve havalimanlarinda
drgutlenmesine devam ederek hizmetlerini stirdirmekteydi. Glkemiz, komsularimiz ve dinya saghginin
korunmasina katkida bulunmak amaciyla uluslararasi antlagsmalardan ve mevzuattan kaynaklanan yetki ve
gelirleri kullanarak, Turk Bogazlari ile hudutlarimiz ve sahillerimizde saglik denetimleri yaparak, uluslarar-
asl gecerliligi olan sertifikalari dizenlemek ve uluslararasi yayilma gosteren bulasici ve salgin hastaliklarin
sinirlarimizdan girmesini 6nleme galismalar yapilmaktaydi.

Bu dénemde Turkiye Cumhuriyeti’'ni saglik alaninda bekleyen en blyuk sorun, bulasici hastaliklarin
neden oldugu salgin hastaliklardi. Bulagici hastaliklarla’micadelenin insani, sosyo-ekonomik ve strate-
jik 6neminden dolayi zor sartlar altinda oldukga 6nemli bir micadele verilmisti. Saglik Bakanlidi salginla
mucadelede yurtiginde oldugu kadar yurtdisinda da gereken 6zeni gostermekteydi. 1923-1946 yillarinda
komsu Ulkelerde gorilen veba gibi salgin hastaliklardan korunmak ve yurt saghgini korumak icin gerekli
buttn tedbirler alinmisti. Asilama istasyonlari ve ihtiyat asi stoklari kurulmus kara deniz ve hava yolculu-
larina takibat yapilmisti. Bakanlik radyo yayin ve sinema gibi vasitalarla halk saglik bilgisini gelistirmek igin
oldukga genis bir calisma yapmisti. Cumhuriyet'in ilk yillarindaki bu miicadele ile hastalik 6nemli 6lgtide
kontrol altina alinabilmisti

Glney sinirnmiza yakin yerlerde de bulasici hastaliklara karsi etkin miicadele edebilmek icin bitgeden
fazla pay ayrilmasi istenmisti. Akcakale’nin 3 kdytnde 15 kiside tespit edilen veba salginina karsi hastaligin
tehlikeli durumunu énleyecek galismalar baslatiimisti. Hastaligi bulastirdigi belirlenen fare ve pirelere karsi
Urfa’nin tiim ilgeleriyle birlikte ortak énlemler alinmaya baslandi. Bu amagla Saglik isleri Genel Mudirii
Akcakale’de Suriye Sagdlik mufettislerinden Dr. Rustu, Derzor Saglik Midirt Dr. Atif, Tel Abyad doktoru Dr.
Rasit Baki ile konuyu gérismuslerdi. Bu gorismede Suriyeli doktorlar Suriye’de veba hastaligi olmadigini
ileri strseler de Akcakale’ye yakin Suriye kdylerinde sipheli 6lim vakalar oldugu &grenilmisti. Fakat
Suriye bu hastalik vakasiyla gerektigi sekilde ilgilenmemigsti. Nitekim Derzor Sihhiye MudurG tarafindan
Akcakale’de bulunan seyyar laboratuvara getirilen Suriyeli bir hastaya ait muayenede hummai racia oldugu
tespit edilmisti. Bu durum uzerine konu Disisleri Bakanligina iletilmisti Disisleri Bakanligi bu konuyla ilgili
Uluslararasi Saglik Teskilatindan bilgi istedi. Uluslararasi Saglik Teskilati yaptigi incelemede Akgakale’ye
yakin Kirkkaya, ve Varta adli Suriye kdylerinde alti veba hastasinin oldugunu belirtti. Bu haber dogrultusun-
da bu hastaligin giney illerimiz igin bir tehlike olusturacadr bu amacla ilgili bakanliklarin yardimi ile ¢ok
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genis ve ciddi bir mucadelenin yapilmasi gerektigi ve tehlike ortadan kalkincaya kadar bu micadelenin g
ayda bir tekrar edilmesi kararlastirildi. Ayrica bu durum karsisinda giiney demiryolu trenlerinde gereken
tedbirlerin alinmasi gerektigi ve Suriye ile ortak sinir kapilarinin kapatiimasi teklif edildi.

7 Mart 1931 * de de Rusya’'nin Karabag mintikasinda olusan ve sinira yakin Culfa ve Nahcivan halki-
na bulasan veba hastaliginin Glkemize girmemesi igin Artvin ve Rize vilayetine ait kisimlar hari¢ olmak
Uzere o donemde butin Rusya sinir kapilarinin kapatiimasina karar verilmisti. Ulasim ise Beyazit vilayeti
mintikasinda Igdir képrisunden dahil olan yol ile ve Kars mintikasinda Kars tren hattinin ilk istasyonu
olan Kizilcakgakta yalniz tren ile yapilmasi kararlastirildi. Ayrica 1gdir Képrusu civarinda tesis edilecek
istasyonlarda Rus sinirindan gelen yolcularin tibbi muayene ile veba asisi vurulmasi kararlastirildi. Ayrica
yolcularin bes gin gbzetim altinda tutularak bu siire sonunda hastalik belirtisi gdstermeyenlerin yurda
girmesine izin verilmigti.

1942 yilinda da Yunanistanda ortaya gikan salgin hastaliklarin 6niine gegilebilmesi igin dezenfeksiyon
islerinde kullaniimak Uzere llkemizden Yunanistan’a 60 ton kdmdr, 20 ton mazot, 10 ton sabun, 2 ton
stzllmus petrol 2 ton rafine edilmis yag, ve uygun miktarda sarimsak génderilmesine iliskin Yunanistan’in
teklifi incelendi. Bu dénemde savas ortaminda bulunuldugu igin kdmir, mazot sabun, stzilmis petrol,
rafine edilmis yag ve sarimsak en énemli ihtiya¢c maddelerinden oldugu icin ihrag edilmesine higbir suretle
musaade edilmemekteydi. Fakat bu maddelerin her birinden istenen miktarlarin salgin hastaliklarin dezen-
feksiyonunda kullaniimak bakimindan fazla olmadigi belirtilerek Ticaret vekilligince verilebilecegi belirtiim-
isti.

Bu calismada Turkiye’nin Cumbhuriyetin ilk yillarinda saglik politikasinin nasil olusturuldugu, sinir
komsularimiz olan Ulkelerde goriilen salgin hastaliklara karsi ne gibi énlemler alindigi, devletin ve halkin
salgin hastaliklar ile ilgili miicadele yéntemleri tespit edilmeye calisiimistir. Ozellikle Cumhuriyet Arsivi'nden
yararlanilarak konu ile ilgili ulagilabilen kaynaklar degerlendirilmistir. Ayrica Tirkiye BuylUk Millet Meclisi
Tutanak Dergisindeki konusma zabitlar dogrultusunda yapilan ¢alismalar degerlendiriimisti.

Anahtar Kelimeler: salgin, hastalik, dnlem, glvenlik, ekonomi

157



Jandarma ve Sahil Giivenlik Akademisi “II. Uluslararas: Giivenlik Kongresi” Bildiri Ozel Kitab

EFFORTS TO ENSURE COUNTRY SECURITY AGAINST EPIDEMIC DISEASES SEEN IN
BORDER NEIGHBORS IN THE FIRST YEARS OF THE REPUBLIC

ABSTRACT

The War of Independence, which started as a result of the occupation of Anatolia by the Allied Powers
after the First World War, resulted in victory and Anatolia was liberated from the enemy occupation. The
newly established Republic of Turkey started to work on the solution of serious problems in the field of
health, as in every field. In this context, the laws necessary for the establishment of the health organization
in the first years of the Republic were enacted and put into effect. In addition, efforts were made to combat
infectious diseases, improve preventive healthcare services and train the required healthcare personnel.
The General Directorate, whose duties were shaped by the International Health Regulations and the Public
Health Law approved by Law No. 6368, prepared in accordance with Articles 21 and 22 of the Constitution
of the World Health Organization, the establishment of which was completed with the Lausanne Treaty and
the Montreux Convention, continued to organize and continue its services at all land border gates, ports
and airports. In order to contribute to the protection of our country, our neighbors and the world health, by
using the powers and revenues arising from international treaties and legislation, by conducting health
inspections on the Turkish Straits, our borders and our coasts, we were carrying out studies to issue inter-
nationally valid certificates and to prevent internationally spreading infectious and epidemic diseases from
entering our borders.

During this period, the biggest problem awaiting the Republic of Turkey in the field of health was epi-
demics caused by infectious diseases. Due to the humanitarian, socio-economic and strategic importance
of the fight against infectious diseases, a very important struggle was waged under difficult conditions. The
Ministry of Health was showing due diligence both domestically and abroad in combating the epidemic. All
necessary measures were taken to protect the health of the country and to avoid epidemic diseases such
as the Plague seen in neighboring countries in 1923-1946. Vaccination stations and reserve vaccine stocks
were established, and land, sea and air passengers were prosecuted. The ministry has done extensive
work to improve public health knowledge through radio-broadcasting and cinema. With this struggle in the
first years of the Republic, the disease could be brought under control to a significant extent.

It was asked to allocate more than the budget in-order to effectively fight against infectious diseases
in areas close to our southern border. Against the plague epidemic detected in 15 people in 3 villages of
Akcakale, studies were initiated to prevent the dangerous situation of the disease. Together with all the
districts of Urfa, joint measures have been taken against the mice and fleas that are determined to infect
the disease. For this purpose, Dr. Rustl, Derzor Health Director Dr. Attribution, Tel Abyad doctor Dr. They
had discussed the issue with Rasit Baki. During this meeting, although Syrian doctors claimed that there
was no plague disease in Syria, it was learned that there were suspicious deaths in Syrian villages close
to Akgakale. But Syria had not properly dealt with this disease case. As a matter of fact, it was determined
that a Syrian patient had hummai racia during the examination of a Syrian patient who was brought to the
mobile laboratory in Akgakale by the Derzor Sanitary Director. Upon this situation, the issue was conveyed
to the Ministry of Foreign Affairs. The Ministry of Foreign Affairs requested information from the International
Health Organization on this issue. In its investigation, the International Health Organization stated that there
are six plague patients in the Syrian villages of Kirkkaya and Varta, close to Akgakale. In line with this news,
it was decided that this disease would pose a danger to our southern provinces and that a very large and
serious struggle should be carried out with the help of the relevant ministries and this struggle should be
repeated every three months until the danger disappears. In addition, it was proposed that the necessary
measures should be taken on the southern railway trains in the face of this situation and the common bor-
der gates with Syria should be closed.
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On March 7, 1931, it was decided to close all Russian border gates, except the parts of Artvin and Rize
provinces, so that the Plague disease, which occurred in the Karabakh region of Russia and spread to the
people of Julfa and Nakhichevan close to the border, did not enter our country. Transportation was decided
to be carried out by the road included from the 1gdir bridge in the Beyazit province and at Kizilgakgak, which
is the first station of the Kars train line, in the Kars region. In addition, it was decided that the passengers
coming from the Russian border at the stations to be established around the Igdir Bridge will be given a
medical examination and the plague vaccine. In addition, passengers were kept under surveillance for
five days, and those who did not show signs of iliness at the end of this period were allowed to enter the
dormitory.

In order to prevent the epidemic diseases in Greece in 1942, Greece’s decision to send 60 tons of coal,
20 tons of diesel oil, 10 tons of soap, 2 tons of filtered oil, 2 tons of refined oil, and appropriate amount of
garlic from our country to Greece to be used in disinfection works. The proposal was examined. Since coal,
diesel soap, filtered oil, refined oil and garlic were among the most important necessities in this period,
they were not allowed to be exported under any circumstances. However, it was stated that the required
amounts of each of these substances are not too much for use in the disinfection of epidemic diseases and
that they can be given by the Trade Office.

In this study, it has been tried to determine how the health policy of Turkey was formed in the first years
of the Republic, what measures were taken against epidemic diseases in our neighboring countries, and
the methods of struggle of the state and the public against epidemic diseases. Especially the resources
that can be reached on the subject by making use of the Republic Archive were evaluated. In addition, the
studies carried out in line with the speech records in the Turkish Grand National Assembly Tutanak Maga-
zine were evaluated.

Keywords: epidemic, disease, prevention, security, economy
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GERASIMOV DOKTRINi VE RUSYA'NIN HIBRIT SAVAS ANLAYISI

J.Kur.Alb.(E) Hayrettin GULER
hayrettinguler@yahoo.com

OZET

Icinde bulundugumuz cagda igerisinde kimlerin yer aldigi ve hangi teknoloji ile miicadele edildiginin bilinmedigi
catismalar, klasik savas teorisini yeniden tartismaya agmistir. Bu bildiride savas literatiirline hizlica girip fenomen haline
gelen, NATO ve kimi batili giigler tarafindan Rusya’nin yeni bir savas taktigi oldugu degerlendirilen hibrit savas kavrami,
Rusya Federasyonu(RF)nun son dénemde katildi§i gatismalar isiginda sunulacaktir. Maksadimiz, savasin degisen
karakteri dogrultusunda hibrit savagin 6zelliklerini incelemek, mantigini anlamak ve konvansiyonel savaslardan hangi
yonlerde ayrildigini agiklamak olmakla beraber ikincil amaci RF’nin bu konudaki yeteneklerini analiz ederek Batr'lilar
tarafindan iddia edildigi gibi RF’nin bir hibrit savas makinasi olup olmadigini tespit etmektir.

Sunumda Rusya’nin Kinm'i ilhaki ile neticelenen Ukrayna i¢ savasinda meydana gelen olaylar gergevesinde adini
sik¢a duydugumuz ve bulanik, melez gibi isimlerle de adlandirilan hibrit savas kavrami Rus bakis agisiyla degerlendiriimis,
Rusya’da bu terimin nasil anlasildigi ve kavramsallastirildidi tanimlar ve olaylar (zerinden agiklanmaya galisiimistir. Bu
kapsamda RF Genel Kurmay Baskani Orgeneral Valery Gerasimov’un doktrini hibrit savas baglaminda ele alinmigtir. Doktrin
genel olarak Gerasimov'un siyasi ve stratejik hedeflere ulasmak igin askeri olmayan yontemlerin kullaniimasinin gerekliligi,
savasin otonom sekilde yUr(tlliup robotik sistemlerin savas hattina egemen olacagi yéniindeki analizlerini igermektedir.

11 Eyliil 2001 tarihinde ikiz Kule ve Pentagon saldirilarinin hemen sonrasinda sonrasinda diinya sahnesinde yasanan
catismalar, klasik konvansiyonel savaslarin yerini farkli tlirde savaslara birakacaginin emarelerini tagimaktaydi. Harekat
ortaminin kayboldugu, bilinen harp prensipleri ve klasik savas kuramlarinin hice sayildigi, cephe hattinin muglak bir
gorunime burtindugd, her yerin eylem alanina donustugi, hedef seciminde higbir ahlaki ve hukuki kuralin gozetilmedigi,
yaratilan kaos ortaminda her turli strprizin yasandigi ilging savaslar dénemine girilmistir.

Ozellikle 2014 yilinda baslayan ve Kirm’in sessizce ilhaki ile neticelenen Rusya-Ukrayna savasinda, Rusya tarafindan
uygulanan taktik ve stratejiler dogrusal olmayan savas ve son dénemlerde hibrit / karma savas gibi kavramlarla tanim-
lanmaya caligilan soguk savas sonrasi gatismalarin niteligini yeniden tartismaya agmistir. Rusya-Ukrayna savasindan
once adina pek az rastlanan hibrit savas kavrami, gegmisteki savaslari da kapsayacak sekilde literatiire hizlica girmis ve
glnimuiz savaslari tanimlanirken siklikla kullanilan bir fenomen haline gelmistir.

Hibrit savas uygulamalarinda asil hedef kendisine Hibrit savas uygulanan hedef Ulke halkinin zihinsel yapisinin
degistiriimesidir. Bu manada hedef ilke halkinin memnuniyetsizligini arttirmak yonetime karsi tavir almasini saglamak
icin dncelikle ele gecirilen yolsuzluk ve riigvet belgeleri kamuoyu ile paylasilir. Bunlar yoksa diizmece belgelerle hiikiimet
Uyeleri karalanmaya c¢alisilir. Hiikiimet Uyelerinin ve gocuklarinin savurganliklari, zengin yasam olanaklari medyada
abartilarak yayimlanir. Savunma bakanliginin gizli savas planlari, seferberlik calismalari dahil, her tirden gizli belgeleri
ele gegiriimeye calisilir. Hedef llkede yasayan halkin sorunlari, hibrit harbi planlayan devletge diplomasi ile s6ziim ona
uluslararasi arenada savunulur. Bir yandan hedef alinan devletin hiikiimeti zayif disurilirken, 6te yandan kendi hikkiime-
tine olan sempati ve guiven arttirilir. Bu durum hedef tilkede bulunan ve mevcut otoriteden memnun olmayan halkin mem-
nuniyetsizligini daha da arttirir. Yer yer grevler, is birakmalar, diikkan ve banka soygunlari, sokak gdsterileri, giderek artan
meydan toplantilari gériilmeye baslanir. Hedef llke toplanti ve gdsterileri kanunsuz bulup siddetle bastirdigi takdirde, bu
bir kisim halkin memnuniyetsizligini daha da arttirir. Sivil halkla giivenlik giigleri arasinda gatismalar baglar. Bu gatismalar-
da meydana gelecek olan 6lUm ve yaralanmalar, propaganda vasitalarinca abartilarak kamuoyuna sunuldugundan halkin
memnuniyetsizligi daha da artar.

Bu faaliyetlerle koordineli giderek devlet kurumlarina saldirilar ve kurumlarinin isgali streci baslar. Hedef llkede
bilingli olarak otorite boslugu olusturulduktan sonra, fiili isyan hareketleri gérilmeye baslanir. Hedef Ulkedeki bir kisim
halkin isyan hareketini desteklemek maksadiyla, diizenli askeri birlikler sinira yakin konuslandirilir. Diizensiz Giniformasiz
askerler 6nceden hedef bolgeye sizdirilarak kritik nokta ve bolgelerde tertiplendirilir. Bittin bu faaliyetlerle koordineli olarak
ekonomik savas unsurlari da devreye sokulur. imkan varsa hedef (ilkeye ekonomik ambargo uygulanir. Biitiin bu olan-
lardan yerel hiikiimet sorumlu tutulur.

Hedef llke 6zellikle savasinin ilk yillarinda sayisiz insan kayiplarina, sosyal ve ekonomik gokulslere ve uluslararasi
arenada imaj kaybi gibi sorunlara maruz birakilarak biiyiik bir bedel éder. Ugiincii iilkelerin yasanan olaylari anlamasi
genellikle cok geg olur ve genellikle is isten geger, yani ati alan Uskiidar’i gecer ve tepkiler genellikle ciliz olur. Hibrit'in
en blyuk 6zelligi niyetin kamuoyu ve diinya glindeminden gizlenerek eylemlerin blytk bir gizlilik icinde yiritilmesidir.

Anahtar Kelimeler: Savas, Hibrit Savas, Sinirsiz Savas, Dordiinct Nesil Savas, Birlesik Savas, Ger-
asimov Doktrini.
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THE GERASIMOV DOCTRINE AND RUSSIA’S HYBRID WAR APPROACH

ABSTRACT

Conflicts in which it is not known who is involved and what technology is being fought in the current era has opened
the classical war theory to discussion again. In this paper, the concept of hybrid warfare, which quickly entered the war
literature and became a phenomenon, and which is considered as a new war tactic of Russia by NATO and some western
powers, will be presented in the light of the recent conflicts that the Russian Federation (RF) has participated in. Our aim is
to examine the characteristics of hybrid warfare in line with the changing character of the war, to understand its logic and
to explain how it differs from conventional wars, but its secondary purpose is to analyze the capabilities of the RF in this
regard and to determine whether RF is a hybrid war machine as claimed by the Westerners. .

In the presentation, the concept of hybrid warfare, which we hear frequently in the context of the events that took
place in the Ukrainian civil war that resulted in Russia’s annexation of Crimea, and which is also called fuzzy, hybrid, was
evaluated from a Russian perspective, and how this term is understood and conceptualized in Russia is explained through
definitions and events. has been studied. In this context, the doctrine of General Valery Gerasimov, Chief of the General
Staff of the RF, was discussed in the context of hybrid warfare. The doctrine generally includes Gerasimov’s analysis of the
necessity of using non-military methods to achieve political and strategic goals, that war will be waged autonomously and
robotic systems will dominate the battle line.

The conflicts that took place on the world stage right after the Twin Tower and Pentagon attacks on September 11,
2001, showed that classical conventional wars would be replaced by different types of wars. We have entered the period of
interesting wars in which the operational environment disappeared, the known war principles and classical war theories were
disregarded, the front line took on an ambiguous appearance, everywhere turned into an action area, no moral and legal
rules were observed in the selection of targets, and all kinds of surprises were experienced in the created chaos environment.

Especially in the Russia-Ukraine war, which started in 2014 and ended with the silent annexation of Crimea, the tactics
and strategies implemented by Russia have brought the nature of the post-cold war conflicts into discussion, which has
been tried to be defined with concepts such as non-linear war and hybrid / mixed warfare recently. The concept of hybrid
warfare, which was rarely encountered before the Russia-Ukraine war, quickly entered the literature, including the wars in
the past, and has become a frequently used phenomenon when defining today’s wars.

The main goal in hybrid war applications is to change the mental structure of the people of the target country to which
hybrid war is applied. In this sense, firstly, the seized corruption and bribery documents are shared with the public in order
to increase the dissatisfaction of the people of the target country and to take a stand against the administration. If these
are not available, government members are tried to be defamed with false documents. The extravagance of government
members and their children and their rich life opportunities are exaggerated in the media. All kinds of secret documents are
tried to be seized, including the secret war plans of the Ministry of Defense and mobilization efforts. The problems of the
people living in the target country are defended in the so-called international arena with diplomacy by the state that plans
the hybrid war. On the one hand, the government of the targeted state is weakened, on the other hand, sympathy and trust
in its own government is increased. This situation further increases the dissatisfaction of the people in the target country
who are not satisfied with the current authority. From time to time, strikes, layoffs, shop and bank robberies, street demon-
strations, and more and more square gatherings begin to appear. If the target country finds the meetings and demonstra-
tions unlawful and violently suppresses it, this will further increase the dissatisfaction of some of the people. Clashes begin
between the civilian population and the security forces. As the deaths and injuries that will occur in these conflicts are
exaggerated and presented to the public by means of propaganda, the dissatisfaction of the public increases even more.

In coordination with these activities, the process of attacks on state institutions and the occupation of their institutions
begins. After an authority vacuum is created consciously in the target country, actual rebellion movements begin to be
seen. Regular military units are deployed close to the border in order to support the rebellion movement of some people
in the target country. Soldiers in irregular uniforms are deployed in critical points and areas by infiltrating the target area
in advance. In coordination with all these activities, the elements of economic warfare are also activated. If possible, an
economic embargo is applied to the target country. The local government is held responsible for all this.

Especially in the first years of the war, the target country pays a great price by being exposed to numerous human
losses, social and economic collapses, and problems such as loss of image in the international arena. It is usually too late
for third countries to understand the events and it is usually too late, that is, the one who takes the horse passes Uskiidar
and the reactions are usually weak. The most important feature of Hybrid is that the actions are carried out in great secrecy
by hiding the intention from the public and world agenda.

Keywords: War, Hybrid Warfare, Compound War, 4th Generation Warfare, Unrestricted Warfare, The
doctrine of Gerasimov.
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KANAL iSTANBUL: KARADENIiZ’DE YENi EKONOMiK ALAN VE GUVENLIK KONSEPTI

Prof.Dr. Salih YILMAZ
Ankara Yildinim Beyazit Universitesi
rusencenter@gmail.com

OZET

Milenyum projesi olarak adlandirilan Kanal istanbul, ilk defa Recep Tayyip Erdogan tarafindan 2011 yilinda basbakan
iken ilan edilen Karadeniz’i Marmara Denizi'ne bagdlayan alternatif bir suni kanal yapimi projesidir. Tirkiye Cumhuriyeti'nin
ilaninin 100. yildénimu kutlamalari sirasinda 2023 yilinda tamamlanmasi planlanan proje nihai olarak onaylanmistir.
Tdrkiye, 100. kurulus yildonimini 29 Ekim 2023’te 30 buylk altyapi projesini tamamlamak istiyor. Strateji-2023 olarak
nitelendirilen 30 proje icerisinde Tlrk kozmonotunun uzaya ugusu, Ulkenin ilk nlkleer santralinin acilmasi, mavi bayrakl
plaj sayisinda diinya rekoru kirilmasi oldugu gibi Kanal istanbul’'un agilmasi da vardir.

Turkiye’nin proje tamamlandiktan sonra gevre ve glivenlik nedeniyle kargo gemileri ile petrol tankerlerinin bogazlardan
gecisine kisitlama getirme hakki bulunuyor. Ciinki gliniimizde diinya petrolinin yaklasik yarisi deniz yoluyla tasiniyor ve
istanbul Bogazi ve Ganakkale Bogazi (izerinden giinliik hidrokarbon gegisi yaklasik 3 milyon varil civarindadir. 15 milyon
insanin yasadigi sehir icin bu gegisler blyk riskler icermektedir. Tirkiye, 1994’te bogazlardan yiik gemilerinin gegcisini belli
kurala bagladi. Buna gore gecisler igin Karadeniz ve Marmara’da uzun bekleyisler olmaktadir.

iran’da Tahran Universitesi'nin Hazar Denizi'ni Basra Kérfezi'ne baglayacak bir nakliye kanali ingaati igin proje belgeleri
gelistirmeye basladig biliniyor. Iran, bu projeyi 2030’da tamamlamayi planliyorlar. Sonug olarak Hazar Denizi'ne (Azerbay-
can, Kazakistan, Tiirkmenistan, Rusya, iran) erisen (ilkeler petrol ve dogalgazi acik denize tagiyabilecek bu kanalin yapimi-
na da ilgi gosteriyorlar. Dahasi, Rus savas gemileri Tiirk bogazlarina ihtiyag duymadan okyanuslara yelken agabilecek.

Rusya’nin Kafkaslar ve iran tarafindan cografi olarak Tiirkistan’in denizlere baglanmasi konusunda Avrupa Birliginin
ortaya koydugu projelere olumlu bakmadigini sdyleyebiliriz. TRACECA projesinin bir pargasi olarak 1990’larin basindan
beri Ustlenilen Transkafkasya genelinde bir ulasim iletisimi sistemi kurma girisimleri basaril olmamistir. Bu projenin
basarili olmamasinda ABD’nin karsi gikmasinin etkisi vardir. Bununla birlikte birgok uzmana gére Istanbul, Avrasya veya
Hazar-Iran Kérfezi kanal projeleriyle ilgili gériigmeler veya tartismalar Gin projesi “Tek Kusak, Tek Yol ile gergek bir sekilde
iliskilendiriimektedir. Bolgesel Asya glcleri olarak énemlerini gliclendirme sansi elde eden Ankara, Tahran veya Astana
ekonomik merkez olmak icin yeni projeler ortaya koymaktadir.

Kazakistan da yeni kanal projesi ile kiiresel siyasette yer almak istedigini gdsterdi. Kanal istanbul Projesi sadece
Avrupa icin degil Avrasya jeopolitigi icin de stratejik bir projedir.' Kazakistan’in eski Cumhurbaskani Nursultan Nazarbayev,
Sogi Ylksek Avrasya Ekonomi Konseyi'nin bir toplantisinda, Karadeniz ile Hazar arasinda Avrasya Kanali ingasi projesini
glindeme getirdiginde Rusya bununla oldukga ilgilenmistir. Bu proje aslinda Gin'in Yeni ipek Yolu Projesini Hazar ve Kanal
istanbul ile Avrupa’ya baglama projesi olarak da nitelendirilebilir. Cin, hem Hazar projesine hem de Kanal istanbul projes-
ine maddi destek saglayarak bu yolun agiimasini istiyor. Boylece ABD’nin engellemesi, bypas edilerek Avrupa’ya ulasiimis
olacaktir. Tirk Konseyi, 3 Kasim 2009 Tirk devletlerinden birgok uzmanin katildigi toplantida Osmanh Sultani Il. Selim’in
16. yiizyilda Karadeniz-Hazar birlestiriimesi projesini tartismistir. Istanbul kanali ve Avrasya kanali, Avrasya Ekonomik
Birligi ve Cin ile ekonomik entegrasyon igin oldukga 6nemlidir.

ABD ve Ingiltere’nin Avrasya’da baskisi artarsa Moskova ve Tahran'in prensip olarak Hazar-Basra Kérfezi projesini
uygulamasi kaginilmaz olabilir. Bu projenin en 6nemli avantaji ise sadece iran topraklarindan gegecek olmasidir. Rusya’da
bu projeye dair yapilan tartismalarda Kuzey Atlantik, Baltik, Karadeniz-Azov, Tuna ve Volga-Hazar havzalarindan Hint
Okyanusu havzasina en kisa erisimi saglayabilecek olmasi uygulanabilirliini giindeme getirmektedir.

Istanbul kanalinin ingasi 1936 tarihli Montré Konvansiyonu cergevesinde de tartisiimaktadir. Bu sézlesmeye gére
barig ve savas zamaninda tim Ulkelerin ticaret gemileri igin bogazlardan gecis 6zgurligu bulunmaktadir. Karadeniz'e
siniri olan ve Karadeniz disindaki devletler icin savas gemilerinin gecis proseduri ise farklidir. Karadeniz’e kiyisi olmayan
devletlerin savas gemileri icin, Bogaz'i gegtikten sonra Karadeniz'de kalma suresi 21 giinle sinirlidir. Bu proje, Turkiye’nin
ekonomik, siyasi, askeri ve giivelik konseptine yeni bir bakis acisi getirmektedir. Bu projenin yapilmasi ile Cin, Rusya, Itan
gibi Ulkelerin ticaret agirigini Karadeniz'e kaydirmasi bélgenin ekonomik altyapisini gliglendirecegdi gibi bélgeler arasinda
glvenlik antlagsmalarinin da glincellenmesine neden olacaktir.

Anahtar Kelimeler: Kanal istanbul, Cin, Rusya, Montrd Antlagmasi, Transkafkasya, Avrasya Kanali
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CHANNEL ISTANBUL: NEW ECONOMIC SPACE AND SECURITY CONCEPT IN THE
BLACK SEA

ABSTRACT

Channel Istanbul, which is called the Millennium project, is an alternative artificial canal construction project that con-
nects the Black Sea to the Marmara Sea, which was announced for the first time by Recep Tayyip Erdogan when he was
the Prime Minister in 2011. During the celebration of the 100th anniversary of the proclamation of the Republic of Turkey,
scheduled for completion in 2023, the project has been approved as final. Turkey wants to complete 30 major infrastructure
projects on its 100th anniversary on the 29th of October 2023. Among the 30 projects described as Strategy-2023, there
are the Turkish cosmonaut’s flight to space, the opening of the country’s first nuclear power plant, breaking the world record
in the number of blue flag beaches, as well as the opening of Channel Istanbul.

After completion of the project in Turkey has a right to restrict the passage of cargo ships and oil tankers through the
Straits due to environmental issues and safety. It is because today, about half of the world’s oil is transported by sea and
the daily hydrocarbon passage through the Bosphorus and Dardanelles is around 3 million barrels. For the city where
15 million people live, these transitions involve great risks. Turkey tied the crossing of cargo vessels through the strait to
certain rules in 1994. Accordingly, there are long waits in the Black Sea and Marmara for the transitions.

It is known that Tehran University in Iran has started to develop project documents for the construction of a shipping
channel that will connect the Caspian Sea to the Persian Gulf. Iran is planning to complete this project in 2030. As a result,
countries that access the Caspian Sea (Azerbaijan, Kazakhstan, Turkmenistan, Russia, and Iran) also show interest in the
construction of this channel that can transport oil and natural gas to the open sea. Moreover, Russian warships will be able
to sail the oceans without the Turkish straits.

We can say that Russia does not look positively on the projects put forward by the European Union regarding the
geographical connection of Turkistan to the seas by the Caucasus and Iran. Attempts to establish a Transcaucasia-wide
transport communication system, undertaken since the early 1990s as part of the TRACECA project, have not been
successful. The objection of the USA has an effect on the failure of this project. However, according to many experts,
negotiations or discussions about Istanbul, Eurasia or Caspian-Persian Gulf channel projects are really associated with
the Chinese project “One Belt, One Road”. Having the chance to strengthen their importance as regional Asian powers,
Ankara, Tehran and Astana are launching new projects to become an economic centre.

Kazakhstan has shown that it wants to take part in global politics with its new channel project. Canal Istanbul Project
is a strategic project not only for Europe but also for Eurasian geopolitics. When the former President of Kazakhstan Nur-
sultan Nazarbayev brought up the Eurasian Channel construction project between the Black Sea and the Caspian at a
meeting of the Sochi Supreme Eurasian Economic Council, Russia was very interested in this. This project can actually be
described as the project of connecting China’s New Silk Road Project to Europe with Caspian and Channel Istanbul. China
wants this road to be opened by providing financial support to both the Caspian project and the Channel Istanbul project.
Thus, Europe will be reached by bypassing the blocking of the USA. Turkic Council, which took place on 3 November
2009 and which hosted many experts from Turkic countries, discussed Ottoman Sultan Il. Selim’s the Black Sea-Caspian
unification project in the 16th century. The Istanbul channel and the Eurasia channel are very important for the Eurasian
Economic Union and economic integration with China.

If the pressure of the USA and Britain in Eurasia increases, it may be inevitable for Moscow and Tehran to implement
the Caspian-Persian Gulf project in principle. The most important advantage of this project is that it will only pass through
Iranian territory. In the discussions about this project in Russia, the fact that it can provide the shortest access to the Indian
Ocean basin from the North Atlantic, Baltic, Black Sea-Azov, Danube and Volga-Caspian basins raises its feasibility.

The construction of the Istanbul channel is also discussed within the framework of the 1936 Montreux Convention.
According to this contract, all countries have freedom of passage through the straits for merchant ships in times of peace
and war. The passage procedure of warships for states that have borders with the Black Sea and outside of the Black Sea
is different. For the warships of the states that do not have a coast to the Black Sea, the duration of stay in the Black Sea
after crossing the Bosphorus is limited to 21 days. This Project brings a new perspective to Turkey’s economic, political,
military, and security concepts. With the execution of this project, the shifting of the trade weight of countries such as China,
Russia and Iran to the Black Sea will strengthen the economic infrastructure of the region as well as update the security
agreements between regions.

Keywords: Canal Istanbul, China, Russia, Montreux Treaty, Transcaucasia, Eurasia Channel
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OZET

istihbarat nedir sorusu kimin karsilik verdigine bagli olarak cesitli cevaplarla sonuglanan bir sorudur.
Pili’'ye (2019) gore istihbarat, belirli bir bilgi tirl, bir kurum, bir dizi eylem, bir siireg, gizlilik meselesi gibi
cesitli kavramlara atifta bulunur. Gill ve Phythian (2016) istihbaratin fark yaratacak bir analiz meselesi
oldugunu belirtmislerdir. Istihbarat kavraminin tanimlarindaki belirsizlik, istihbaratin kullanildigi alana gére
cesitli boyutlara ve bilesenlere sahip oldugunu géstermektedir. Bu bakis acisiyla, deniz guvenligi istinbarati,
denizcilik alanindaki gérevlere gére uyarlanmasi gereken bir kavram olarak ortaya cikmistir.

Literatiirde deniz guvenligi istihbaratinin bilesenleri olarak insan zekasi (HUMINT), kars! istihbarat
(CINT), jeo-uzamsal zeka (GEOINT) ve sinyal zekasi (SIGINT) alinmistir. Her bir istihbarat tiriintn saldiri
ve savunma onlemleri, deniz guvenligi tehditlerinin azaltiimasinda Kilit role sahiptir. Ancak istihbaratin ey-
lemlerinin seviyesi, istihbarat dongiisii ve deniz glivenligi olaylarinin 6nlenmesi tUzerinde ayni etki dereces-
ine sahip olamaz. Bu nedenle bu calismada, yonlendirme, toplama, isleme, analiz ve yayma faaliyetlerinin
olusturdugu deniz glvenligi istihbaratina dayali istihbarat déngiisiintin bilesenlerinin Analitik Hiyerarsik
Sireg (AHP) kullanilarak siralanmasi amaglanmistir.

Analitik hiyerarsi streci (AHP), karmasik problemleri cézmek ve analiz etmek igin kullanilan ¢ok kriterli
bir karar verme teknigidir. AHP’nin hiyerarsisi bir-hedef (amag), karar kriterleri, alt kriterler ve son olarak
mevcut tim alternatiflerdir. AHP hiyerarsisi yapilandirildiktan sonra ikili karsilastirma matrisleri, Saaty’s
Olgegi kullanilarak kriterlere gore karar vericiler tarafindan agirliklandirilir (Saaty, 2008; Saaty ve Vargas,
2001). Karar kriterlerinin dogasi geregi, belirsizlik, karmasiklik ve tutarsizlik gibi sorunlari ortadan kaldir-
mak igin tutarlilik testi ile kontrol edilmelidir ve stratejik planlama i¢in 6nemli sonuglar sunulabilir.

Bu galisma sirasinda, AHP modelini uygulamak icin, deniz guvenligi istihbaratinin boyutlarini anlamak
ve unsurlarini ortaya ¢gikarmak icin detayl bir literatir analizi yapildiktan sonra, konu ile ilgili uzmanlarin
gbruslerini almak ve dénus yapmak amaciyla deniz guvenligi istihbaratinin boyutlarini ve kriterlerini ortaya
cikararak bunlari matematiksel ifadelere donustlrecek olan AHP anketi hazirlanacaktir. Uzmanlardan ge-
len anket geri bildirimleri AHP ile degerlendirilecek ve deniz glvenlidi igin istihbaratin agirlkli boyutlari ve
kriterleri belirlenecektir. Calisma sonucunda deniz gilivenligi istihbarat boyutlari ve bilesenlerinin siralamasi
deniz guvenlidi literatrl icin sunulacaktir.
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HIERARCHICAL RANKING FOR THE DIMENSIONS AND COMPONENTS OF MARITIME
SECURITY INTELLIGENCE

ABSTRACT

What the intelligence is a question that has resulted with various answers depending on the who
responds. According to Pili (2019), intelligence refers to several concepts, such as particular kind of knowl-
edge, an institution, set of actitivites, a process, matter of secrecy. Gill and Phythian (2016) stated that it is
a matter of analysis that would make the difference. The vague in the definitions of intelligence shows that
it has various dimension and components based on the domain it would be used. From the point of view,
maritime security intelligence has arisen as a concept which should be tailored to the tasks of maritime
domain.

In the literature, human intelligence (HUMINT), counter intelligence (CINT), geospatial intelligence
(GEOINT) and signal intelligence (SIGINT) have been taken as the components of maritime security intel-
ligence. Offensive and defensive measures of each type of intelligence have key role for mitigation of the
maritime security threats. However the level of the actions of the intelligence can not have same impact de-
gree on the intelligence cycle and preventing the maritime security incidents. Thus in this study it is aimed
to rank the components of maritime security intelligence based intelligence cycle which has been formed
by the activites of direction, collection, processing, analysis and dissemination through using Analytical
Hierarchical Process (AHP).

Analytical hierarchy process (AHP) is a multi-criteria decision making technique used to solve and
analyze complex problems. AHP’s hierarchy is a goal (goal), decision criteria, sub-criteria, and finally all
available alternatives. After structuring the AHP hierarchy, the binary comparison matrices are weighted
by the decision makers against the criteria using Saaty’s scale (Saaty, 2008; Saaty and Vargas, 2001).
Due to the nature of decision criteria, consistency have to be controlled by consistency testing to eliminate
problems such as ambiguity, complexity and inconsistency, and important results for strategic planning can
be presented.

During this study, in order to apply the AHP model, after a detailed analysis to understand the dimen-
sions of maritime security intelligence and reveal its elements, the AHP questionnaire will be created in
order to obtain the opinions of the experts of the subject and to turn them into mathematical expressions by
revealing the dimensions and criteria of the maritime security intelligence. The survey feedbacks from the
experts will be evaluated with AHP and the weighted dimensions and criterias of intelligence would be de-
termined for maritime security. As a result of the study ranking of maritime security intelligence dimensions
and components will be presented for maritime security literature.
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OZET

Turkiye 6zellikle son yillarda, uluslararasi arenada tum dikkatleri Uzerine ¢gekecek derecede basarili,
yerli ve milli bir savunma sanavyii atilimi gergeklestirmistir. Tlrkiye’nin bu savunma sanayii atilimi bolgedeki
gliciinii ve etkinligini perginlemistir. Oncelikle Suriye ig Savasi’nda, sonrasinda Libya I¢ Savasi ve ni-
hayetinde Aralik 2020’de Karabag Savasi’nda Tirk savunma sanayii urlinli birgok stratejik silah ve ek-
ipman, basaril bir yonlendirme ve uygulama esliginde yer aldiklari harp sahasinda gidisati degistirmistir.
Turk savunma sanayii teknolojileri ve Urtinlerinin bu derece etkili olmasi ve dikkat cekmesi bir o kadar da
stratejik risk barindirmaktadir. Turkiye'nin bdlgedeki giicunlin artmasini istemeyen rakip devletler, Turk
savunma sanayii firmalarinin uluslararasi pazarda daha fazla éne ¢ikmasiyla kendi pazar paylarinin azal-
masindan ¢ekinen buyik savunma sanayii ihracatgisi firmalar ve Turkiye’'nin geleneksel jeopolitik rakipleri,
Turk savunma sanayii guvenligi Uzerinde durulmasi ve dusunllmesi gerektigini bizlere gdstermektedir.
Gelismis Ulkelerin istihbarat kurumlari, kendi ulkelerinin yerli ve milli savunma sanayii teknolojileri gibi has-
sas ve stratejik 6nem atfedilen konularda saglayabildikleri gizlilik ve glivenlik agiyla 6ne ¢ikmaktadir. Ayni
sekilde ayni istihbarat kurumlari, hedef belirledikleri llkelerin kritik teknolojilerine erismek ve elde etmek
icin amansiz bir ¢aba ile faaliyet géstermektedir. Bu noktada Turkiye'de yerli ve milli savunma sanayi-
inin istihbarati gvenliginin 6nemi bir kez daha kargsimiza ¢ikmaktadir. Her gegen giin blyuyen ve gelisen
Turkiye’'nin ihtiyaglarina yonelik paralel sekilde gelisen ve buytyen yerli savunma sanayii firmalari; hem
faaliyet alanlarini, hem uluslararasi diizeyde iligkilerini hem de istihdam ettikleri personel sayisini arttir-
maktadir. Merkezi yonetimin bu gelisimi saglikli ydnetebilmesi adina 1985 yilinda kurulan Savunma Sanayii
Mustesarligi, 2018 yilinda cumhurbaskanligi sistemi ile. 6nemine binaen Cumhurbaskanlgina baglanarak
Savunma Sanayii Bagkanligi adini almisgtir. Tlirk savunma sanayii deviniminin kalbi olan bu kurumun isti-
hbarati giivenligi en az bu sektérdeki stratejik firmalar kadar hayatidir. istihbarati giivenligin en st diizey-
deki olmasi gereken bu kurum ve firmalar, olasi saldiri, sizma ve engellemelere karsi surekli korunmasi
gerekmektedir.

Ancak yakin zamanda yasanan birkac olay ile Turk savunma sanayiinin istihbarati gtivenligi konusu
olumsuz bir sekilde giindeme gelmigstir. Nisan 2016’da Makine Kimya Endustrisi Kurumu muadurd, Milli
Piyade Tufegi Projesi (MPT-76) ile ilgili milli menfaat teskil eden gizli bilgileri satmak isterken sugusti yakal-
anarak tutuklandi. Bu durum 2000’li yillarin ortalarinda sik sik gindeme gelen, kamuoyunda “ASELSAN
Cinayetleri” olarak bilinen, gizli Tirk savunma sanayii projelerinde calisan muhendislerin stpheli sekil-
de 6lU bulunmalari konusunu da akla getirerek bu ve benzeri olaylarin vahametini ortaya koymaktadir.
Cunkl Nisan 2016’da yasanan olayin bir benzeri de Ocak 2021’de yasanmistir. Bazi eski Savunma Sanayii
Baskanligi calisanlarinin, ihale slreglerinde gizli kalmasi gereken devlet menfaatine olan bilgileri yabanci
firma yetkililerine riisvet karsihdi sizdirdigi Milli istinbarat Teskilati tarafindan ortaya cikarilmistir. Bu ve
benzeri olaylar, Tirk Savunma Sanayiinin ydnetimsel olarak istihbarat giivenliginin dneminin ortaya konu-
larak guglendiriimesi gereken bir konu oldugunu gdéstermektedir.

Bu galismada Turk Savunma Sanayii ydnetiminin genel hatlarla barindirdigi yapi ve istihbarati givenliginin
Onemi Ustlinde durularak, bu alanda bu konu 6ézelinde daha 6nce yapilmamis bir ¢alis olarak guvenlik ¢calisma-
lari literatlriine katki sunulmasi amaclanmaktadir. Bu ¢alismada nitel veri analizi yapilacak olup; yayimlanmis
akademik makaleler, akademik kitaplar, teorik bilgi gerektiren konularda basvuru kitaplari, konu ile ilgili yayimi-
anmis haberler ve konu dahilindeki elektronik kaynaklardan faydalanilacaktir. Sonug olarak istihbarati gtivenlik
ve Turk savunma sanayii ydnetimi 6zelinde istihbarati glivenligin Sneme dikkat ¢cekilmek istenerek, okuyucunun
bilgilendiriimesi ve bu alanda gelecekte yapilacak galismalarin tesvik edilmesi amaglanmaktadir.

Anahtar Kelimeler: istihbarat Giivenligi, Savunma Sanayii, Tiirkiye, Savunma Sanayii Yénetimi
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THE IMPORTANCE OF INTELLIGENCE SECURITY IN THE TURKISH DEFENCE
INDUSTRY ADMINISTRATION

ABSTRACT

Turkey, especially in recent years, remarkably successful in all the attention in the international arena,
has achieved a breakthrough in the domestic and national defense industry. Turkey has been increasing
its power and influence in the region that defense industry breakthrough. First of all, in the Syrian Civil War,
then in the Libyan Civil War, and finally in the Karabakh War in December 2020, many strategic weapons
and equipment from the Turkish defense industry changed the course of the battlefield, where they took
part in a successful direction and implementation. The fact that the technologies and products of the Turk-
ish defense industry are so effective and attracted attention also pose a strategic risk. rival states do not
want to increase the power of Turkey in the region, Turkish defense industry firms with more prominent on
the international market, the fear of a reduction of their market share of major defense industry exporter
company and Turkey’s traditional geopolitical rivals, focus on Turkish defense industry safety and should
be considered that we demonstrate to. Intelligence agencies of developed countries come to the fore with
their privacy and security networks that they can provide in sensitive and strategically important issues
such as domestic and national defense industry technologies. Likewise, the same intelligence agencies
operate with a relentless effort to access and obtain the critical technologies of the countries they target. At
this point, the importance of intelligence and national security of the domestic defense industry in Turkey
emerges once more against. Every day is growing and developing in parallel developing and growing do-
mestic defense industry companies for Turkey’s needs; It increases both their field of activity, their interna-
tional relations and the number of personnel they employ. The Undersecretariat for Defense Industry, which
was established in 1985 in order to be able to manage this development in a healthy way by the central
government, was affiliated to the Presidency in 2018 with the presidential system and took the name of the
Presidency of Defense Industry. The intelligence security of this institution, which is the heart of the Turkish
defense industry movement, is at least as vital as the strategic companies in this sector. These institutions
and companies, whose intelligence security should be at the highest level, must be constantly protected
against possible attacks, infiltrations and obstacles.

However, with a few recent incidents, the issue of intelligence security of the Turkish defense industry
has come to the fore negatively. In April 2016, the director of the Machinery and Chemical Industry Institution
was caught red-handed while trying to sell confidential information of national interest related to the National
Infantry Rifle Project (MPT-76). This situation brings to mind the issue of the suspicious death of engineers
working in secret Turkish defense industry projects, which came to the agenda frequently in the mid-2000s,
known to the public as “ASELSAN Murders”, and reveals the gravity of these and similar events. Because a
similar event that happened in April 2016 was experienced in January 2021. It was revealed by the National
Intelligence Organization that some former Defense Industry Presidency employees leaked information for
the state’s interest, which should be kept confidential during the tender processes, to foreign company officials
in return for bribes. These and similar events show that the Turkish Defense Industry is an issue that needs to
be strengthened by demonstrating the importance of intelligence security in terms of management.

In this study, it is aimed to contribute to the security studies literature as a study that has not been done
before in this field by emphasizing the importance of the structure and intelligence security that the Turkish
Defense Industry administration has in general terms. Qualitative data analysis will be done in this study;
Published academic articles, academic books, reference books on subjects requiring theoretical knowl-
edge, published news on the subject and electronic resources within the subject will be used. As a result,
it is aimed to draw attention to the importance of intelligence security in terms of intelligence security and
Turkish defense industry management, to inform the reader and to encourage future studies in this field.

Keywords: Intelligence Security, Defence Industry, Turkey, Defence Industry Administration
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OZET

Istihbarat farkli katmanlari olan, hedef, bélge, aktér ve niteliklerine gére farklilik gésteren ok yénli
ve dinamik bir slrectir. Genellikle disman ya da rakip algisi Gzerinden sekillenen ve bir llkenin ulusal
ve uluslararasi guvenligi icin temel araglardan biri olan istihbarat, halihazirda tehdit olarak goérilmeyen
devletlere kargi da uygulanabilir. Dolayisiyla, bu ¢alisma guvenlik alaninda duyulan bilgi ihtiyacinin art-
masinin yalnizca bilgi edinme yéntemlerinin ya da bilgi toplayan aktorlerin ¢gesitlenmesiyle sinirli olmadig,
hedeflerin de farklilagsmasiyla kendini gosterebilecegi gerceginden hareket etmektedir. Mevcut literatiirde
cok fazla rastlanmasa da, stratejik ortaga karsi istihbarat toplama farkli baglami olan ve olduk¢a komplike
bir uygulamadir. ittifak halinde olan bir devlete karsi gizli yollarla bilgi edinme calismasiyla ilgili akade-
mik literatlirde goérulen bu eksikligin mevcut galisma ile gideriimesi amaglanmaktadir. Bundan hareketle
bu arastirma, ‘ittifak igi istihbarat faaliyetleri neden ve nasil gergeklestirilmektedir?’ sorusuna cevap ar-
amaktadir. Bu soruya cevap verebilmek icin ‘intra-alliance intelligence’ teorik gergevesi calismaya dahil
edilecektir. Bu teorik gergeve ile Kuzey Atlantik Antlasmasi Orgiitii (NATO) ve Birlesmis Milletler (BM) gibi
dinyanin kapsamli ve genis katiliml kiresel organizasyonlarinda ortak amaglar etrafinda hareket eden,
boélgesel ve uluslararasi ¢ikarlari birbiriyle uyumlu devletlerin birbirlerine karsi nasil istihbarat faaliyetleri
yrittiga cesitli drnekler lizerinden analiz edilecektir. Istihbarat tarinindeki gelismelerden hareketle ABD ve
ingiltere’nin, Tirkiye ve Yunanistan'in, Belgika ve Fransa’nin ve Almanya ve italya’nin ittifak ici istihbarat
faaliyetleri analiz edilecektir. Bu analizi yapabilmek-igin-Ulkelerin arsiv kaynaklarindaki dokiiman, rapor ve
belgeler arastirmada birincil kaynak olarak kullanilacaktir. Bu sayede ittifak igi istihbarat faaliyetlerinin te-
mel bilesenlerinin ortaya konmasi ve sonraki ¢caligmalara yol gosterici bir rol Ustlenilmesi hedeflenmektedir.
Bu arastirma, ittifak icinde olan ve stratejik amaclari birbirine uyumlu devletlerin birbirlerinin kapasitesini
dlgmek, aksiyon éncesi pozisyonlarini degerlendirmek ve birbirlerine karsi stratejik dncelik kazanmak igin
uluslararasi istihbarat faaliyetlerine bagvurdugu sonucuna varmistir. Bu ¢alisma, ayrica ittifak ici istihbarat
faaliyetleriyle ilgili ‘gliven analizi’ kavramini ortaya atmakta ve bu yolla edinilen bilgilerin ikili ve ¢ok yonlu
iliskilerin gelecegine iligkin bir yol haritasi olusturmada temel bilgi kaynaklarindan birini teskil edebilecegi
sonucuna varmaktadir.

Anahtar Kelimeler: ittifak ici istihbarat, istinbarat tarihi, uluslararasi istihbarat, giiven analizi

168



Jandarma ve Sahil Giivenlik Akademisi “II. Uluslararas: Giivenlik Kongresi” Bildiri Ozel Kitab

INTELLIGENCE AGAINST ALLIES: THE BACKSTAGE OF UNKNOWN

ABSTRACT

Intelligence is a multilateral and dynamic process that has different layers and differs in regard to tar-
gets, regions, actors and characteristics. Intelligence is collected usually against enemies or rivals and is
one of the major tools for the national and international security of a state. However, intelligence activities
can also be directed against states which are not a threat. Therefore, this study argues that the increasing
need for information on security is not only consisted of the diversification of the methods of intelligence
collection or agents which collect information but also contains different targets. Although this condition has
not been sufficiently assessed in the existing literature, intelligence collection against a strategic partneris a
complicated process which has different contexts. This research aims to fill the gap in the existing scholarly
literature regarding the collection of information on an ally secretly. This study asks the following question:
‘Why and how intelligence activities are directed against a strategic partner?’ To answer this question, it
uses intra-alliance intelligence approach as a theoretical framework. It analysis states who are members
of the most comprehensive intergovernmental and international organisations of the world e.g. the North
Atlantic Treaty Organisation (NATO) and United Nations (UN), share common goals whose regional and
international interests are compatible with each other through this theoretical framework. Particularly, how
states gather information through intelligence on their allies is examined through specific cases: Intra-al-
liance intelligence between the US and UK, Turkey and Greece, Belgium and France, and Germany and
Italy are assessed considering the historical analysis of intelligence. This study utilises archival files, reports
and documents as primary sources to carry out the analysis. Thus, it aims to reveal the main aspects of
intra-alliance intelligence and lead to future research. The research concludes that allies and states who
have similar strategic goals conduct intelligence collection at the international level for the sake of measur-
ing the capacity of their allies, determining their position before taking any actions and providing strategic
priority against their allies. This study coins the term ‘trust analysis’ and also concludes that intelligence
collection may provide a road map and a major method for the future of bilateral and multilateral relation-
ships between allies.

Keywords: Intra-alliance intelligence, history of intelligence, international intelligence, the analysis of
trust
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TERORIZM VE TERORIZMLE MUCADELE: GUVENLIK ODAKLI ULUSLARARASI
iLISKILER TEORILERI BAGLAMINDA BIiR INCELEME

Ars.Gor. izzet KONCAGUL
Milli Savunma Universitesi
ikoncagul@kho.edu.tr

OZET

Uluslararasi guvenlik galismalari arasinda énemli bir yere sahip olan terérizm, kiresellesmenin getirdidi yeniliklerden
faydalanarak uluslararasi baris ve giivenligi her zamankinden daha da tehdit eder hale gelmistir. Terérizmin zaman iginde
degisen 6zelligi ve uluslararasi aktorler tarafindan farkli yorumlanmasi kavramin anlasiimasini giiglestirmekte ve ortak bir
mucadele yonteminin olusmasini engellemektedir. Terérizm askeri guivenlik disinda, ekonomik, siyasi ve toplumsal gliven-
ligi de tehdit etmektedir. Buna karsin devletler istihbarat yontemini, sosyal ve ekonomik imkanlari, ceza sistemini ve silahli
kuvvetlerini kullanarak terérizme karsilik vermeye calismaktadir. Terérizm ve terérizmle miicadele sadece pratik degil
teorik olarak ele alinmasi gereken bir konudur. Ancak giinimiizdeki terérizm ve terérizmle micadele galismalarina bak-
tigimizda teorik bir yaklasim kullaniimadan, érnek bir vaka Uzerinden degerlendirmeler yapilmaktadir. Literaturde eksikligi
hissedilen terdrizm ve terérizmle miicadelenin teorik yaklasimi giivenlik ¢caligmalari igin oldukga 6nem arz etmektedir.

Betimsel niteligi agir basan bu calisma, nitel arastirma tekniklerinden dokiiman incelemesi yoéntemi ile veriler elde edil-
mek suretiyle yapiimistir. Arastirma ile ilgili verilerin toplanmasi acik kaynaktan, terérizm, terérizmle micadele, guvenlik
odakli uluslararasi iligkiler teorileri hakkinda yazilan kitap, makale, rapor, tez calismalari incelemek suretiyle saglanmistir.

Bu galismanin amaci terérizm ve terérizmle muicadele kavramlarini aktoér ve tedbir basliklari altinda realist, insaci,
elestirel, Kopenhag okulu, liberal ve neoliberal teorileri baglaminda incelemektedir. Boylelikle dar bir goriisiin 6niine gegi-
lecek ve s6z konusu kavramlarin teoriler agisindan kapsamli ve gesitli degerlendirmeleri sunulacaktir. Realist, insaci ve
elestirel kuramin terérizme karsi aktor yaklasimlari ele alinacakken, terérizmle miicadele bashginda ise realist, elestirel,
Kopenhag Okulu, liberal ve neoliberal kuramlarin yaklagimlari incelenecektir. Degerlendirilecek teorilerin secilme sebep-
leri ise diger teorilere kiyasla 6n plana gikmalaridir. Béylece literatiirdeki bosluk doldurulmaya c¢alisilacak ve terérizm ve
terérizmle micadelenin teorik degerlendirmeleri ortaya gikarilmaya calisilacaktir.

Ter6rizm ve terérizmle miicadele kavramlarini realist kuram gikar ve gii¢ miicadelesi baglaminda indirgemeci bir
yaklagim ile ele almaktadir. Realizme gére terérizmin ulusal ¢ikarlari gerceklestirmek igin kullaniimasi mimkindir ve bunu
yaparken ahlaki ve moral degerler ikinci plana itilebilmektedir. Terérizmle mucadele ise askeri bir sorun olmakla beraber
kuvvet kullanilarak ¢dzilmesi gereken bir problemdir. Neorealist bir teorisyen olan John Mearsheimer’a gore, realizmin
terérizme karsi sdyleyebilecegdi gok bir sey bulunmamaktadir ¢linkii realizm devletler arasi iliskilere 6zellikle blyik gugler
arasi iligkilere bakmaktadir.

Elestirel kuram bu alanin derinlesmesi ve genisletilmesi gerektigini vurgulamaktadir. Elestirel kuram ontolojik olarak
objektif gercekligi reddeden ve epistemolojik olarak devlet ve devlet disi ayrimi yapmayan bir yaklasim sunmaktadir.
Savunulan bu goriise gore bati disinda terérizm calismalari arttirilmali, cinsiyet ve politik ekonomi alanina daha gok giril-
meli, devlet terérizmi galismalara dahil edilmeli ve terérizmden daha gok aci geken Glney bakis agilar alana kazandiril-
malidir. insaci kuram terérizmi ve terérizmle miicadeleyi grup ve devletlerin algisinda aramakta, giivensizligin, siddet kul-
laniminin ve tehditlerin nasil algilandiklari Gzerinde durmaktadir. S6z konusu algilarin olusumunda kimliklerin, kdlturlerin,
ideolojilerin ve normlarin 6n plana ¢iktigi dustntimektedir.

Liberal ve Neoliberal teoriler her ne kadar is birligine vurgu yapsa da terérizme karsi uluslararasi kolektif tepkinin
yeterli bir seviyede olmadigi goriilmektedir. Devletlerin ortak bir tanima sahip olmamalari ise is birligini engelleyen temel
nedenlerden biridir. Kopenhag Okulu ise bolgesel glivenlik kompleksi ve glvenliklestirme kavramlari ile bu alana katkilar
sunmaktadir. Her bélgenin farkl 6zelliklere sahip oldugunu degerlendiren yaklasim, her teror 6rgitiin ve bu 6rglite karsi
uygulanacak tedbirlerin farklilik gosterdigini ve tek tip bir terérizmin ve terdrizmle micadele yonteminin olmadigini be-
lirtmektedir. Glvenliklestirme kavvrami ise iginde barindirdigi riskler yiiziinden terérizme karsi verilecek agir cevaplarin
mesrulastiriimasina olanak saglamaktadir.

Sonug olarak terérizm ve terérizmle muicadeleyi bir sofra olarak degerlendirirsek, kuramlar bu sofrayi farkli nokta-
lardan tutmakta ve agiklamalarini bu yonde yapmaktadir. Her kuramin agiklayabildigi ve agiklayamadigi noktalar bu-
lunmaktadir. Tek bir kurami benimsemek, yapilacak calisma baglaminda yetersiz ve sinirli bir yaklagim sunacaktir. Bu
nedenle terdrizm ve terérizmle miicadele kavramlarini genis perspektifte degerlendirmek igin tim kuramlarin yaklagimlari
g6z 6nune alinmalidir.

Anahtar Kelimeler: Terérizm, Terérizmle Miicadele, Giivenlik Odakli Uluslararasi iligkiler Kuramlari
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TERRORISM AND COUNTERTERRORISM: A REVIEW IN THE CONTEXT OF
SECURITY-ORIENTED INTERNATIONAL RELATIONS THEORIES

ABSTRACT

Terrorism, which has an important place among international security studies, has become more threatening to in-
ternational peace and security than ever by taking advantage of the innovations brought by globalization. The changing
nature of terrorism over time and its different interpretation by international actors make the concept difficult to understand
and prevent the formation of a common method of struggle. Terrorism threatens economic, political and social security as
well as military security. On the other hand, states try to respond to terrorism by using the intelligence method, social and
economic opportunities, penal system and armed forces. Counter terrorism and terrorism is not only a practical but a the-
oretical issue that needs to be addressed. However, when we look at the current work on terrorism and counter-terrorism,
evaluations are made on a sample case without using a theoretical approach. The theoretical approach of the fight against
terrorism and terrorism, which is lacking in the literature, is very important for security studies.

This study, whose descriptive nature is predominant, was conducted by obtaining data from qualitative research tech-
niques through document analysis method. The collection of data related to the research was provided by open source,
by examining books, articles, reports, thesis studies written on terrorism, counter terrorism, security-oriented international
relations theories.

The purpose of this study is examine the concepts of terrorism and counter-terrorism under the titles of actors and
measures in the context of realist, constructivist, critical, Copenhagen school, liberal and neoliberal theories. In this way,
a narrow view will be prevented and comprehensive and varied evaluations of these concepts in terms of theories will
be presented. While the actor approaches of realist, constructivist and critical theory against terrorism will be discussed,
the approaches of realist, critical, Copenhagen School, liberal and neoliberal theories will be examined under the title of
counter terrorism. The reason for choosing these theories to be evaluated is that they stand out compared to other theo-
ries. Thus, the gap in the literature will be tried to be filled and theoretical evaluations of counter terrorism and terrorism
will be revealed.

Realist theory deals with the concepts of terrorism and counter-terrorism with a reductionist approach in the context
of interest and power struggle. According to realism, it is possible to use terrorism to realize national interests, and while
doing this, moral and moral values can be pushed to the second plan. The fight against terrorism, on the other hand, is
a military problem that needs to be solved by using force. According to John Mearsheimer, a neorealist theorist, realism
has little to say against terrorism because realism looks at inter-state relations, especially relations between great powers.

Critical theory emphasizes that this field should be deepened and expanded. Critical theory offers an approach that
rejects objective reality ontologically and does not distinguish between state and non-state epistemologically. According
to this advocated view, terrorism studies outside the West should be increased, gender and political economy should be
included more, state terrorism should be included in the studies and the Southern perspectives that suffer more from terror-
ism should be brought to the field. The constructivist theory seeks terrorism and the fight against terrorism in the perception
of groups and states, and focuses on the perception of insecurity, use of violence and threats. It is thought that identities,
cultures, ideologies and norms come to the fore in the formation of these perceptions.

Although the Liberal and Neoliberal theory emphasizes cooperation, it is seen that the international collective re-
sponse to terrorism is not at a sufficient level. The fact that states do not have a common definition is one of the main
reasons preventing cooperation. The Copenhagen School, on the other hand, contributes to this field with the concepts
of regional security complex and securitization. The approach, which evaluates the different characteristics of each re-
gion, states that each terrorist organization and the measures to be applied against this organization differ and there is
no uniform terrorism and counter-terrorism method. The concept of securitization, on the other hand, enables the heavy
responses to be given to terrorism to be legitimized due to the risks it entails.

As a result, if we consider the counter terrorism and terrorism as a table, theories take this table from different points
and make their explanations in this direction. There are points that every theory can and cannot explain. Adopting a
single theory will provide an inadequate and limited approach to the context of the work to be done. For this reason, the
approaches of all theories should be taken into consideration in order to evaluate the concepts of terrorism and combating
terrorism in a broad perspective.
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GUNEYDOGU ASYA’DA SUCLA MUCADELEDE iSTIHBARAT iSBIRLIiGi: ASEANAPOL
ORNEGI
Dr.Ogr.Uyesi Siileyman TEMiZ
Igdir Universitesi
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OZET

ASEANAPOL, ASEAN’In ¢ok uluslu polis giictuduir. Birlik Gyelerinin, 21 Ekim-23 Ekim 1981 tarihleri ar-
asinda Manila-Filipinler’de yaptiklari toplantilarla kurulmasi kararlastiriimistir. Daimi sekretarya ise 2008’de
tesis edilebilmis ve 2010’da Kuala Lumpur-Malezya'da operasyonlara baslamistir. Ulkelerin giivenlik konu-
sunda igbirligini arttirdiklari, 6zellikle 2000 sonrasinda, ASEANAPOL'Uin bolgede daha aktif hale getirilm-
esine ihtiyacg hissedilmistir. Istihbarat paylasimi ve ortak operasyonlar vasitasiyla ASEANAPOL, ASEAN’In
guvenlik konusunda en 6nemli organlarindan biri haline gelmisti. ASEANAPOL, ASEAN (Uyesi her lilkeden
polis seflerinden olusan bolgesel bir forumdur. ASEAN bdlgesinde sinir 6tesi suglarla mucadele amaciyla
tesis edilmistir.

ASEANAPOL 1981 yilinda tesis edildiginde bes Uyeye sahipti (Tayland, Filipinler, Malezya, Endon-
ezya, Singapur). 1984-2000 yillari arasinda uye sayisi ikiye katlanmistir (Brunei Dartisselam, Laos, Myan-
mar, Vietnam, Kambogya). ASEANAPOL’un ayrica Avustralya, Cin, Japonya, Yeni Zelanda, Giiney Kore,
Turkiye, Rusya, Birlesik Krallik olmak uzere sekiz diyalog ortagi ve INTERPOL, EUROPOL ve ASEAN
Sekreterligi olmak lzere U¢ kurumsal ortakligi bulunmaktadir. ASEAN igerisinde ASEANAPOL'un rold,
boélgesel isbirligini kolaylastirmak ve Uye devletlerin kanun uygulama kurumlari arasinda resmi ve gayri
resmi toplantilar diizenleyerek iliskileri gelistirmek seklinde gergeklesmektedir. Ozellikle bélgesel sugun
Oénline gecme ve istihbarat paylagimi konusunda bazi engeller olsa da, ASEANAPOL’un koordinasyonu ve
isbirliginin ardindan bolgesel cergcevede sug oranina etki etigini séylemek mumkinddar.

ASEAN’da bolgesel igbirligi ve 6zellikle istihbarat-paylasimi konusunda her llkenin farkli beklentil-
eri olsa da, ortak gikarlar ekseninde iligkiler yurutilmektedir. Daha bulyik fayda saglamasi amaciyla bu
isbirliginin gelistiriimesi de gerekmektedir. Bu nedenle’ASEAN bolgesindeki uluslararasi suglarin tstesin-
den gelmek igin, ASEAN tUlkeleri mevcut ortak cikarlardan, bolgesel yarar saglayan isbirligine gidebilmek-
tedir. ASEAN organizasyon yapisi iginde, ulus 6tesi suglarla ilgili sorunlari ¢ézmek igin olusturulmus birkag
0zel organ daha bulunmaktadir. ASEAN Ulus 6tesi Suglar Konulu Bakanlar Toplantisi (AMMTC) , ASE-
AN Maliye Bakanlari Toplantisi (AFMM) ve ASEAN Uyusturucu Konularinda Kidemli Yetkililer Toplantisi
(ASOD) bunlarin bazilaridir. Bunlara ek olarak 2018’de bdlge devletleri arasinda, uluslararasi givenlik
tehditlerine daha hizli ve etkili bir sekilde yanit verilmesine yardimci olacak yeni bir istihbarat paylasim
girisiminin durumunu tartismak igin bir galisma grubu toplantisi diizenlenmistir. Toplanti, Giineydogu Asya
ve daha genel olarak Asya-Pasifik'teki terérizme ve radikalizme bodlgesel tepkilerin daha genis baglaminda
gosterilen ¢abalara dikkat gekmis, bu yeni adim ise ASEAN Gozlerimiz Girisimi (AOEI) olarak isimlendirilm-
istir. Adini ABD’nin dért Ingiliz miittefiki ile sahip oldugu “Bes Géz” istihbarat agindan alan AOEI, baslangic-
ta Endonezya tarafindan uye Ulkeler icin bir istihbarat ve bilgi paylasim platformu olarak énerilmisti. AOEI,
terdrizm, radikalizm ve siddet iceren asirilik konusunda istihbarat alisverisini kolaylastirmak icin tasarlan-
mis ve ASEANAPOL'U tesis edilecek bilgi ve istihbarat agi ile desteklemesi degerlendirilmistir.
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ASEANAPOL igbirliginin fikirsel alt yapisi, ASEAN Concord Deklarasyonu’nun imzalanmasiyla
baslamistir. 24 Subat 1976 tarihli bu deklarasyondaki tartisma konularindan bazilari politik, ekonomik, so-
syal, klturel ve bilgi paylasimi konular ile giivenlik ve istihbarat paylasimini da igermekteydi. ASEANAP-
OL, kuruldugu 1981 yilindan bu yana, uluslararasi suglarla miicadelede bdlgesel glivenlik konusunda bir
tur isbirligi formile etmeyi amaclamistir. 1996°daki ilk gayri resmi toplantida, ASEAN’In tyelerinin her biri,
ulus oOtesi sug alaninda isbirligi konusunu giindeme getirmistir. Daha sonra 1997’deki ikinci gayri resmi
ASEAN toplantisinda ise, uyusturucudan arindiriimis bir ASEAN bdlgesi meydana getirmeyi amaglayan
ASEAN Vision 2020 belgesi kabul edilmistir. Buna ek olarak 2010 yilinda ASEANAPOL'un daimi sekreter-
liginin faaliyetlere baslamasi ile ASEANAPOL, daha etkin bir sekilde bolgesel isbirligi icin calisabilmekte-
dir. ASEANAPOL kapsaminda bazi isbirlikleri arasinda ASEANAPOL veritabani Sistemi Teknik Komitesi
(ADSTC) , ASEANAPOL irtibat Goérevlileri ve ASEANAPOL Kriz Yénetimi igin iletisim ve Koordinasyon
Protokoli (ACCPCM) bulunmaktadir. ASEANAPOL, Uye llkeler arasinda bilgi ve veri aligverisinin yani
sira, yonetim ve isbirliginin gelismesinde koordinasyon agisindan da fayda saglamaktadir.

ASEANAPOL tarafindan yuritilen isbirligi mekanizmasi, INTERPOL tarafindan yaygin olarak kul-
lanilan mekanizmalardan model alindidi igin, genel olarak INTERPOL isbirligi mekanizmasi ile neredeyse
aynidir. Bunun yaninda ASEANAPOL, polis profesyonelligini artirmak, polis iginde daha giicli bdlgesel
isbirligini tesvik etmek ve Uye Ulkelerdeki polisler arasinda dostlugu tesvik etmek gibi faaliyetler diizenle-
mektedir. ASEANAPOL, yillik kararlarin uygulanmasina yardimci olmak igin bir galisma plani hazirlamak,
bilgileri koordine etmek ve derlemek, ortak cezai sorusturmalari desteklemek ve ev sahibi ulkelere yillik
konferanslara ve diger toplantilara hazirlanmalarinda yardimci olmak gibi temel gorevlere sahiptir.

ASEAN toplulugunun siyasi ve glvenlik sutunlari, temelde bolgede ve genel olarak uluslararasi diizey-
de istikrar koruma ve barisi saglama cabasi olarak olusturulmustur. Siyasi ve glivenlik ayagi plani, ortak
degerlere ve normlara dayanan kurallara uyan bir toplum meydana getirme, kapsamli bolgesel guvenligi
tim ASEAN tlkelerinin ortak sorumlulugu haline getirme ve Guneydogu Asya bdlgesini dinamik ve genis
bir bakis agisina yonelik hale getirme 6zelliklerine sahiptir.

Bu galisma, ASEAN catisi altinda bilgi ve istihbarat paylasimi konusunda hizmet veren ASEANAPOL'un
gelisimi, faaliyetleri, ASEAN bdlgesinde istihbarat paylasimi konusundaki engelleri ve bu engellerin agimi
konusundaki ¢6zim 6nerileri konusunda analitik bir cerceve sunmaktadir. Ayrica bu arastirma sonucu elde
edilen bulgular, kiresel tehditlerin yerlestigi ginimuz glvenlik anlayigina uygun olarak, bdlgesel istihbarat
isbirliginin Gnemini vurgulamayi ve benzer bélgesel érgltler igin bir yol haritasi cizmeyi de hedeflemektedir.

Anahtar Kelimeler: ASEANAPOL, istihbarat, Giineydogu Asya, ASEAN.
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INTELLIGENCE COOPERATION IN THE STRUGGLE AGAINST CRIME IN SOUTHEAST
ASIA: CASE OF ASEANAPOL

ABSTRACT

ASEANAPOL is the multinational police force of ASEAN. The decision to establish it was held in the
union members’ meetings in Manila-Philippines between October 21-October 23, 1981. A permanent sec-
retariat was established in 2008 and started operations in 2010 in Kuala Lumpur-Malaysia. When countries
increased their cooperation on security, especially after 2000, it was felt that ASEENAPOL should be more
active in the region. Through intelligence sharing and joint operations, ASEANAPOL has become one of
ASEAN’s most important bodies on security. ASEANAPOL is a regional forum of police chiefs from every
ASEAN member country. It was established for the purpose of combating cross-border crime in the ASEAN
region.

When ASEANAPOL was established in 1981 it had five members (Thailand, Philippines, Malaysia, In-
donesia, Singapore). The number of members doubled between 1984-2000 (Brunei Dar es Salaam, Laos,
Myanmar, Vietnam, Cambodia). ASEANAPOL also has eight dialogue partners, namely Australia, China,
Japan, New Zealand, South Korea, Turkey, Russia, the United Kingdom, and three institutional partner-
ships, namely INTERPOL, EUROPOL and ASEAN Secretariat. Within ASEAN, ASEANAPOL’s role is to
facilitate regional cooperation and improve relations between member states’ law enforcement agencies
by organizing formal and informal meetings. Although there are some obstacles especially in preventing
regional crime and sharing intelligence, it is possible to say that after the coordination and cooperation of
ASEANAPOL, it has an impact on the crime rate in the regional framework.

Although each country has different expectations in terms of regional cooperation and especially intel-
ligence sharing in ASEAN, relations are carried out on the axis of common interests. It is also necessary
to further this cooperation in order to bring greater benefits. Therefore, in order to overcome international
crimes in the ASEAN region, ASEAN countries can cooperate beyond their national interest to gain regional
security benefits. Within the ASEAN’s organizational structure, there are several other specialized bod-
ies created to address issues related to transnational crime. ASEAN Ministerial Meeting on Transnational
Crime (AMMTC), ASEAN Finance Ministers Meeting (AFMM) and ASEAN Senior Officials on Drug Issues
(ASOD) are some of them. Additionally, a working group meeting was held in 2018 to discuss the status
of a new intelligence-sharing initiative among regional states that would help responding more quickly and
effectively to international security threats. The meeting highlighted efforts in the wider context of regional
responses to terrorism and extremism in Southeast Asia and more generally in the Asia-Pacific, this new
step has been dubbed the ASEAN Our Eyes Initiative (AOEI). AOEI, which is named after the “Five Eyes”
intelligence network that the US has with its four allies, was initially proposed by Indonesia as an intelli-
gence and information sharing platform for member countries. It is designed to facilitate the exchange of
intelligence on terrorism, extremism and violent extremism and is evaluated to support ASEANAPOL with
the information and intelligence network to be established.

The intellectual infrastructure of the ASEANAPOL cooperation started with the signing of the ASEAN
Concord Declaration. Some of the topics of discussion in this February 24, 1976 declaration included polit-
ical, economic, social, cultural and information sharing issues, as well as security and intelligence sharing.
Since its establishment in 1981, ASEANAPOL has aimed to formulate a cooperation on regional security in
the fight against international crime. At the first informal meeting in 1996, each of ASEAN’s members raised
the issue of cooperation in the field of transnational crime. Later, at the second informal ASEAN meeting in
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1997, the ASEAN Vision 2020 document was adopted, which aims to create a drug-free ASEAN region. In
addition, with the permanent secretariat of ASEANAPOL starting its activities in 2010, ASEANAPOL started
to work more effectively regarding regional cooperation. Some collaborations under ASEANAPOL include
the ASEANAPOL Database System Technical Committee (ADSTC), ASEANAPOL Liaison Officers and the
ASEANAPOL Communication and Coordination Protocol for Crisis Management (ACCPCM). ASEANAPOL
provides benefits in terms of coordination in the development of management and cooperation, as well as
information and data exchange among member countries.

The collaboration mechanism run by ASEANAPOL is almost identical to the INTERPOL collaboration
mechanism in general, as it is modeled after the mechanisms commonly used by INTERPOL. In addition,
ASEANAPOL organizes activities such as increasing police professionalism, promoting stronger regional
cooperation within the police and promoting friendship among the police in member states. ASEANAPOL
has key tasks such as preparing a work plan to assist in the implementation of annual resolutions, coordi-
nating and compiling information, supporting joint criminal investigations, and assisting host countries in
preparing for annual conferences and other meetings.

The political and security pillars of the ASEAN community have been established primarily as an effort
to maintain stability and peace in the region and internationally in general. The political and security pillar
plan has the characteristics of creating a rule-abiding society based on shared values and norms, making
comprehensive regional security a common responsibility of all ASEAN countries, and making the South-
east Asian region dynamic and broadly oriented.

This study provides an analytical framework for the development and activities of ASEANAPOL, which
provides information and intelligence sharing services under ASEAN, the obstacles to intelligence sharing
in the ASEAN region and solutions for overcoming these obstacles. In addition, the findings obtained as a
result of this research aim to emphasize the importance of regional intelligence cooperation and to draw
a roadmap for similar regional organizations in accordance with today’s security understanding in which
global threats are settled.

Keywords: ASEANAPOL, Intelligence, Southeast Asia, ASEAN.
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ORTA GAG SIYASET DUSUNCESINDE GUVENLIK STRATEJILERI

Prof.Dr. ismail Hakki DEMIRCIOGLU
Jandarma ve Sahil Giivenlik Akademisi

Dog.Dr. Nurullah YAZAR
Ankara Universitesi
nurullah_yazar@hotmail.com

OZET

Bir devlete sireklilik kazandiracak ana unsurlar siyasi istikrar, ekonomik gti¢, burokratik kabiliyet ve toplumsal
mutabakat olarak siralanabilir. Bu hususlarda elde edilen basari, devletin istikrarli bir yapiya sahip olup egemenlik
sahasini korumasina temel teskil edecegi gibi siyaset sahnesinde etki gliciini hissettirmesini de saglayacaktir. Bu
baglamda bahsedilen alanlardaki basari mevcudiyetlerini glicli bir sekilde stirdirme hedefindeki devletler igin son
derece kiymetlidir. Bununla birlikte tarih sahnesinde kendisine yer edinmek isteyen veya roliini arttirmak isteyen
devletler icin kendi gli¢ alanlarina hakimiyet ve de rekabet halinde olduklari devletlerin durumunun tespiti ve zayi-
flatilmasi hedeflerine ulagsmalari agisindan énem arz etmektedir.

Amaclanan hedefe ulagsmada strateji, iki ana hedef lizerinden kurgulanir. Birinci hedef, kendi gticlinii koruma
ve gelistirmek, ikinci hedef ise rakiplerin glicline dair bilgi sahibi olmaktir. Boyle bir slrecte kendi giiciine odakl-
anmanin yani sira rakiplere dair yapilacak analizler devletlerin atacagi adimlarin ve alacagi glivenlik tedbirlerinin
belirlenmesi agisindan degerlidir.

Tarih okumalari agikga ortaya koymaktadir ki, insanlik tarihi ilk glinden itibaren miicadele ve rekabet izerine kurgu-
lanmigtir. Atilan her adim, gerceklestirilen her bilimsel faaliyet, ortaya konan her teori bu rekabette 6ne gegme gabasinin
Urlinudur. Basariyi saglayip hedeflenen noktaya ulastiran ve miicadelede 6ne gegmeyi saglayan arag ise bilgidir.

Bilgi sahibi olmak, sahip olunan bilgiyi isleyip anlamli, faydali ve kullanilabilir hale getirmek hem bireylerin
hem de devletlerin tarihinde énemli gériilmustir. Ozellikle de bir savas sonucunun veya bir hanedan iiyesinin hak
iddiasiyla taht miicadelesine girismesinin devletlerin siyasi hakimiyetlerinin seyrini beklenilmedik derecede etkile-
digi orta cagda i¢ ve dis gelismelerin takibi devletler ve hiikiimdarlar agisindan son derece énemlidir. Devletlerin
varligini strdurebilmelerinin yolu; Ulke igerisinde adaletin tesisi, halkin mutluluk ve huzuruyla; tlke disinda siyasi,
sosyal, ekonomik, teknolojik, dinf ve kiltlirel gelismelerin-siki takibi ile hem sinirlar dahilinde hem sinir 6tesinde
devlet ve toplum aleyhine gelismelerin heniiz ilk asamada tespiti ve gerekli guivenlik stratejilerinin belirlenmesiyle
mimkuanddr. Bir devletin genel prensiplere ilaveten kendine, cografyasina, gagina uygun givenlik stratejileri belir-
lemesinde istihbarat faaliyetlerinin Snemi yadsinamaz bir gercekliktir.

istihbarat muhatabin zihnini okuyacak bilgiyi elde etmektir. Diger devlet ve siyasi yapilanmalarin siyasi, ask-
eri, dini/mezhebi ve de iktisadi gli¢ ve hedefleri hakkinda derin bir farkindalik kazandirir. Boylelikle rakiplerin tepkil-
eri, yikici ve bolici faaliyetleri hakkinda bilgi ve 6ngdrii sahibi olunur. Bunun neticesinde muhatabin zihnine girme,
slreci onun géziinden okuma, iligkilerin yoniinl tayin edip alanini ve zamanini belirlemede 6ncl olma, sonugta
da inisiyatif kullanma ve sireci kendi kurallari gergevesinde ydneterek hamle Gstlinligini ele gegirme ve oyunun
sinirlarini belirleme hakkini elde etme ¢abasidir.

istihbarat faaliyetleri bilgi edinmenin yani sira yaniltma, aldatma ve yanlis yénlendirme igin de kullaniidigindan,
muhtemel sorunlar hakkinda heniz ilk safhada haberdar olup gerekli dnlem ve tedbirleri alarak guvenlik stratejiler-
inin belirlenmesinde mihenk tagi mesabesindedir. Sahip olunan istihbari bilgi bélgesel glic dengelerine dair farkin-
dalik kazandirir. Uretilen etkin giivenlik stratejileriyle de siirecin kontrolii saglanir. Bdylece diisman/rakip belirlenen
bir rotaya dogru yonlendirilir ve bu rotayi takip etmesi saglanir. Neticede gergeklestirilen hamleler, muhatabin
sasirmasina, sireci yénetememesine ve kendi adina yanls adimlar atmasina sebep olur. Muhatabin etki gticiini
zayiflatan bu durum muhatabin tarih sahnesinden g¢ekilmesine kadar ayni déngtide devam eder.

Bu baglamda hazirlamis oldugumuz tebligde Orta Cag Turk devletlerinin, -Karahanli, Gazneli ve Buyik
Selguklu Devleti-, hem birbirleriyle hem de tarih sahnesini es zamanli olarak paylastiklari diger devletlerle olan rek-
abetleri sirasinda uyguladiklari giivenlik stratejilerini ortaya koymaya c¢alisacagiz. Boylelikle araglar degisse bile
glvenlik alanina verilen 6nemin her ddnemde ayni hassasiyetlerle gergeklestirildigini ortaya koymaya calisacagiz.

Anahtar Kelimeler: istihbarat, Giivenlik, Orta Cag, Bliyiik Selguklular, Gazneliler
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SECURITY STRATEGIES IN MEDIEVAL POLITICAL THOUGHT

ABSTRACT

The main elements that will provide continuity to a state can be listed as political stability, economic power,
bureaucratic capability, and social consensus. The success achieved in these matters will not only form the basis
for the state to have a stable structure and protect its sovereignty, but also to make its influence felt on the political
scene. In this context, success in the mentioned areas is extremely valuable for the states that aim to maintain
their existence strongly. However, it is important for the states that want to take their place on the stage of history
or to increase their role in terms of dominating their own power areas and determining and weakening the situation
of the states they are in competition with.

In reaching the intended goal, the strategy is built on two main goals. The first goal is to protect and develop
one’s own power, and the second goal is to have information about the power of opponents. In such a process, in
addition to focusing on its own power, analyzes of rivals are valuable in terms of determining the steps to be taken
by the states and the security measures to be taken.

History readings clearly reveal that the history of humanity has been built on struggle and competition from the
first day. Every step taken, every scientific activity carried out, every theory put forward is the product of an effort
to stay ahead in this competition. The mean that ensures success, reaches the targeted point and enables to take
the lead in the struggle is knowledge.

Having knowledge, processing the knowledge and making it meaningful, useful and usable has been seen as
important in the history of both individuals and states. Especially, the follow-up of internal and external develop-
ments in the Middle Ages, when the result of a war or the entry of a dynasty member into a struggle for the throne
on the claim of rights, unexpectedly affected the course of political domination of states, is extremely important for
states and rulers. The way for states to maintain their existence is through the establishment of justice in the coun-
try and the happiness and peace of the people, strict following of political, social, economic, technological, religious
and cultural developments outside the country, and at the first stage detection of developments against the state
and society both within and beyond the borders, and taking security strategies. In addition to general principles,
the importance of intelligence activities is an undeniable reality in the determination of security strategies suitable
for itself, geography and age.

Intelligence is acquiring information that will read the mind of the interlocutor. It provides a deep awareness
of the political, military, religious/sectarian and economic power and goals of other states and political structures.
Hereby, have knowledge and foresight about the reactions of rivals, their destructive and divisive activities. As a re-
sult of this, it is an effort to enter the mind of the interlocutor, to read the process from his/her eyes, to be a pioneer
in determining the direction of the relations and determining the area and time, ultimately to use the initiative and
to gain the right to take the advantage of the move and determine the limits of the game by managing the process
within the framework of its own rules.

Since intelligence activities are used for diversion, deception and misdirection as well as obtaining informa-
tion, they are the cornerstone of determining security strategies by being aware of possible problems at the initial
stage and taking the necessary precautions. The possess of intelligence information raises awareness about the
regional power balances. The control of the process is also ensured with the effective security strategies produced.
Thus, the enemy/opponent is directed towards a determined route and it is ensured to follow this route. As a result,
the actions taken cause the interlocutor to be surprised, unable to manage the process and take wrong steps on
his own behalf. This situation, which weakens the influence of the addressee, continues in the same cycle until the
addressee withdraws from the stage of history.

In this context, we will try to reveal the security strategies implemented by the Middle Ages Turkish states
-Karahanli, Ghaznavid and Great Seljuk State. In this way, we will try to demonstrate that the importance given to
the field of security is carried out with the same sensitivities in every period, even if the tools change.

Keywords: Intelligence, Security, Middle Ages, Great Seljuks, Ghaznavids.
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iISTIHBARAT DUNYASINDA iINSANSIZLASTIRMA CABALARININ BASARISIZLIGI

Dr. Hiiseyin SURUCU
hsurucu79@gmail.com

OZET

11 Eylul Saldirilar sonrasinda yayimlanan kongre raporunda istihbarat 6rgutlerine birgok elestiri
yapilimistir. Bu elestirilerden biri de onlarin biyuk resmi gérememesidir. ABD de buyuk resmi ortaya koy-
abilmek igin insani hatalarin 6niine gecilmesi maksadiyla istihbaratin olusturulmasinda insan faktoriiniin
etkisini azaltmak icin cesitli calismalar yapmislardir. Bunlardan biri de veri madenciligidir.

Veri madenciligi, veriler arasindaki sakli iligkilerin ortaya ¢ikariimasi icin yapilmaktadir. veri madenciligi,
ilk olarak ticari amacla 6zel sektorde uygulanmistir. Clinki 1960’11 yillarda dodan bilgi teknolojilerinin, 1990’h
yillarda ulastigi seviye; veri toplama, veri yonetimi ve veri analizi streglerinin gelisimine olanak saglamistir. Bu
birgok organizasyonun ve sirketin, veri icerisinde ylizmesini saglayarak, eldeki verilerin karar alma sireglerinin
girdisi haline déntsmesine yol agmistir (Ozcan, 2008, s. 9). Cesitli kaynaklardan farkli verilerin toplaniimasi,
elde edilen veriler arasindaki noktalarin birlestirimesini ve bunun sonucunda elde edilen bilginin daha énceki
bilgiyle karsilastiriimasinin gerekliligini 6ne ¢ikarmistir (Westphal, 2009, s. 4). S6z konusu uygulamalar, 2001
yilindaki ABD’deki terér saldirilari sonrasinda “hayal guici eksikligini” gidermek ve insani hatalarin istihbarat
alaninda ortadan kaldirilmasi amaciyla ABD tarafindan uygulamaya konulmustur. Bu yizden veri madenciligi,
istihbarattaki insansizlastirma calismalarindan biri olarak gorilmelidir. Ayrica Soguk Savas sonrasi ddnemde
bilgi ve teknolojiler 6ne ¢ikmasi istihbaratin dogasinin degismemekle beraber, ilgi ve etki sahasinin geniglem-
esine ve sahadaki rakiplerin farklilagsmasina yol agmistir. Boylelikle istihbarat faaliyetlerinde senkronizasyon
one cikmistir. Senkronizasyondan saglanmak istenen amag, istihbaratin toplanmasindan raporlanmasina
kadar gecen islemlerin ilgililerince es glidimlu ve es zamanli olarak yapilmasidir. Bu es gidimun 11 Eyldl
Saldirilarinda goéruldugu Gzere insani hatalara agik olmasi istihbarattaki insan faktoériiniin gegmise oranla
Onem kaybetmesine ve teknoloji bazli uygulamalarin 6ne ¢ikmasina neden olmustur. Fakat veri madenciligi,
basta ABD 6zelinde olmak uzere uygulandig alanlarda gesitli sorunlara yol agmistir. Bunun yaninda Soguk
Savas donemi sonrasinda yasanan giivenlik sorunlari “belirsizlik” kavraminin hayatin igine girmesini kolay-
lastirmaya devam etmistir. Tim bunlar insan faktérinin sanilanin aksine istihbarat diinyasinda énemini
artirmistir. Calisma da istihbarattaki insansizlastirma ¢alismalarindaki basarisizligi elestirel realizm perspek-
tifinden kuantum teorisinin bilesenlerini kullanmak suretiyle aciklayarak insan faktériinin istihbarat alaninda
sanilanin aksine daha 6énemli hale geldigini savlamaktadir.

Uluslararasi literatiir irdelendiginde istihbarat/glivenlik alanina iliskin sayisiz ¢alisma bulunmaktadir.
Calismalar arasinda sosyal bilimleri doga bilimlerinin bakisiyla agiklayan bazi 6rneklere de rastlaniimistir.
Calisma 6zelinde Alexander Wendt'in “Quantum Mind and Social Science Unifying Physical and Social
Ontology” dikkat gekmektedir. Fakat Turk literatiriinde istihbarat ve giivenlik alaninda elestirel realizm veya
karmasiklik ve kaos 6zelinde yurt disina oranla daha az nitelikli calismaya sahip oldugu tespit edilmes-
ine ragmen, kuantum teorisinin givenlik alanina uyarlanmasi yoniinde herhangi bir galismaya rastlanil-
mamistir Dolayisiyla ¢alisma literatirdeki bahsedilen bosluga konumlanma amacindadir.

Bu minvalde galisma, ¢ bdlimden olugsmaktadir. Birinci bélimde, Kuantum-elestirel realizmin ana hat-
lar belirtilerek elestirel realizm-kuantum iligkisi agiklanacaktir. Bu bélimde iki amag hedeflenmektedir. Bir-
incisi, elestirel realizm ile kuantum arasindaki baglantiyi kurmak ve uluslararasi sistemin kuantum teorisiyle
agiklanabilecegini géstermektir. ikincisi, insansizlastirma galismalarindaki basarisizigin nedenlerine temel
olusturmaktir. Calismanin ikinci bélimunde uygulanan veri madenciliklerindeki basarisizlik kuantum teorisinin
terimleri kullanilarak anlatilacaktir. Boylelikle istihbarata ve ele alinan olguya ontolojik olarak bakilmasinin
gerekliligi ortaya koyulacaktir. Calismanin tglinct bolimiinde ise ilk iki bolimde elde edilen gikarimlardan isti-
hbarata disiplinlerarasi bir bakigla yaklasarak onun bir diistuince disiplini oldugunu vurgulamak, ileride konuyla
ilgili yapilan calismalara ve ontolojik agidan bilimin birligine de katki sunulmasi hedeflenmistir.

Anahtar Kelimeler: Elestirel realizm, bilimin birligi, kuantum teorisi, insansizlagtirma
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THE FAILURE OF DE-HUMANIZATION EFFORTS IN THE INTELLIGENCE FIELD

ABSTRACT

According to the US Congress Report published after the September 11 attacks, The US Intelligence
Organizations had drawn congress’ fire in many fields. One of them is that they cannot see the big picture.
In order to reveal the big picture, the USA had carried out various studies to reduce the influence of the
human factor in intelligence to prevent human error. One of them is data mining.

Data mining is a work undertook to reveal hidden relationships between data. This was first applied in
the private sector for commercial purposes. Because the level reached by information technologies born
in the 1960s in the 1990s; It has enabled the development of data collection, data management, and data
analysis processes. This has led many organizations and companies to float in data, transforming the
data into an input for decision-making processes. The collection of different data from various sources put
forward the necessity of joining the dots between the got data and comparing the got information with the
previous information. These applications were put into practice by the USA in order to eliminate the “lack
of imagination” and to eliminate human error in intelligence after the terrorist attacks in the USA in 2001.
Therefore, data mining should be seen as one of the dehumanization studies in intelligence. In addition, the
emergence of information and technologies in the post-Cold War period led to the expansion of the field of
interest and influence and the differentiation of the rivals in the field, despite not changing the nature of the
intelligence. Thus, synchronization became prominent in intelligence activities. The aim of synchronization
is to carry out the processes from the gathering of the intelligence to its reporting, in a coordinated and
simultaneous manner by those concerned. The fact that this coordination is open to human error, as seen in
the September 11 attacks, caused the human factor in intelligence to be dropped those concerned’s radar
compared to the past and technology-based applications to come to the fore. However, data mining caused
various problems in the areas where it was applied, especially in the USA. In addition, the security problems
experienced after the Cold War continued to facilitate the introduction of the concept of “uncertainty” into
life. All these increased the importance of the human factor in the intelligence world contrary to popular
belief. The study also argues that the human factor has become more important in intelligence by using the
components of quantum theory from the perspective of critical realism.

When the international literature is examined, there are many studies in intelligence/security. Among
the studies, | have also found some examples that explain the social sciences from the perspective of nat-
ural sciences. In particular, Alexander Wendt's “Quantum Mind and Social Science Unifying Physical and
Social Ontology” draws attention. However, although it has been determined that there are less qualified
studies in critical realism or complexity and chaos in intelligence and security in the Turkish literature com-
pared to abroad, | have found no study to adapt the quantum theory to the security field.

In this manner, the study comprises three parts. In the first chapter, the critical realism-quantum re-
lationship will be explained by outlining quantum-critical realism. It aims for two purposes in this section.
The first is to establish the link between critical realism and quantum, and to show that quantum theory
can explain the international system. The second is to provide the basis for the reasons for the failure of
dehumanization efforts. In the second part of the study, | will explain the failure of applied data mining using
the terms of quantum theory. In this way, the necessity of looking at the intelligence and the fact under
consideration will be put forward ontologically. The third part of the study, it is aimed to emphasize that
intelligence is a discipline of thought by approaching intelligence with an interdisciplinary perspective from
the inferences got in the first two sections and to contribute to the future studies on the subject and to the
unity of science from an ontological point of view.

Keywords: Critical realism, unity of science, quantum theory, dehumanization
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iHALAR iCIN KURESEL KONUMLAMA SISTEMIi (GPS VB.) KULLANMADAN
SEYRUSEFER GERGEKLESTIREBILEN BiR GORUNTU TABANLI SEYRUSEFER SISTEMI,
“GORDES”

Dr. Mustafa YAMAN
mustafa.yaman@esensi.com.tr

OZET

Gunumuzde, istihbarat ve guivenlik faaliyetlerinde gesitli tip, buyUklik, ugus irtifasi gibi 6zelliklerde ve gok
gesitli faydali yiiklere sahip insansiz hava araglarinin (IHA) kullanimi son derece yayginlasmis ve kaginil-
mazdir. Ancak insansiz hava araglari hem ugus faaliyetlerinin gerceklestiriimesinde hem de gorev faaliyetler-
inin gergeklestiriimesinde GPS vb. kiiresel konumlama sistemlerine alternatifsiz olarak ihtiyag duymaktadirlar.
Buna mukabil, jammer vb. GPS sinyal bozucularin kullanimi oldukga yayginlasmis ve IHA kinm ve kayiplarinin
en 6nemli nedenlerinden biri haline gelmistir. Ayrica, kiresel konumlama sistemlerini elinde bulunduran ulke-
lerin bolgesel olarak bu sinyalleri aldatma amaciyla degistirebildigi son dénemde ¢esitli haberlere dahi konu
olmustur. Bu nedenlerle, tlkemizde kiiresel konumlama sistemlerine alternatif ¢6ziim ve sistemlerin gelistiril-
mesi, Uretilmesi ve uygulamaya gegcirilmesi cok énemli bir ihtiyag ve gereklilik olarak ortaya ¢ikmistir.

Bu bildiride, ESEN SISTEM ENTEGRASYON biinyesinde gelistirilen ve IHAlar igin bir Gériintli Tabanli
Seyrisefer sistemi olan “GORDES” sistemi, ardindaki teknoloji ve yéntemler ile birlikte anlatiimaktadir.
GORDES; énceden gekilmis ve koordinatlandirilmis uydu/hava gériintiilerini ugus yapan hava aracina ait
GORDES sistemi kamerasindan gekilen goériintiiler ile gercek zamanda esleyerek, hava aracinin konum
ve yonelme bilgisini saglayabilen bir sistem olarak gelistiriimistir. Dinya koordinatlarinda mutlak konum
sagladigi ve konum dogrulugunda hatalar birikmedigi igin hava aracinin uzun sirelerle géreve devam et-
mesini veya geri ddnmesini glvenli bir sekilde saglamaktadir. Hava aracinin bulundugu konumu ve yéneli-
mini gergek-zamanda hesaplayan islemci birimi, bu bilgileri hava aracinin ugus kontrol birimine iletmekte
ve bu bilgi INS/GPS sistemlerinin yerine ya da alternatifi-olarak hem seyrisefer amacli, hem de platformun
ataletsel seyrusefer sisteminde (INS — inertial navigation 'system) biriken hatalarin dizeltiimesi amaciyla
kullanilabilmektedir. Kesintisiz seyriisefer bilgisi olusturabilmek amaciyla, GORDES sisteminde, goriintii
destekli seyrisefer yetenegi, sistem igerisindeki IMU (uzamsal ve agisal ivmelenmeleri lgen ivmedlger ve
jiroskop iceren ataletsel 6lgim birimi), manyetometre (bulunan konumdaki diinyanin manyetik alan vek-
térlind dlgen birim), ve baro-altimetre (basing yiksekligini dlgen birim) gibi destek sensorleri ile desteklen-
mektedir. Bu destek sensorlerden elde edilen veriler ile platform lGizerinden asagdi yonde bakarak tzerinde
uculan yer ylzeyini gortintileyen kamera verilerinden elde edilen konum ve yonelim bilgileri veri fiizyonu
islemleri ile glirbliz bir sekilde birlestiriimekte ve sistemin ylksek siklikta ve dogrulukta konum, yénelim ve
hiz bilgileri ¢iktisini platform arayuzlerine iletebilmesine olanak saglanmaktadir.

Ug yili asan bir siirede yogun galismalar neticesinde gelistirilmis olan yéntem, teknolojiler ve sistem;
1000ft'ten 8200ft’e kadar farkl irtifalarda, farkl hizlarda seyreden farkl tipte hava araglarinda (multi-kopter
dron, sabit kanath Ultralight tipi ugak) farkli mevsimlerde, i1sik kosullarinda ve farkli arazi ylzey (kirsal alan,
sehir alanlari, tarim, mera, ormanlik alanlar, gél, deniz vb.) tipi ve engebe tirlerine sahip alanlarda basariyla
test edilmis ve hava araglarinin saglikl bir sekilde seyruseferlerini ve gorev faaliyetlerini gerceklestirebi-
lecegi ya da eve donme islemini konumsal farkindaligini kaybetmeden gilivenli bir sekilde gergeklestirebi-
lecegi konum hassasiyeti ve dogruluguna ulasabildigi performans ve ugus testleri ile dogrulanmigtir.

Bu alanda, Dinya’da benzer ¢alismalarin 6zellikle son dénemde arttigi ancak hentiz operasyonel olar-
ak faaliyete gegmis bir Urline rastlanilamadigi g6z oniine alindiginda, alaninda 6ncl olan bu galismanin
lilkemizin istihbarat ve giivenlik alaninda yogun olarak kullandigi iIHA sistemlerine sistemin entegre edilm-
esi ile gok 6nemli bir kabiliyete ve 6nemli kazanimlara sahip olacagi degerlendiriimektedir.

Anahtar Kelimeler: IHA, Seyriisefer, Kiiresel Konumlama Sistemi, GPS, Gériinti-Tabanl Seyriisefer
, Goriuntl Destekli Seyrusefer
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A VISION-BASED NAVIGATION SYSTEM “EVNAV” FOR UAVS THAT ENABLES
NAVIGATION WITHOUT USING GLOBAL NAVIGATION SATELLITE SYSTEM SUCH AS
GPS

ABSTRACT

Today, the usage of very wide range of Unmanned Aerial vehicles (UAV) of different type, size, flight alti-
tude and with various types of payloads is very prevalent and inevitable in Intelligence and Security missions.
However, unmanned aerial vehicles depend on Global Navigation Satellite Systems (GNSS) such as GPS for
performing flights and accomplishing their missions with no alternative system available in the market yet. On
the other hand, GPS signal blockers such as jammers are becoming more and more widely used and have
become one of the main reasons of UAV crashes and losses. Besides, it has even been on the recent news
that countries operating global navigation satellite systems may even apply spoofing of signals regionally for
deceiving the navigation of their hostile platforms. For such reasons, developing alternative solutions and
systems for global navigation satellite systems emerged to be an urgent need and necessity.

In this paper, the methods and technology behind the “EVNAV”, ESEN Vision Based Navigation Sys-
tem for UAVs, which has been developed by ESEN SISTEM ENTEGRASYON are described. EVNAV is
developed as a system which can process its on-board camera images in real time by matching those im-
ages to geo-registered satellite/aerial images of the mission region and can compute position and attitude
information of the air vehicle it is installed. Since the system is able to compute absolute position in World
coordinates and no error-accumulation occurs, it can enable the air vehicle to safely complete its flight and
mission as well as return to home safely. The on board processing unit that can compute the position and
attitude of the air vehicle in real-time is able to provide this information to flight control unit as a replacement
or alternative to INS/GPS systems on board the vehicle. This information is used by the flight control unit,
either for safe navigation or correcting the accumulated error in its own inertial navigation system’s (INS).
To be able to compute a continous estimation of navigation data, several auxiliary sensors such as IMU (in-
ertial measurement unit which includes accelerometer-and gyroscope that measure spatial and angular ac-
celeration of the vehicle), magnetometer (measuring earth magnetic field of its position) and baro-altimeter
(measuring pressure altitude) are also available in EVNAV system. The data acquired from such sensors
and the position / attitude information computed by processing the on-board camera images looking down-
ward to the earth region that the flight is being accomplished are fused in a robust and reliable way which
enables computing position, attitude and velocity information in high frequency and with high accuracy.

The methods, technologies and the system, which have been developed as a result of more than
three years of hard work, have been tested successfully at different flight altitudes ranging from 1000ft to
8200ft (AGL), with aerial vehicles of various types (multi-copters, ultralight fixed-wing aircraft) on different
seasons, illumination conditions and different land surface types (rural, suburban, urban areas, agricultural
land, forest regions, lake, sea regions etc.) and surface roughness. It is validated by performance and flight
tests that the system has reached to a position accuracy which enables air vehicles to be able to perform
their navigation and missions successfully as well as return to home safely in an adverse situation without
losing their situational awareness.

Considering that similar studies in this field throughout the world has been increasing recently but no
operational product is on the market yet, this pioneer study will add up to our country a very valuable skill
and capability when integrated to her UAV systems of all types which are used very widely in intelligence
and security missions.

Keywords: UAV, Navigation, Global Navigation Satellite System, GPS, Vision-Based Navigation,
Vision-Aided Navigation
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TURK INSANSIZ HAVA ARACLARININ TURKIYENIN DIS POLITIKA VE TERORLE
MUCADELE ALANINDA ROLU

Muhammet Yasin KARAKAS
istanbul Aydin Universitesi
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OZET

Gunumuzde gelisimi hizla artan ve gelecekte yasam alanini daha cok pratiklestirecegi tahmin edilen en 6nemli te-
knolojilerden biri insansiz bir sekilde kontrol edilebilen yapay zeka teknolojileridir. Insansiz hava araglari, insan hayatinin
birgok alaninda kullanildigi gibi glinimiiz askeri catisma bdlgelerinde de kullaniimaktadir. Askeri savas alaninda kesif,
saldiri, gbzetim ve istihbarat amaglh kullanilan en etkili yapay zeka teknolojisi insansiz hava araglaridir. Ozellikle ilkeler
ve kitalararasi mesafelerde uzun bir stire havada kalarak gérev yapma kabiliyetine sahip bu teknoloji, savunma sanayii
alaninda gerceklestirilen ar-ge calismalart ile birlikte gelisimi ve savas alanina etkisi her gegen giin artmaktadir. Bu neden-
le insansiz hava araglari Uretebilen, pazarlayabilen ve kullanma kabiliyetine sahip ulkeler, stratejik anlamda diger Ulkelere
kiyasla daha fazla caydiricilik oranina sahip olmaktadir. insansiz hava araglari insanl savas ugaklari ile karsilagtirildiginda
istihbarat, kesif, gbzetleme, gérev siresi, arac ve personel zayiati bakimindan daha etkin kuvvet carpani olarak karsimiza
ctkmaktadir. Gelecek yillarin muhtemel savaslarinda 6zellikle tam otonom, yari otonom ve yapay zeka teknolojilerinin kul-
lanilacagi g6z énlinde bulunduruldugunda, harp alaninda konvansiyonel savas teknikleri kullaniminin giderek azalacagi
tahmin edilmektedir. insansiz hava araglarinin savas alaninda énemi bu kapsamda giiniimiizde daha gok anlagilmakta ve
ABD, Cin, Israil, Rusya ve Tiirkiye basta olmak {izere bircok {ilke tarafindan iHA {retimi ile ilgili savunma sanayii sirketleri
blinyesinde ar-ge calismalari gerceklestiriimektedir. Bu calismalarda glinimuizde en gok adindan s6z ettiren yapay zeka
teknolojilerinden biri de, Tiirk savunma sanayii liriinii olan insansiz hava araglaridir. 2009 yilinda Israil ile yapilan anlasma
ile 10 adet Heron tipi insansiz hava araci alinmis, fakat bu anlagma Israil'in yeterli teknik destek saglamamasi sonucunda
iptal edilmistir. Bu gelismeden sonra Turk Savunma Sanayiinde insansiz hava araglari ile ilgili ¢alismalar hizlanmistir.
Baykar, Tusas ve vestel savunma sirketleri tarafindan gelistirilen insansiz hava araclari, diinya savas tarihi literatiirinde
yeni bir sayfa agmistir. Yerlilik orani ylksek olan bu teknolojiler Bozdogan, Gékdogan, L-UMTAS, Bozok, MK-81, MK-82,
MK-83, MAM-T,MAM-C, MAM-L, Cirit, Niifus Edici Bomba (NEB), Kanat Gudumli Kit ve SOM vyerli flize mihimmatlari
ile birlikte silahli insansiz hava araci (SIHA) niteligi kazanmis ve Tiirkiye’nin terdr érgiitlerine karsi diizenledigi opera-
syonlarda giivenlik kuvvetlerine bliyik avantajlar saglamistir. Turkiye, 1984 yilindan itibaren PKK teror 6rgiitii ve 2003
yilindan itibaren ise PKK’nin Suriye kolu olarak bilinen PYD/YPG teror ¢rgiutiine karsi etkin bir miicadele igerisindedir.
Yaklasik olarak 40 yil terér ile i¢ ice yasamig Tirkiye glvenlik basta olmak lzere sosyal, ekonomik ve psikolojik agidan
birgok sorun ile karsi karsiya kalmis, gerceklestirilen bombali eylemler sonucunda birgok masum sivil ve kamu gorevlisi
hayatini kaybetmistir. Terérle micadelede yillara gore farkli stratejiler uygulayan Tirkiye, kimi zaman siyasi ¢oziim girisim-
leri gergeklestirse de bu miicadele ¢cogunlukla askeri bir sekilde gergeklesmistir. 2009 yilinda AK Parti iktidari PKK terér
orgutiind silahsizlandirma ve soruna yonelik bariscil gozim bulmayi hedefleyen demokratik agilim politikasi baslatmistir.
Fakat bu girisim PKK tarafindan suiistimal edilmistir. Gliney ve Dogu Anadolu bolgelerinde terérist gruplarca hendekler ka-
zilarak s6zde Kirt devleti kurmak amaciyla bdlgeye birgok terérist yerlestirmistir. 2015 yilinda Tirk glivenlik kuvvetlerinin
gerceklestirdigi hendek operasyonlari ile birlikte bélgede kamu otoritesi yeniden saglanmis, sehir merkezi ve kirsalda terér
érgiitiine yonelik “ara bul yok et” stratejisi uygulanmaya baglanmistir. Yildirim, Penge-Kartal, ilkbahar-Yaz, Firat Kalkani,
Baris Pinari, Bahar Kalkani ve Zeytin Dali operasyonlari ile Turkiye PKK/PYD/YPG ter6r 6rglitiine agir darbe vurulmustur.
Tirk savunma sanayiinin Urlinl olarak gelistirilen yerli insansiz hava araglari ve mihimmatlar operasyonlarda etkin bir
sekilde kullaniimistir. PKK/PYD/YPG teror 6rguti eylem ve saldin sekli taktik ve stratejik agidan surekli degismektedir.
Istatistik, teorik ve bilimsel metotlar, teknolojik gelismeler ve etkin diplomasi terérle miicadele stratejisini daha giglii kil-
maktadir. Yerlilik orani %93'U bulan insansiz hava araglari (IHA) ile Tiirkiye terérle miicadelede daha etkin ve kararli bir
strateji uygulamistir. Kuzey Irak, Suriye, Azerbaycan ve Libya’da gerceklestirilen operasyonlarda bu teknolojiler kendi
basarisini kanitlamistir. Ayrica Ukrayna ve Cezayir tarafindan satin alinan bu teknolojiler ile birlikte Tirkiye savunma san-
ayii ve dis politika agisindan uluslararasi alanda biiyiik itibar kazanmistir. istihbaratin bir alt dali olan Gériintii Istihbarati ve
Dis Politika kapsaminda inceleme yapilan bu ¢alisma giincel guvenlik konulari icermesi nedeniyle 6nem arz etmektedir.
istatiksel veriler resmi kurumlar tarafindan hazirlanan giivenlik raporlarindan ve resmi haber ajanslarindan elde edilmistir.
Bu calismada kaynak taramasi yapilmis, ikincil verilerden elde edilen bulgular sonucunda insansiz hava araclarinin Turki-
ye'nin terérle miicadelesine blyik katki sagladigi ve dis politikada biyik itibar kazandirdigr sonucuna varilmistir.

Anahtar Kelimeler: insansiz Hava Araci, Tiirk Savunma Sanayii, Dis Politika, Diplomasi.
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THE ROLE OF TURKISH UNMANNED AERIAL VEHICLES IN TURKEY’S FOREIGN
POLICY AND FIGHT AGAINST TERROR

ABSTRACT

Today, one of the most important technologies, whose development is rapidly increasing and that is predicted to make
living space more practical in the future, is artificial intelligence technologies that can be controlled in an unmanned way. Un-
manned aerial vehicles are used in many areas of human life as well as in today’s military conflict zones. The most effective
artificial intelligence technology used for reconnaissance, attack, surveillance and intelligence purposes in the military battle-
field is unmanned aerial vehicles. This technology, which has the ability to stay in the air for a long time, especially in countries
and intercontinental distances, is increasing with its development and impact on the battlefield with the R & D studies carried
out in the field of defense industry. For this reason, countries that can produce, market and use unmanned aerial vehicles
have a higher deterrence rate than other countries in strategic terms. Compared to manned warplanes, unmanned aerial
vehicles appear as a more effective force multiplier in terms of intelligence, reconnaissance, surveillance, tenure, vehicle
and personnel casualties. Considering that fully autonomous, semi-autonomous and artificial intelligence technologies will
be used in possible wars in the coming years, it is estimated that the use of conventional warfare techniques will gradually
decrease. In this context, the importance of unmanned aerial vehicles in the battlefield is more understood today, and many
countries, especially the USA, China, Israel, Russia and Turkey, carry out R&D studies within the body of defense industry
companies related to the production of UAVs. One of the most prominent artificial intelligence technologies in these studies is
unmanned aerial vehicles, which are products of the Turkish defense industry. With the agreement made with Israel in 2009,
10 Heron type unmanned aerial vehicles were purchased, but this agreement was canceled as a result of Israel’s lack of tech-
nical support. After this development, studies on unmanned aerial vehicles in the Turkish Defense Industry have accelerated.
Unmanned aerial vehicles developed by Baykar, Tusas and vestel defense companies opened a new page in the world war
history literature. These technologies with a high rate of localization are Bozdogan, Gokdogan, L-UMTAS, Bozok, MK-81,
MK-82, MK-83, MAM-T, MAM-C, MAM-L, Javelin, Population Bomb (NEB), Wing Guided Kit and SOM, together with domes-
tic missile ammunition, became an armed unmanned aerial vehicle (SIHA) and provided great advantages to the security
forces in Turkey’s operations against terrorist organizations. Turkey has been in an active struggle against the PKK terrorist
organization since 1984 and the PYD / YPG terrorist organization known as the Syrian branch of the PKK since 2003. Turkey,
which has lived with terrorism for approximately 40 years, has faced many social, economic and psychological problems,
especially security, and many innocent civilians and public officials lost their lives as a result of bomb attacks. Implementing
different strategies in the fight against terrorism over the years, Turkey has sometimes undertaken political solution attempts,
but this struggle has mostly been carried out in a military manner. In 2009, the AK Party government initiated a democratic
opening policy aimed at disarming the PKK terrorist organization and finding a peaceful solution to the problem. However, this
attempt has been abused by the PKK. Ditches were dug by terrorist groups in the Southern and Eastern Anatolia regions, and
many terrorists were placed in the region in order to establish a so-called Kurdish state. With the trench operations carried out
by the Turkish security forces in 2015, the public authority in the region was restored and the “search and destroy” strategy
was started to be implemented against the terrorist organization in the city center and in the countryside. With operations of
Lightning, Claw-Eagle, Spring-Summer, Euphrates Shield, Peace Spring, Spring Shield and Olive Branch, Turkish PKK/PYD
/' YPG terrorist organization was hit hard. Domestic unmanned aerial vehicles and ammunition developed as a product of the
Turkish defense industry were used effectively in operations. The PKK / PYD / YPG terrorist organization’s action and attack
pattern is constantly changing in terms of tactics and strategies. Statistics, theoretical and scientific methods, technological
developments and effective diplomacy make the anti-terrorism strategy stronger. Turkey has implemented a more effective
and determined strategy in the fight against terrorism with unmanned aerial vehicles (UAVs), which has a domestic rate of
93%. These technologies have proven their success in operations carried out in Northern Iraq, Syria, Azerbaijan and Libya.
In addition, with these technologies purchased by Ukraine and Algeria, Turkey has gained great reputation in the international
arena in terms of defense industry and foreign policy. This study, which is examined within the scope of Image Intelligence
and Foreign Policy, which is a sub-branch of intelligence, is important because it includes current security issues. Statistical
data were obtained from security reports prepared by official institutions and official news agencies. In this study, the source
was scanned, and as a result of the findings obtained from the secondary data, it was concluded that unmanned aerial vehi-
cles made a great contribution to Turkey’s fight against terrorism and gained great reputation in foreign policy.

Keywords: Unmanned Aerial vehicle, Turkish Defense Industry, Foreign Policy, Diplomacy.
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GUVENLIK YONETIMi AG TASARIMI PROBLEMINE YONELIK BUTUNLESIK BIR
KARAR DESTEK SISTEMi TASARIMI

J.is.Bnb.Dr. Hamit ERDAL
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OZET

Emniyet ve asayis hizmetlerinin etkin olarak yurutulebilmesi igin kolluk kuvvetlerinin zamaninda ve ye-
terli midahalesi son derece énemlidir. Yurt genelinde kolluk kuvvetlerinin emniyet ve asayis hizmetlerini 7
gln 24 saat slreyle yerine getirebilmeleri ve icra edilen gdrevlerin basarisi, ihtiya¢ duyulan personel, tesis,
malzeme ve ekipmanin istenilen yer ve zamanda, eksiksiz olarak karsilanabilmesine baghdir.

Guvenlik malzemelerine yoénelik bir dagitim sisteminin tasarimi, genel olarak, merkezi ve bdlgesel de-
polarin sayi ve konumlarinin, depolarda ve birliklerde bulundurulmasi gereken stok seviyelerinin ve bélge-
sel depolar ile birliklerin hizmet alacagi merkezi ve bolgesel depolarin belirlenmesini icerir.

Guvenlik malzemelerinin yanici, parlayici ve patlayici yapisi nedeniyle 6zel ulastirma ve depolama sart-
lari altinda islem tesis etmek gerekmektedir. Ulusal ve uluslararasi dokiimanlarin incelenmesi neticesinde,
bu malzemelerin depolanma kosullari, bakim ve emniyeti (izerine usul ve esaslarin ortaya konuldugu ancak
dagitim aginin tasarimina yonelik herhangi bir standardin belirlenmedigi tespit edilmistir. Mevcut dagitim
aginin tasarimi surecinde optimal nicel analizlerin gerceklestiriimemis olmasi da mevcut agin verimliliginin
sorgulanmasina neden olmustur.

Uzun yillardir kolluk kuvvetleri tarafindan kullanilan depolarin gevresinin giderek yerlesime acilmasi,
halen kullanilan yapilarin ekonomik 6murlerinin tamamlanma asamasina gelmesi, depolarin yeniden ingsa
edilmelerinin faydal olup olmayacaginin degerlendirilmesi gerekliligi, bu depolar tarafindan desteklenen
birliklerin lagv veya konus degisikligi durumu, stok politikalarinda yasanan degisimler gibi nedenler de
ayrica bu ¢alismanin motivasyonunu olusturmustur.

Yukarida siralanan nedenlerle, bu ¢alismada kolluk kuvvetlerinin ihtiyag duyduklari giivenlik malze-
melerinin belirlenen esaslar dahilinde dagitilabilmesi amaciyla stratejik seviye bir ag tasarimi problemi ele
alinmis ve bir karar destek sistemi 6nerilmistir.

Onerilen karar destek sistemi dért agamali bir siireci takip etmekte ve (g farkli yéntemin kullaniimasini
gerektirmektedir. ilk agsamada problemin ¢éziimii ve mevcut malzeme akisinin resmedilmesi icin giivenlik
malzemelerinin planlama, tedarik, depolama ve dagitimi sureclerinden sorumlu uzman personel ile yiz
yiize gériismeler gergeklestirilmis ve problem tanimi ortaya konulmustur. ikinci asamada elde edilen veril-
erin karar destek sistemine aktarilabilmesi icin gerceklestirilen 6n isleme surecinde cografi bilgi sistemler-
inden istifade edilmistir. Ugiincii asamada ulasim ve yerlesim kararlarinin risk diizeyinin belirlenebilmesi
amaciyla analitik ag sireci yontemi kullaniimistir. Son asamada, gelistirilen optimizasyon modeli farkl var-
sayim ve senaryolar altinda galistirilarak karar vericilere alternatif ¢ozim 6nerileri sunulmustur.

Yapilan literatir taramasinda, guvenlik yonetimi kapsaminda ve kolluk kuvvetleri 6zelinde stratejik
seviye ag tasarimi problemi icin cografi bilgi sistemleri, analitik ag sureci ve optimizasyon yontemlerinin
butlinlesik bir yaklagimla kullanildigi baskaca bir gcalismaya rastlanmamistir. Bunun yaninda, nicel gergek
hayat verileri ile tecriibeye dayali 6znel uzman degerlendirmelerinin entegre edilmesi, klasik ag tasarimi
katman yapisindan farkli olarak diigiimlerin hem talep hem de arz noktasi olabilecek sekilde modellenmesi
calismanin ayirt edici 6zellikleri olarak siralanabilir.

Calismanin sonucunda, 6nerilen karar destek sisteminin stratejik seviye glivenlik yonetimi ag tasarimi

problemi igin etkin olarak kullanilabilecedi sonucuna ulagiimistir.
Anahtar Kelimeler: Guvenlik Yoénetimi, A§ Tasarimi Problemi, Cografi Bilgi Sistemleri, Analitik A§ Streci, Optimi-
zasyon
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AN INTEGRATED DECISION SUPPORT SYSTEM DESIGN FOR THE SECURITY
MANAGEMENT NETWORK DESIGN PROBLEM

ABSTRACT

Timely and efficient intervention of the law enforcement forces is highly important for the effective exe-
cution of security and law enforcement services. Executing the security and law enforcement services of law
enforcement forces for 7 days and 24 hours throughout the country, and the success of their duties, depends
on meeting the needs of personnel, facilities, materials and equipment, when and where they are needed,
precisely.

Generally, a distribution network design for security materials includes determining the number and loca-
tion of central and regional depots, the stock levels that should be kept in depots and units, and the central
and the regional depots from which the regional depots and units will be served.

Due to the flammable, combustible and explosive nature of security materials, it is necessary to process
under special transportation and storage conditions. As a result of the examination of national and inter-
national documents, it has been determined that the procedures and principles on the storage conditions,
maintenance and safety of these materials have been designated, but no standard has been stated for the
distribution network design. The fact that the optimal quantitative analyzes were not carried out during the
design process of the existing distribution network, also caused the efficiency of the existing network to be
questioned.

The reasons such as; the on-going opening to settlement of the sphere areas of depots that have been
used by law enforcement forces for many years, the economic life of currently used structures is at the com-
pletion stage, the necessity to evaluate whether rebuilding them would be beneficial or not, the abolition or
relocation of the units, served by these depots, and the changes in stock policies are also provide motivation
for this study.

Due to the abovementioned reasons, in this study, a strategic level network design problem was handled
and a decision support system was proposed in order to distribute the security materials, needed by the law
enforcement forces within the determined principles.

The proposed decision support system follows a four-stage process and requires the use of three different
methods. At the first stage, to solve the problem and to depict the current material flow, face-to-face interviews
were carried out with the experts are responsible for planning, procurement, storage and distribution processes
of security materials, and the problem definition was revealed. At the second stage, geographical information
systems were utilised in the pre-processing process in order to transfer the obtained data to the decision support
system. At the third stage, the analytical network process method was used to determine the risk level of trans-
portation and location decisions. At the last stage, the developed optimization model was run under different
assumptions and scenarios, and alternative solution suggestions were presented to the decision makers.

In the literature review, no other study could be determined in which geographic information systems, an-
alytical network process, and optimization methods were used in an integrated approach for the strategic level
network design problem within the scope of security management and spesific to law enforcement forces. Be-
sides, integrating quantitative real-life data with subjective expert evaluations based on experience, modeling
nodes as both demand and supply points, unlike the classical layer structure of network design problem, can
be listed as the distinguishing features of the study.

As a result of the study, it is concluded that the proposed decision support system can be used effectively
for the strategic level security management network design problem.

Keywords: An Integrated Decision Support System Design For The Security Management Network Design Problem
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OzZET

Tarih boyunca kurulan devletler daima birbirleriyle catisma ve rekabet halinde olmuslardir. Bu rekabet
hali kimi zaman savas kimi zamanda bilgi ve teknoloji Ustinltgi seklinde meydana gelmistir. Her iki durum-
da da devletler, rekabet icerisinde oldugu diger devletler hakkinda bilgi edinmeyi amaglamislardir. Bilgiye
erismek, erisilen bilgiyi devlet ve topluma faydal bir sekilde kullanmak her donem 6nemli gortlmustir.
Bununla birlikte devletlerin varliklarini stirdirmelerinin yolunu ilk agsamada, ulke icerisindeki adaletin tesis
edilmesi, toplumun refahinin saglanmasi ve siyasi-askeri yapinin gliglendiriimesi olarak izah etmek mim-
kindur. Ayrica Ulke disinda ve icinde siyasi, sosyal, ekonomik, teknolojik ve kultirel gelismelerin takip
edilmesi devletin belirleyecegi strateji agisindan degerledir. Devlet ve halk aleyhindeki gelismelerin saptan-
masi ve tedbirlerin alinmasi; Ulkeyi i¢ ve dis tehditler karsisinda guicli kilacak bilgilerin temini gibi konular
istihbarat faaliyetlerinin zeminin olusturmaktadir. Temelde Ulke sinirlari icinde ve disinda devletin lehine
olan bilgilerin toplanmasi hususu her ddnemde énemli gérilmis ve buna uygun olarak organizasyonlar
meydana getirilmistir.

Turkler devlet kurma ve teskilatlanma noktasinda kadim bir kilttrtin mirasgisi olmuslardir. Sahip old-
uklari devlet gelenegi askeri, siyasi ve idari agidan sistemli organizasyonlar olusturmalarina yol agmistir.
istihbarat faaliyetleri noktasinda eski Tiirkler (Tiirkistan merkezli kurulan Tiirk devletleri) hakkinda ayrintili
bilgiye ulasilamamaktadir. Ancak Tiirk tarihinde 6nemli bir kirilma noktasi olan islamiyet’in kabulii ve son-
rasinda kurulan Tiirk-Islam devletlerinin istihbarata yénelik uygulamis olduklari politikalar hakkinda teferru-
atli bilgilere ulagsmak miimkinddr. Tiirk tarihi igerisinde &rgiitlii ve sistematik istihbarat yapilari, islamiyet'in
kabuliinii miiteakip iran ve islam devlet geleneklerinin mirasi lizerine inga edilmistir. Casusluk ve istihbarat
gibi konular Islam hukuku icerisinde yer almistir. Tirklerin devlet diizeyinde Islamiyet’i kabulii ve istihbarat
faaliyetleri gliclu olan devletlerin bulundugu daha genis cografyaya yayilmalari slreg igerisinde istihbarata
verilen 6nemin artmasina neden olmustur. Tirk-islam devletleri icerisinde érgiitlii istihbarat faaliyetlerinin

ilk olarak goruldugl evre Karahanli, Gazneli ve Biyik Selguklu Devleti donemleridir.

Karahanlh, Gazneli ve Bliyik Selcuklu Devleti'ndeki istihbarat faaliyetleriyle ilgili olarak o dénemlerde
ele alinan, ana kaynak hiiviyetindeki eserlerde 6nemli ayrintilar mevcuttur. Islamiyet’in varliginin genis cap-
ta yayildidi ilk devlet olan Karahanlilar da diismana yonelik bilgi toplamasi igin askeri yapi i¢erisinden bir
birlik olugturulmustur. Yine bu dénemde Yusuf Has Hacib’in yazdigi Kutadgu Bilig eserinde devlet idaresinin

istihbarat alaninda ne gibi hamleler yapmasi gerektigi vurgulanmigtir.
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Gazneliler Donemi’nde ise Divan-1 Berid teskilati gergevesinde sistemli bir organizasyon meydana ge-
tirilmistir. Bu dénemde istihbarat amacli cesitli bilgilerin toplanmasi igin arag-gerecler gelistiriimis ve etkin
bir sekilde kullanildigi tespit edilmistir. Buyuk Selguklu Devleti’nde zikredilmesi gereken 6nemli husus Vezir
NizamuUlmulk ve eseri Siyasetname’dir. Bu eserde Blyuk Selguklu Veziri, son derece 6nemli bir gérev
olarak gordiigu istihbarat faaliyetlerine atanacak kisilerde aranmasi gereken 6zelliklerden bahsetmistir. Ay-
rica blyukelcilerinde istihbarat faaliyetlerinde kiymetli bir rol oynayabilecegine deginmistir. Neticede Vezir
Nizamilmulk, devlet igerisinde istihbarat faaliyetlerine gereken 6nemin verilmesinin zaruri oldugunu ifade
etmistir. Bunun disindan Buliylk Selguklu donemindeki istihbarat faaliyetleriyle ilgili olarak Maverdi'nin anek-
dotlari bulunmaktadir. Maverdi 6zellikle i istihbarata deginmistir. Gazzali’'nin Blyuk Selguklu Sultani Mu-
hammed Tapar i¢in hazirladigi Nasthat(’l-Muldk adli eserde bir hukimdarin i¢ istihbarat konusunda nelere
dikkat etmesi gerektigini vurgulamistir.

Bu galismanin amaci, Islamiyetin kabuliinden sonra Tiirklerde istihbarat felsefesini degerlendirmektir.

Arastirma nitel bir anlayigla gerceklestirilmis olup, veriler tarihsel ydntemin 1s1ginda elde edilmistir.

Anahtar Kelimeler: istihbarat, Tirkler, Biiyiik Selguklular, Gazneliler, Karahanlilar
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PHILOSOPHY OF INTELLIGENCE IN TURKS AFTER THE ACCEPTANCE OF ISLAM

ABSTRACT

Governments that were founded throughout history have always been in conflict and competition with
each other. This state of competition sometimes occurred as wars and sometimes as information and tech-
nology superiority. In both situations, governments aimed to acquire information about other governments
with which they were competing. Reaching to information and using the reached information in a beneficial
way for the government and community has always been considered substantial. Nonetheless, in the first
phase, it is possible to explain the way how governments maintain their existence by establishing justice
within the country, providing the welfare of the society, and strengthening the political-military structure.
Additionally, following the political, social, economic, technological, and cultural developments both outside
and inside the country is valuable in terms of the strategy to be designated by the government. Detecting
the developments against the government and the community and taking measures; Issues such as the
recruitment of information that will strengthen the country against internal and external threats form the
basis of intelligence activities. Fundamentally, the gathering of information in the countenance of the state
within and outside the borders of the country has always been considered substantial and organizations
have been formed accordingly.

Turks have been the inheritor of an ancient culture about government formation and organization. Their
government tradition has led them to establish systematic organizations in terms of military, political and ad-
ministrative aspects. In terms of intelligence activities, detailed information about the former Turks (Turkish
governments that were established in Turkestan) is not available. However, it is possible to reach detailed
information about the acceptance of Islam, which was an important breaking point in Turkish history, and
the policies implemented by the Turkish-Islamic governments that were established after the acceptance
of Islam intended to intelligence. Organized and systematic intelligence structures in Turkish history have
been built on the legacy of Iran and Islamic government traditions following the adoption of Islam. Issues
such as espionage and intelligence are included in Islamic law. The Turks’ acceptance of Islam at the state
level and their spread to wider geography where the states with strong intelligence activities led to an
increase in the importance given to intelligence. The period in which organized intelligence activities were
first seen in the Turkish-Islamic states is the periods of Karakhanid, Ghaznavid, and Great Seljuk State.

There are important details about the intelligence activities in the Karakhanid, Ghaznavid, and Great
Seljuk Empires, which are the main sources of the period. In Karakhanids, the first state in which the exist-
ence of Islam spread widely, a unit was formed within the military structure to gather information about the
enemy. Also in this period, in the work of Kutadgu Bilig written by Yusuf Has Hacib, what kind of moves the
state administration should make in the field of intelligence were emphasized.

In the period of the Ghaznavids, a systematic organization was created within the framework of the Di-
van-1 Berid organization. In this period, tools and equipment were developed to collect various information
for intelligence purposes and it was determined that these tools were used effectively. One important point
that should be mentioned in the Great Seljuk State is the Vizier Nizamilmilk and his work, Siyasetname.
In this work, the Great Seljuk Vizier talked about the qualifications that should be sought in people who will
be assigned to intelligence activities, which he considers to be an extremely important task. He also men-
tioned that ambassadors can play an important role in intelligence activities. As a result, Vizier Nizamulmulk
stated that it is essential to give the necessary importance to intelligence activities within the government.
Apart from this, there are anecdotes of Maverdi about the intelligence actions in the Great Seljuk period.
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Mawardi particularly has touched on domestic intelligence. In his work called Nasihati’'l-Muldk, which
Gazzali prepared for the Great Seljuk Sultan Muhammed Tapar, he emphasized what a ruler should pay
attention to when it comes to domestic intelligence.

The purpose of this study is to evaluate the philosophy of intelligence in Turks after the acceptance of

Islam. The research was carried out with a qualitative approach and the data were obtained in the light of
the historical method.

Keywords: Intelligence, Turks, Great Seljuks, Ghaznavids, Karakhanids.
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OZET

istihbarat gizli dogasi geregi akademide eskiden az galisilan bir olgu olmustur. Fakat istihbarat érgiitler-
inin arsiv belgelerini kamuya agmasi, aciga gikan ortuli operasyonlarin, istihbarat érgutlerinden sizan bel-
gelerin ve James Bond gibi popller kdltur filmlerinin kamuoyunda ve akademik camiada olusturdugu ilgi,
bilgi ve iletisim teknolojileri sayesinde agik kaynaklara erisim imkaninin artmasi ve hem istihbarat uygu-
layicisi hem de akademiysen kimligi tasiyanlarin alana katkilari istihbarat konularinin akademide daha gok
cahisilmasini saglamistir. Alana olan ilginin artmasinin bir diger nedeni ise genis bir yelpazedeki tehditlerle
karsi karsiya kalan devletler icin gtivenligin saglanmasinda istihbaratin roliniin ve éneminin anlasiimasi
ve arastiriimasi ihtiyaci olmustur. Bugln istihbarat genis bir literatlire ve kendi akademisyen topluluguna
sahip, kendi arastirma sorularina sosyal bilim metodolojisini kullanarak cevap arayan, teoriler gelistirmeye
calisan, kurumsal ve kuramsal olarak gelismis ve alana 6zgu akademik dergilerin bulundugu bir akademik
disiplin 6zelligi kazanmistir.

Akademik bir disiplin olarak istihbarata 6zgl programlar yiiksekdgretim kurumlarinda artmaya
baslamistir. Programlarin artmasiyla birlikte yliksekogretimdeki istihbarat 6gretimine egitim bilimi perspek-
tifiyle bakilmasi geregi ortaya ¢ikmistir. Bu ¢alismada istihbarat disiplini egitim bilimleri perspektifinden ele
alinmustir. Ilk bélimde egitimle ilgili temel kavramlar aciklanmis, yiiksekdgretim olgusu giincel gelismeleri-
yle birlikte tartisilmistir. kinci béliimde egitimde akademik disiplin kavrami agiklanmis, istihbarat akademik
disiplinin yapisal 6zelliklerine gére degerlendirilmis, disiplinin diger disiplinlerle iligkisi ortaya koyulmus ve
Turkiye’deki durumuna deginilmistir. Ayrica istihbarat egitim tlrleri formal ve informal egitim baglaminda be-
timlenmistir. Formal egitim kapsaminda istihbarat érgutlerinin hizmet igi egitim faaliyetleri ve yliksekdgretim
kademelerinde uygulanan istihbarat programlari ele alinmistir. Calismanin son bélimiinde istihbarata 6zgi
ylksek lisans programlari amaglar, program yeterlilikleri, icerik, 6gretme sireci ve 6lgme degerlendirme
bakimindan incelenmistir. ABD, Ingiltere, Avustralya, Kanada, Yeni Zelanda ve Tiirkiye'den toplam 40 yiik-
sek lisans programinin karsilastirmali analizi yapilarak ulkeler arasindaki farklar ve benzerlikler ortaya
koyulmustur. Calisma sonucunda istihbarat ve guvenlik yiiksek lisans programi énerisinde bulunulmustur.

Anahtar Kelimeler: Istihbarat, Giivenlik, Istihbarat Egitimi, Istihbarat Disiplini
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EDUCATION OF INTELLIGENCE IN HIGHER EDUCATION INSTITUTIONS
ABSTRACT

Due to its hidden nature, intelligence has been a less studied phenomenon in the academy. However,
the public and academic interest created by the intelligence agencies’ disclosure of archive documents, the
covert operations that were revealed, the documents leaked from the intelligence organizations and the pop-
ular culture films such as James Bond and increased access to open sources thanks to the information and
comunication technology and contributions of scholar-practitioners to the field enabled intelligence issues
to be studied more in the academy. Another reason for the increased interest in the field has been the need
to understand and investigate the role and importance of intelligence in providing security for states facing
a wide range of threats. Today, intelligence has gained the characteristics of an academic discipline, which
has a wide literature and its own academic community, seeks answers to its own research questions using
social science methodology, tries to develop theories, has developed institutionally and theoretically, and has
academic journals specific to the field.

As an academic discipline, intelligence-specific programs have begun to increase in higher education.
With the increase of the programs, it has become necessary to look at the intelligence education in higher
education from an educational perspective. In this study, the intelligence discipline is discussed from the
perspective of educational sciences. In the first part, basic concepts related to education are explained and
the phenomenon of higher education is discussed together with its current developments. In the second part,
the concept of academic discipline is explained, intelligence is assessed as an academic discipline, and has
been referred to intelligence discipline’s relationship with other disciplines and the situation of the discipline in
Turkey. In the last part of the study, the intelligence-specific master’s programs were examined in terms of ob-
jectives, learning outcomes, content, teaching process and assessment and evaluation. 40 master programs
from US, UK, Australia, Canada, New Zelland and Turkey are comperatively analized and an intelligence and
security master cirruculum was proposed.

Keywords: Intelligence, Security, Intelligence Education, Intelligence Discipline.
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TURKIYE’'DE JANDARMA KOLLUGU BAGLAMINDA i¢C GUVENLIK iSTIHBARATI
EGITiMi iCIN BIR MODEL ONERISI
J.Bkm.Alb.Dr. Tarik AK
Jandarma ve Sahil Givenlik Akademisi
aktrkak@gmail.com

OZET

Calisma, jandarma kollugunun istihbarat ihtiyaglarini en uygun sekilde karsilayacak personelin yetistiriimesi
maksadiyla bir model sunmayi amaglamaktadir. S6z konusu model, i¢ glivenlik istihbarati egitim ve usullerine
katki saglayacak ders, konu, teknoloji ve lojistik destek imkanlarini biinyesinde dahil eden bir gergeve sunacaktir.
Calisma, literatiir taramasi yapilarak teorik bir zeminde yuratilmis ve derlenmistir. Calismanin sundugu model ile
jandarma kollugunun;

- Turkiye'de ve diinyada emsalleri arasinda niteligini ve kapasitesini koruyan,

- Bugiin ve gelecekte degisen istihbarat ihtiyaglarini éngéren mufredat ve egitim yéntemlerini sahip bir kurum
olmasinin devam ettiriimesi hedeflenmektedir.

insana ve teknolojiye dair gelismeler dikkate alindiginda, diinyada ve Tirkiye'de istihbarat alaninda
glnumuzin ihtiyaclarini ve gelecekteki muhtemel talepleri karsilayan bir istihbarat egitimi zorunludur. Bu egitim ve
usullerinin kendisini yenilemesine ise her gegen glin daha fazla ihtiya¢ duyulmaktadir. Bu kapsamda, giinimiziin
glvenlik ihtiyaglarinin kolluk teskilatlarinda istihbarat ihtisasinda gérev alan personelin yetkinlikle gérev yapmasi
icin temel ve ileri diizeyde bilgi ve pratigine sahip olmasini zorunlu kildidi agiktir. Genel olarak istihbarat egitimleri
dizenlenirken;

- gelecekteki istihbarat ihtiyaglarinin 6ngorilmesi,

- istihbarat ihtiyaglari dogrultusunda hazirlanan egitim iceriklerinin olusturulmasi,

- egitici personelinin yetkin bilgiye ulagiimasina odaklaniimaktadir.

Diinyada genel olarak istihbarat egitim ve usullerine bakildiginda,

- yonetici ve liderlik egitimleri icin yiksek lisans egitimleri ve sertifika programlarinin olusturuldugu;

- yetenek kazandirma egitimleri igin sinif ve laboratuvar ortaminda tatbikatlarin icra edildigi,

- insan faktorl ve teknik yontemlerle veri toplanmasi ve analiz tekniklerinin hedeflendigi,

- temel ve uzmanlik egitimlerinde ulkelerin kendi sartlarina gore degiskenlik gosterildigi tespit edilmistir

Bu kapsamda, diinyada Ulkelerin istihbarat egitimlerine bakildiginda;

- liderde yonetim becerilerinin gelistirilmesi,

- istihbarat kilturtnin olusturulmasi,

- icra edilecek gorevin 6zelliklerine gére egitimin benimsendigi,

- Ulkenin degisen givenlik ve sug tlrlerine gore ihtiyaglarin belirlendigi tespit edilmistir.

Ornegin istihbarat faaliyetlerinde Ispanya’da terér, italya’da organize sug érgitleri ve uyusturucuyla miicadele
konulari, Cin'de ise basarili vaka analizleri ve gé¢men istihbarati 6ne ¢ikariimaktadir. S6z konusu ulkelerin istih-
barat egitimleri incelendiginde istihbarat okuluna sahip olan ABD, Birlesik Krallik, Fransa, ispanya, Brezilya, Cin
gibi Ulkeler diginda istihbarat egitimlerinin usta-cirak usull ile gercgeklestirildigi gérilmektedir. (Kolluk kuvvetlerinin
istihbarat egitimi igin okul veya akademisi bulunan tlkeler; ABD, Birlesik Krallik, Brezilya, Bulgaristan, Cin, Fransa,
Hindistan, Hollanda, Irak, Ispanya, isveg, Italya, Kuveyt, Moldova, Pakistan, Polonya, Sirbistan, Urdiin’d(ir.)

(Kolluk kuvvetlerinin istihbarat egitimi icin okul veya akademisi bulunmayan Ulkeler; Bosna-Hersek, Cezayir, Gir-
cistan, Hirvatistan, isvigre, Katar, Kosova, Kuzey Makedonya Cumhuriyeti, Moritanya, Singapur, Somali, Zambiya'dir.)

istihbarat Okulu olan (lkelerin istinbarat egitimlerinde, kurslarin (ispanya, italya) uzaktan ve yiiz yiize egitim
olmak uzere iki bolimde gerceklestirildigi gorilmustir. Uzmanlik egitimlerinde, bir ile yedi haftayi arasinda sireyi
kapsayan uzaktan ve yiz ylze egitimler verildigi gériimektedir. Dikkat geken hususlara bakildiginda ABD’de saha
ve analiz personelinin kadrolarinin ve fonksiyonlarinin ayriimasina, Fransa'da ise “Cezaevinde Terdrle Miicadele
ve Organize Sugla Miicadele Birimi’nin olusturuldugu ve bu alanda da egitimlerin gergeklestirildigi gorilmektedir.

Bu kapsamda ¢alisma, Turkiye ve diinyadaki istihbarat egitimi alanindaki s6z konusu gelismelerden faydala-
narak temel ve uzmanlik seviyesinde ve farkli islevsel alanlari kapsayacak sekilde bir modele ulasacaktir.

Anahtar Kelimeler: i¢ Giivenlik, istihbarat, Istihbarat Egitimi, Kolluk
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A MODEL PROPOSAL FOR INTERNAL SECURITY INTELLIGENCE TRAINING IN THE
CONTEXT OF THE GENDARMERIE LAW ENFORCEMENT IN TURKEY
ABSTRACT

The study aims to provide a model with the aim of training personnel to meet the intelligence needs of the
gendarmerie in the most appropriate way. The model will provide a framework that will contribute to internal security
intelligence training and procedures, including courses, topics, technology and logistics support facilities. The study
was conducted and compiled on a theoretical basis by literature review. With the model presented by the study, the
gendarmerie police;

- Preserving its quality and capacity among its peers in Turkey and in the world,

- It is aimed to continue to be an institution with curriculum and training methods that anticipate changing intelli-
gence needs today and in the future.

Considering the developments in people and technology, an intelligence training that meets today’s needs and
possible future demands in the field of intelligence in the world and in Turkey is mandatory. These training and pro-
cedures need to be renewed more and more every day. In this context, it is clear that today’s security needs neces-
sitate basic and advanced knowledge and practice of the personnel working in the intelligence specialization in law
enforcement agencies to work competently. While intelligence trainings are organized in general;

- anticipating future intelligence needs,

- creating training contents prepared in line with intelligence needs,

- the focus is on reaching the competent information of the instructors.

Looking at intelligence training and procedures in the world in general,

- master’s education and certificate programs are created for manager and leadership trainings,

- exercises are carried out in the classroom and laboratory environment for talent training,

- data collection and analysis techniques with human factors and technical methods are targeted,

- it has been determined that the basic and specialty trainings vary according to the conditions of the countries.

In this context, looking at the intelligence training of countries in the world; - Development of management skills
in the leader, establishing an intelligence culture, - Education is adopted according to the characteristics of the task
to be performed, It has been determined that the needs of the country are determined according to the changing
security and crime types.

For example, terrorism in Spain, organized crime organizations and the fight against drugs in Italy, successful
case studies and immigrant intelligence in China are highlighted in intelligence activities. When the intelligence train-
ing of these countries is examined, it is seen that intelligence training is carried out by master-apprentice method,
except for countries such as the USA, the United Kingdom, France, Spain, Brazil and China, which have intelligence
schools. (Countries that have schools or academies for intelligence training of law enforcement; USA, UK, Brazil,
Bulgaria, China, France, India, Netherlands, Iraq, Spain, Sweden, Italy, Kuwait, Moldova, Pakistan, Poland, Serbia,
Jordan. .) (Countries that do not have a school or academy for law enforcement intelligence training are Bosnia-Her-
zegovina, Algeria, Georgia, Croatia, Switzerland, Qatar, Kosovo, Republic of North Macedonia, Mauritania, Singa-
pore, Somalia, Zambia.)

In the intelligence training of countries with Intelligence Schools, it has been observed that the courses (Spain,
Italy) are held in two parts: distance and face-to-face training. In the specialty trainings, it is seen that distance and
face-to-face trainings covering a period of one to seven weeks are given. Considering the remarkable issues, it is
seen that the staff and functions of the field and analysis personnel were separated in the USA, and the “Anti-Ter-
rorism and Organized Crime Unit in Prison” was established in France and training was also carried out in this field.

In this context, the study will take advantage of the aforementioned developments in the field of intelligence edu-

cation in the world and Turkey and reach a model at the basic and expert level and to have different functional areas.

Keywords: Internal Security, Intelligence, Intelligence Training, Law Enforcement
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TURKIYE'NIN STRATEJIK iSTIHBARAT ANLAYISI: ZIHINSEL VE KURUMSAL DONUSUM
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OZET

Bu makale, Turkiye'nin stratejik istihbarat anlayisinin son yillardaki degisim ve déntisimunu zihinsel
ve kurumsal perspektif Gzerinden analiz etmektedir. Makalenin ilk bolimiinde; Turkiye’de uzun yillardir var
olan yerlesik stratejik istihbarat anlayisi ve bu anlayisin ulusal glivenlik politikalari ve stratejileri igerisinde
nasil konumlandirildigi ele alinmaktadir. Bu baglamda Turkiye'nin stratejik istihbarata atfettigi rol ve 6nem
dogrultusunda; konvansiyonel ve kuresellesen tehdit algisi ile milli gikar ve hedeflerini nasil tanimladig,
¢6zUmlenemeyen tarihsel sorunlara ve bolgesel istikrarsizliklara nasil yaklastigi, devlet ve devlet disi ak-
torlerden kaynakl risk ve tehlikelere karsi nasil bir miicadele yéntemi benimsedidi incelenmektedir. Bu
hususta, politika ve istihbarat arasindaki ‘yakinlik’ yahut ‘pargalanmighigin’; karar alicilar ve politika uygu-
layicilarin anlayis ve icraatlari ile kurumlarin yaklasim ve faaliyetleri arasindaki uzlasi, uyum, koordinasyon
ve is birligini nasil etkiledigi ve bu durumun Turkiye’'de ‘stratejik istihbarat agigi’na yol agip agmadidi sorgu-
lanmaktadir. Bagka bir deyisle, Turkiye’nin ‘stratejik istihbarat anlayis ve kultliriniin olusmasi ve kurumsal-
lagmasr’ sureci; politika ve istihbarat arasindaki iliskiyi merkeze almak suretiyle i¢ politikadaki gelismeler
(6rnegin askeri darbeler ve OHAL gibi durumlarin siyasi ve kurumsal hafiza ve kultir tGzerindeki etkisi), dis
politika anlayisi, ittifaklardan kaynakli taahhlt ve angajmanlar, sivil-asker iligkileri, istihbarat kurumlarinin
i¢ dinamikleri, kurumlar arasi parcalanmiglik, multidisipliner ve interdisipliner bakis eksikligi vb. agilardan
degerlendiriimektedir.

Makalenin ikinci bélimunde ise, 2000’li yillarin-basindan itibaren Tirkiye’'nin bahse konu risk, tehdit,
¢tkar ve amaglari dogrultusunda glivenlik, savunma ve istihbarat sektériinde yaptigi reformlar mercek alti-
na alinmaktadir. Bu reformlarin bir yansimasi ve giktisi-olarak; genelde istihbarat toplulugu, ézelde MiT’te
yasanan zihinsel ve kurumsal dénlustim sayesinde stratejik istihbarat anlayisinin eskiye nazaran daha fazla
6nem ve Oncelik kazandigi ileri surtilmektedir. Bu baglamda, stratejik istihbaratin mevcut ve muhtemel risk
ve tehditlerle micadelenin 6tesinde; milli gli¢ unsurlarinin tespit ve tahlilinin yani sira, bu unsurlarin amag
ve ¢ikarlar dogrultusunda kiymetlendirme, yonlendirme ve kullanma becerisine hizmet ettigi vurgulanmak-
tadir. Diger bir ifadeyle, stratejik istihbaratin devletin bekasi, varligi ve idamesi noktasinda asli bir unsur
oldugu; ayni zamanda Turkiye’nin dis, guvenlik ve savunma politikalarinin hayata geciriimesinde belirley-
ici ve destekleyici bir rol Ustlendigi hatirlatiimaktadir. Bu gergevede; karar alici ve politika uygulayicilarin
stratejik istihbaratin kiymetine iliskin farkindaligi, stratejik istihbarat Grlinlerinin nicelik ve niteligi, stratejik
istihbarat analistlerinin istihdami ve egitimlerinin surekliligi, stratejik istihbarat tretimine zaman ve yatirm
ayrilmasi, stratejik istihbarat analiz metodoloji gelistiriimesi, stratejik istihbaratin bir bilim dali olarak akade-
mik calismalarla desteklenmesi vb. hususlara dikkat ¢ekilmektedir.

Anahtar Kelimeler: Anahtar Kelimeler: Stratejik istihbarat, ulusal giivenlik, MiT, reform
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TURKEY’S UNDERSTANDING OF STRATEGIC INTELLIGENCE: INTELLECTUAL AND
INSTITUTIONAL TRANSFORMATION
ABSTRACT

This article explains the change and transformation of Turkey’s strategic intelligence understanding in
the recent years from an intellectual and institutional perspective. The first part of the article, examines the
conventional perception of strategic intelligence that has existed in Turkey for many years and focuses on
how this understanding is positioned within national security policies and strategies. In this context, in line with
the role and importance, which Turkey attributes to strategic intelligence; the article explores how Turkey de-
fines its national interests and objectives towards traditional and globalized threats; and how she approaches
unresolved historical issues and regional instability, and how she adopts a method of struggle against risks
and dangers originating from state and non-state armed actors. By taking into consideration the ‘proximity’
or ‘fragmentation’ between politics and intelligence; the article examines how the perception and the actions
by decision-makers and policy practitioners affect the consensus, harmony, coordination, and cooperation
among the approaches and activities of institutions, and whether or not this situation causes a ‘strategic
intelligence deficit’ in Turkey.

In other words, the article reviews - by focusing on the relationship between politics and intelligence- the
process of ‘formation and institutionalization of strategic intelligence understanding and culture’ in Turkey;
from the perspective of dynamics such as developments in domestic politics (for instance, the impact of
military coups and state of emergency ( a.k.a OHAL) on political and institutional memory and culture), for-
eign policy understanding, commitments and engagements stemming from alliances, civil-military relations,
internal dynamics of intelligence institutions, institutions fragmentation, the absence of multidisciplinary and
interdisciplinary perspectives.

In the second part of the article, Turkey’s reforms in the security, defense, and intelligence sectors since
the beginning of the 2000s are examined in line with-the aforementioned risks, threats, interests, and objec-
tives. As a reflection and output of these reforms; it is claimed that the understanding of strategic intelligence
has gained more importance and priority than before, thanks to the intellectual and institutional transformation
experienced in the intelligence community in general and the MIT in particular. The article emphasized that
the strategic intelligence - beyond combating current and potential risks and threats- not only identifies and
conducts the analysis of the components of the national power, but also provides the ability needed to evalu-
ate, direct, and use the instruments of national power in line with stated goals and interests.

In other words, the article underlines that strategic intelligence is an essential element to ensure the
survival, existence, and perseverance of the state and that it plays a decisive and supportive role in the im-
plementation of its foreign, security, and defense policies of Turkey. In this context, conclusively, this study
highlights the significance of critical value of strategic intelligence, under the specific points including but not
limited to increasing the awareness of decision-makers and policy practitioners, the value of the quantity and
quality of strategic intelligence, investing due time and resources enabling strategic intelligence outputs, con-
tinuity of strategic intelligence analysis training, employment of strategic intelligence analysts, development
of strategic intelligence analysis methodology, as well as supporting strategic intelligence as a science with
academic studies and promoting to build a strategic intelligence industry.

Keywords: Strategic intelligence, national security, MIT and Reform

197



Jandarma ve Sahil Giivenlik Akademisi “II. Uluslararasi Giivenlik Kongresi” Bildiri Ozel Kitab:
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OZET

istihbarat ve Giivenlik Calismalari, her ne kadar teknik birer alan olarak gériilseler de ézellikle son yillarda ortaya
konan akademik gcabalarin sonucunda teorik alt yapilari olan birer alt disiplin olarak sekillenmislerdir. Glvenlik Calisma-
lari alani her ne kadar daha uzun bir gegmise sahip olsa da 6zellikle 1990’lar sonrasinda bireyden kiresel guvenlige
uzanan genis bir yelpazeyi kapsayan bir anlayisa kavusmustur. Guvenlik kavraminin temelinde her tir korkudan uzak
olma distincesi bulunmasi nedeniyle birey ve devletler lizerinde neyin ya da hangi tehditlerin korku yaratabileceginin
bilinmesi oldukga 6nemlidir. Ozellikle stratejik seviyede karar mekanizmalari igin giivenlik konularinda net ve dogru
kararlar alabilmek igin karsilasilan durumun tim agikhgdi ile gorllebiliyor ve anlasiliyor olmasi gerekir. Cogu zaman bir
sis perdesi igerisinde ilerlemeye calisan karar vericilerin bu anlamdaki en 6nemli destegi bilinmeyeni bilinir kilmak ve
goriinmeyeni gorunir kilmak amacinda olan istihbarat faaliyetlerinin Snemi oldukga buyuktdr.

Giivenlik ve Istihbarat kavramlari arasindaki bu siki iliskinin 5nemi degisen tehdit algilamalari ve karmasiklasan
uluslararasi iliskilerin dogas! karsisinda daha da iyi anlasilabilmektedir. istihbarat tarihi genel itibariyle ilkelerin ul-
usal glvenlik politikalar dogrultusunda dogru bilgiyi dogru zamanda ulastirma ¢abasinda olan kurum ve kisilerden
s0z etmektedir. Bu kurum ve kisilerin gabalarinin odaginda ilk dénemlerde insan istihbarati ve agik kaynak istih-
baratinin 6nemli birer kavram olarak algilandigi diisiinilmektedir. ilerleyen dénemlerde teknolojik gelismeler ve
degisen guvenlik gevresi dogrultusunda yapay zeka, sensor teknolojileri, insansiz hava araglari ve internetin bas
dondiricu dinyasinin da tartisma ve degerlendirmelere dahil edildigi teknolojik bir yaklagim egemen olmustur.

Bu gelistirilen teknolojiler dogrultusunda degisen glvenlik ve savunma literatliri kadar istihbarat galigmalari
alani da teknolojik gelismelerden biiyiik dlgiide etkilenmistir. Insansiz hava aragclari, istihbarat ugaklari, teknik
takip imkanlari, siber glivenlik ve bliyik verilerin ¢6ziimlenmesini kolaylastiran yapay zeka uygulamalari istihbarat
calismalarinda Gizerinde en ¢ok durulan konu basliklari haline gelmistir. Ancak alanin bu kadar elektroniklesmesi
ve insansizlastirimasi mekaniklesen bir tutumu beraberinde getirerek insan ve toplum kavramlarini ikinci plana
itmis oldugu ifade edilebilir. Oysaki gerek toplama gayretleri esnasinda gerekse analiz asamasinda istihbaratin
olusturulmasi, guivenlik tehditlerinin daha net ortaya konulabilmesi mekanik ve elektronik siireglerin ¢ok 6tesinde
bir kavrama kapasitesi ve imkanini gerektirmektedir. Bu gerekliligin giderilimesi adina istihbarat Calismalarinin
tarihsel gelisiminde sosyoloji, sosyal antropoloji, siyaset bilimi, yonetim, ekonomi politik, psikoloji, cografya ve tarih
gibi bir gok sosyal bilim dali 6nemli fonksiyonlari yerine getirmistir. Etki ve ilgi alaninda bulunan bir cografi bolge
ya da sahis ile ilgili yapilacak her tir planlama ve degerlendirmede sosyokiilttrel 6zellikler, glicin toplumsal yapi
icerisinde sekillenisi, tarihsel sure¢ ve demografik 6zellikler gibi farkl alanlara da odaklaniimasi elzemdir.

Bu caligsma istihbarat ve glvenlik calismalar igerisinde teknolojik gelismeler ve inavasyonun artan énemi
yaninda sosyal bilimlerin de 6nemli katkisinin bulundugu ve mutlaka streglere dahil edilmesi gerektigi duglincesini
konu edinmektedir. Bu gerekliligi ve ihtiyaci ortaya koymak adina mevcut literatur incelenmeyi miteakip glvenlik
ve istihbarat alaninin basta gelen Ulkelerin istihbarat yapilanmalari ve egitim siregleri tizerinden bir karsilastirmali
analiz yapilacaktir. Analize konu olacak materyaller ise resmi raporlar, kisisel demegler, basin ve yayin organlari
Uzerinden yapilan agiklama ve beyanlardan olusmaktadir. Bu analiz dogrultusunda ulasilan sonug; teknolojik im-
kanlar ve mevcut sistemlerin yeniden organize edilmesine dayanan inovasyon kavramlarinin giivenlik ve istihbarat
galismalarinin birer pargasi olmakla birlikte sosyal bilimlerin de siiregte goz ardi edilemeyecek kadar 6nemli ol-
acagidir. Bu dogrultuda istihbarat calismalarinin multidisipliner bir alan olmasi nedeniyle hangi bilim dal ya da alt
dallar ile ne sekilde iliskiler kurulmasi gerektigi ve bu duruma etki eden faktorlerin ortaya konulmasi da gelecek
calismalar igin bir aragtirma 6nerisi olarak gorilebilir.

Anahtar Kelimeler: istihbarat Caligmalari, Giivenlik Galismalari, Sosyal Bilimler, Teknoloji, inovasyon
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IMPORTANCE OF SOCIAL SCIENCES ON INTELLIGENCE AND SECURITY STUDIES
ABSTRACT

Although Intelligence and Security Studies are perceived as a technical field, they have been shaped as sub-dis-
ciplines with theoretical infrastructures as a result of academic efforts made especially in recent years. The field of
Security Studies has a longer history, but it has gained an understanding that covers a wide spectrum from individual
to global security, especially after the 1990s. Since the concept of security is based on the idea of being free from
all kinds of fear, it is very important to know what or which threats can create fear on individuals and states. In order
to make clear and correct decisions on security issues, especially for decision-makers at the strategic level, the sit-
uation encountered must be clearly visible and understood. Most of the time, the most important support of decision
makers trying to move forward in a smokescreen is intelligence activities that aim to make the unknown known and
the invisible visible.

The importance of this close relationship between the concepts of Security and Intelligence can be better un-
derstood in the face of changing threat perceptions and the nature of complex international relations. The history of
intelligence generally refers to the institutions and individuals who strive to deliver the right information at the right
time in line with the national security policies of the countries. At the centre of the efforts of these institutions and
individuals, it is thought that human intelligence and open source intelligence were perceived as important concepts
in the early periods. In the following periods, in line with technological developments and changing security environ-
ment, a technological approach in which artificial intelligence, sensor technologies, unmanned aerial vehicles and the
dizzying world of the Internet are included in discussions and evaluations has dominated.

In line with these developed technologies, the field of intelligence studies, as well as the security and defence
literature, has been greatly affected by technological developments. Unmanned aerial vehicles, intelligence aircraft,
technical monitoring facilities, cyber security and artificial intelligence applications that facilitate the resolution of big
data have become the most emphasized topics in intelligence studies. However, it can be stated that the electronici-
zation and dehumanization of the field brought along a mechanized attitude and pushed the concepts of human and
society to the second plan. However, both during the collection efforts and during the analysis phase, the creation of
intelligence and the clarity of security threats require a comprehension capacity and capability far beyond mechan-
ical and electronic processes. In order to achieve this requirement, many social sciences such as sociology, social
anthropology, political science, management, political economy, psychology, geography and history have fulfilled
important functions in the historical development of Intelligence Studies. It is essential to focus on different areas
such as sociocultural characteristics, the shaping of power within the social structure, historical process and demo-
graphic features in any planning and evaluation to be made regarding a geographical region or person in the area
of influence and interest.

This study focuses on the idea that besides the increasing importance of technological developments and in-
novation in intelligence and security studies, social sciences have an important contribution and must be included
in the processes. In order to reveal this requirement and need, a comparative analysis will be made on the intel-
ligence structures and training processes of the leading countries such as USA and the UK in the field of security
and intelligence, after reviewing the existing literature. The materials that will be subject to analysis consist of official
reports, personal statements, and statements made through the press and media. The result reached in line with this
analysis; It is also important that social sciences will be too important to ignore, although innovation concepts based
on technological possibilities and the reorganization of existing systems are a part of security and intelligence stud-
ies. In this respect, since intelligence studies are a multidisciplinary field, how to establish relationships with which
discipline or sub-branches and revealing the factors affecting this situation can be seen as a research proposal for
future studies.

Keywords: Intelligence Studies, Security Studies, Social Sciences, Technology, Innovation
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OZET

Dijital oyunlar ortaya ¢iktigi donemlerde zaman gecgirme ugrasi olarak goériinse de degisen ve gelisen te-
knolojiler sayesinde artik bireylerin gercek hayatta yapamadiklari hareket, dislince vb. faaliyetleri dijital oyun
uygulamalarinda tatbik etme imkanini saglayan yari gergek platformlar haline gelmistir. Ucretli veya iicretsiz cep
telefonu uygulamalari, oyun kullanicilarinin igerisindeki gergek hayat ile sanal gercekligin birlikte sunulmasiyla;
Masum gibi gériinen ancak bireysel ve toplumsal hayatimiza yénelik zevk ve eglencenin yani sira tehlikeleri de
kendi igerisinde barindirmaktadir.

Dijital oyun piyasasi diinya élgeginde son 15 yilda ekonomik gelir agisindan ivme kazandigi gézlenmek-
tedir. Istihbarat alanlarina gére degisik perspektiflerde incelendiginde, degisen ve gelisen alanlarda dijital oyun
sektériinde istihbarat alanina katki sagladigi diisiinilmektedir. ikinci diinya savasi ve sojuk savas dénemlerinde
klresel sistem icerisindeki devlet ve istihbarat kurumlari, gektikleri sinema filmleri ile toplumu ve bireyleri etkilendi
g6zlemlenmistir. Yillar boyunca siire gelen bu algi politikasi yenilenen ve gelisen teknoloji ile yerini dijital oyun ve
platformlarina yerini birakmistir. Dijital oyun kullanicilarinin oyunlara giriste verdikleri izinler sayesinde, istihbarat
birimleri, arka planda edinilen bu bilgileri farkli alt yapilara bélerek analiz ettikleri degerlendirilmektedir. Calismada
mobil oyun temelli strateji, aksiyon ve similasyon mobil oyunlari incelediginde ilk 10 oyun bizlere bu sektoriin
hangi yayinci ve llke tarafindan yayinlandidinin analizi yapiimistir.

Dijital ve Mobil oyun uygulamalarinda online ve offline oyun oynanabilmektedir. Online oynanan oyunlarda
oyuncular birbirleri ile iletisim halinde olabilmektedir. Oyuncularin arasindaki iletisim ve oyuncularin oyunu oynayis
bigimleri ve edinilen veriler ile, hedef kitlelerin stratejik zeka ve yonetim organizasyon kabiliyetleri élgllebilmekte-
dir. Bu noktada mobil oyun piyasasi lzerinden yapilan-istihbarat ¢alismalari konusunda yapilacak yatirim ve per-
sonel altyapisi ile Tlrkiye bu alanda kendi pazarini ve istihbarat altyapisini olusturmasi, tlke giivenlidi agisindan
blyik 6nem arz etmektedir.

Dijital oyunlarda kaydedilmis veriler analiz yapildiginda diinyada ve llkelerinde zeka seviyesi ylksek insan
kaynagi havuzu olusturdugu ve eleman teminini bu havuzdan yapabilecegi dederlendiriimektedir.dijital oyunlara
ilk giriste verilen konum, mikrofon, kamera, fotograf galerisi, sosyal medya hesaplari ve bunlara bagh arkadas
ve takipgileri, telefon numarasi, rehber, sms ve e-posta hesaplarina verdigdi erisim izinleri gibi kigisel bilgilerinde
istihbarat birimleri tarafindan bu havuzda toplandigi ve islendigi gérilmektedir.Askeri ve sivil konsept, sosyal, fen
ve saglik sektorinln oyunlastirildigi ginimuizde, dijital oyunlarin kapsaminin eglence ve oyun altinda incelenme-
sinin daha ¢ok 6tesine gegmistir.Dijital oyun sektdrii,ekonomik olarak gegmiste yasanan krizlerde yogun etkilenen
diger sektorler gibi mali krizlerden yogun etkilenen bir yapida degildir.Clnki dunyadaki eski ekonomik yapilar
degisirken ve yavaslarken, dijital oyun sektérii durmadan gelismekte ve ekonomik alanini gelistirmektedir. YOK
verileri incelendiginde devlet Universitelerinde konu ile alakali bélim bulunmamaktadir.

Teror orgutleri Ulkemizde gecmis donemlerde, gerek sosyal platformlar gerek oyunlar Gzerinden iletisim
agdlarini kurmus, yurt diginda ki baglantilari ile iletisimlerini bu platformlar tGzerinden sagladiklari ortaya gikmistir.
Gelecekte boyle bir glivenlik ve istihbarat agiginin olusmamasi igin kurum ve kuruluslarin bu konuda yetkinlige
sahip olmasi gerekmektedir. Dijital oyun bulut teknolojileri alaninda veri toplama ve analiz merkezlerinin olusturul-
masi gelecege yonelik atilan dnemli bir adim olacaktir.
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INTELLIGENCE ACTIVITIES THROUGH MOBILE GAMES
ABSTRACT

Although digital games seem to be an effort to pass the time when they emerged, thanks to the changing and
developing technologies, there are no longer any movements, thoughts, etc. that individuals cannot do in real life.
They have become semi-real platforms that provide the opportunity to practice activities in digital game applications.
With paid or free mobile phone applications, real life and virtual reality in game users are presented together; It seems
innocent but contains dangers as well as pleasure and entertainment for our individual and social life.

It is observed that the digital game market has gained momentum in terms of economic income in the last 15
years on a world scale. When examined from different perspectives according to the fields of intelligence, it is thought
that it contributes to the field of intelligence in the digital game industry in changing and developing fields. During the
Second World War and the Cold War, it was observed that the state and intelligence institutions in the global sys-
tem, the society and individuals were affected by the movies they shot. This perception policy, which has continued
for years, has left its place to digital games and platforms with renewed and developing technology. Thanks to the
permissions given by the digital game users to enter the games, it is evaluated that the Intelligence units analyze
this information obtained in the background by dividing it into different infrastructures. In the study, when the mobile
game-based strategy, action and simulation mobile games are examined, the top 10 games are analyzed by which
publisher and country this sector published.

Online and offline games can be played in digital and mobile game applications. In online games, players can
communicate with each other. With the communication between the players, the way the players play the game and
the data obtained, the strategic intelligence and management organization capabilities of the target audiences can be
measured. At this point, it is of great importance in terms of national security that Turkey establishes its own market
and intelligence infrastructure in this field with the investment and personnel infrastructure to be made in the field of
intelligence studies on the mobile game market.

When the data recorded in digital games are analyzed, it is evaluated that they create a human resource pool
with a high level of intelligence in the world and in their countries and that they can recruit personnel from this
pool. Location, microphone, camera, photo gallery, social media accounts and their connected friends and follow-
ers, phone number. It is seen that personal information such as the access permissions given to , contacts, sms
and e-mail accounts are collected and processed in-this pool by the intelligence units. Today, when the military and
civilian concept, social, science and health sectors are gamified, the scope of digital games goes far beyond the
scope of entertainment and games. The digital game 'sector is not in a structure that is heavily affected by financial
crises like other sectors that have been heavily affected by the economic crises in the past. Because while the old
economic structures in the world are changing and slowing down, the digital game sector is constantly developing
and developing its economic field. in power. When YOK data is examined, there are no departments related to the
subject in state universities.

It has been revealed that terrorist organizations have established communication networks in our country
through both social platforms and games in the past, and they communicate with their connections abroad through
these platforms. In order to prevent such a security and intelligence gap in the future, institutions and organizations
should have competence in this regard. Establishing data collection and analysis centers in the field of digital game
cloud technologies will be an important step towards the future.

Keywords: Mobil Game, ,Digital Game, Espionage,Game, intelliagence
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OZET

Ulusal guvenligin saglanmasi ve Ulke iginden ve disindan gelebilecek tehditlere kargi 6nlem alinmasi
amaciyla kullanilan istihbaratin 6nemi her zamankinden daha fazladir. Antik gaglardan beri hayvanlar, in-
sanlar vb. ¢ok cgesitli araglar istihbarayt amagli kullaniimistir. Gelisen teknoloji ile uydular en 6nemli istih-
barat unsurlarindan biri haline gelmistir. Yapay zekanin gelismesi ve uydu géruntulerinin islenmesindeki
basarinin artmasi ile istihbarat alaninda kullanim daha da yaygin hale gelmistir. Bu ¢alismada Sentinel-1
Uydusunun Sentetik Agiklikli Radar(SAR) goruntilerini kullanarak, ilk olarak yeni bir SAR gorintu veri
setinin rahat bir sekilde olusturulabilecegi bir boru hatti dneriyoruz ve ikinci olarak da son teknoloji derin
6grenme modellerinin anlamsal bolitleme amagli egitilmesi gosterilmistir.

SAR, her tirli hava kosulunda yiiksek ¢ézUnurlUklG gorintl ve giindiiz yetenegdi saglayan bir radar
trtdir. Genellikle SAR Goruntileri, yeryizl ve kentsel alanlar, ormanlar, buzullar, tarim alanlari vb. yizey-
lerindeki degisiklikleri gdzlemlemek igin kullanilir. Sentinel-1, Copernicus Agik Erisim Aginda Ucretsiz olarak
erisilebilen C-bant SAR gorintileri saglayan bir uydudur. SAR gorintiilerine serbestce erisilebilmesine
ragmen, bu goérintiler cok fazla gurilti icermektedir-ve dogrudan bélitleme igin uygun degildir. Diger
yandan, bilimsel arastirma i¢in neredeyse hicbir licretsiz kullanilabilir etiketli veri seti bulunmamaktadir. Bu
calismada, kolay bir sekilde goriintl elde etmek icin yeni bir stire¢ 6nerilmis, gortntulerdeki gurultindn nasil
giderilecegi ve etiketlenecegi ayrintilariyla agiklanmistir. Gorlntller etiketlendikten sonra, yeni olusturulan
veri seti son teknoloji derin sinir aglarindan biri olan HRNet ile egitilmistir. Onerilen yaklagimimiza genel
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Oncelikle C-bant Sentinel-1 SAR gériintiileri indirilir. Daha sonra gliriiltii giderme igin gériintiiler Sen-
tinel Uygulama Platformu (SNAP) uygulamasi ile én isleme tabi tutulur. On isleme, SAR gériintiileri ile
egitilen modellerin basarisini etkiler. Bundan sonra, guriltiisiz Sentinel-1 RGB SAR gorunttleri SNAP’den
disa aktarilir. Bu RGB goruntilerinin anlamsal bélitleme igin kullaniimasi nedeniyle Copernicus’un agik
kaynak olarak sundugu The CORINE Land Cover veri seti Ucretsiz olarak indirildi. Calismamiz icin QGIS
programi yardimiyla etiket sayisi 44’ten kentsel tarim alanlari, ormanlar, turbaliklar, batakliklar ve su olarak
5 ana sinifa indirgenmistir. Sonrasinda SNAP programindan elde edilen RGB goriintller ayni koordinatlar
ve ayni gozunurlikte QGIS programi araciliiyla disa aktariimistir.

Tam evrisimli sinir agi igin 6ncelikle insan poz tahmini icin dnerilen HRNet yontemini kullaniimistir. Lit-
eratirde HRNet, gesitli goruntl isleme gdrevleri icin kullaniimis ve oldukca basarili dogruluk sonugclari elde
edilmistir. Model PyTorch tabanli ve acik kaynak kodlu anlamsal bélitleme arag kutusu olan MMSegmen-
tation kitUphanesi ile egitilmistir. veri seti goruntileri 256x256 piksel ¢dzunurlige bdlinerek toplam 6722
goriintu elde edilir. Gortntllerin %80'i egitim igin, geri kalani ise test igin kullaniimistir. Degerlendirme igin
Kesisim/Birlesim (mloU), Ortalama Dogruluk (MA) ve Piksel Dogrulugu (PA) Gzerinden yapilmistir.

Deneysel sonuglar, %92.23 PA, %70.60 mloU ve %80.47 MA elde edildigini gostermektedir.
Sonuglarimizi daha 6nce arastirdigimiz galismalarla karsilastirdigimizda, PA igin sonucun %2 artirildigi
gbzlemlenmistir. Ayrica, yeni olusturdugumuz veri setimizin gurdltu igeren ve icermeyen versiyonlari igin
sonuglari karsilastirdik ve gorintulerin girdltiden arindiriimasinin sonuglari mloU ve MA (izerinde yaklasik
%3 oraninda iyilestirdigini gordik.

Sonug olarak, yapay zekanin istihbarat igcin de kullanimi giinimuzde bir zorunluluk haline gelmistir.
Uydudan elde edilen radar goruntulerinin bolitlenmesi de istihbarat alaninda kullanilabilecek ve deger-
lendirilebilecek bir alandir. Bu calismada, yeni bir Sentinel-1 SAR veri seti olusturmak icin yeni bir boru
hatti 6nerdik ve veri seti olusturma surecini detaylariyla agikladik. Yeni olusturdugumuz veri setimizi test
etmek icin HRNet modeli denenmis ve %92.23 toplam PA elde edilmistir. Gelecekteki ¢alismalar igin, bu
calismanin farkl istihbarat alanlarina 6zellestiriimesi planlanmaktadir.
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LAND COVER SEMANTIC SEGMENTATION IN SYNTHETIC APERTURE RADAR (SAR)
IMAGES OF SENTINEL-1 SATELLITE

OZET

The significance of intelligence is more important than ever since national security must be ensured
and threats that may come from inside and outside the country must be countered. Since ancient times,
a wide variety of tools such as animals, humans etc. have been used for intelligence. With the developing
technology, satellites have become one of the most important intelligence elements. With the development
of artificial intelligence and the increase in success in processing satellite images, its use in the field of intel-
ligence has become widespread. Because of that, here with using Synthetic Aperture Radar(SAR) Images
of Sentinel-1 Satellite , firstly we propose a pipeline perform how to create a new SAR image dataset freely
and easily and secondly we demonstrate how to train a state of the art deep learning models for Semantic
Segmentation with our new dataset.

SAR is a type of radar which provides high resolution imagery in all weather conditions and day ca-
pability. Generally SAR Images are used for observing the changes on the surface of the earth and urban
areas, forests, glaciers, agricultural areas etc. Sentinel-1 is a satellite provides C-band SAR Images which
are freely accessible on Copernicus Open Access Hub. Although SAR images can be accessed freely,
these images have too much noise and are not convenient for segmentation directly and there is almost no
free available labeled dataset for scientific research. In this study, we propose a new process for obtaining
images freely, explaining details how to remove the noise in the images and label them. After labeling the
images, we train our newly-cretated dataset with HRNet one of the state of the art deep neural networks.
The overview of our proposed approach is given below:
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First of all, C-bant Sentinel-1 SAR images are downloaded. Then, for denoisining, images are preproc-
essed with The Sentinel Application Platform (SNAP) application. Preprocessing affects the success of the
models trained with SAR images. After that, Sentinel-1 RGB SAR images with noise-free are exported from
SNAP. Due to use these RGB images for semantic segmentation, The CORINE Land Cover dataset which
Copernicus offers as open source, was downloaded free of charge. For our work, we downsized number of
labels from 44 to 5 main classes as urban, agricultural areas, forests, peatland, bogs and marshes, water
with help of QGIS programme. After reducing 5 classes, it was exported from the same coordinates and the
same resolution as the RGB images obtained from the SNAP program via the QGIS program.
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For fully convolutional neural network, we utilize HRNet method which is proposed for human pose
estimation firstly. HRNet is used for variety of image proccessing tasks and gets very successful accuracy
results. We trained our model with MMSegmentation framework which is a PyTorch based and an open
source semantic segmentation toolbox. Dataset images are split into 256x256 pixel resolution and totally,
6722 images are acquired. We used %80 of the images for training and rest is used for testing. Intersection
over Union (mloU), Mean Accuracy (MA) and Pixel Accuracy (PA) are used for the evaluation.

Experimental results show that we achieved an PA of %92.23, mloU of %70.60 and MA of %80.47.
When we compared our results with the previous studies we researched, we enchanced result by nearly
%2 on PA. Also, we compared the results for noise and noise free versions of our newly created dataset
and saw that denoisinig the images enhance the results by nearly %3 on mloU and MA.

As a result, using intelligence with artificial intelligence has become a must nowadays. The segmenta-
tion of the radar images obtained from the satellite is also an area that can be used and evaluated in the
field of intelligence. In this paper, we proposed a novel pipeline for creating a new Sentinel-1 SAR dataset
and explain process of the dataset creation with details. To test our newly-created dataset, we experiment-
ed with HRNet model and obtained 92.23\% overall PA. For future work, this study would be specialized
for intelligence fields.

Keywords: Semantic Segmentation, SAR, Sentinel-1
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TURKIYE'DE GELISTIRILEN GENiS ALAN GOZETLEME TEKNOLOJILERI VE UYGULAMALARI

Dr. Mustafa YAMAN
mustafa.yaman@esensi.com.tr

Dr. Erol TUNALI
erol.tunali@esensi.com.tr

Dr. Himmet ATES
himmet.ates@esensi.com.tr

OZET

Genig Alan Gozetleme Sistemleri (GAG), sehir blyUkligundeki alanlarin her noktasinin her an, yuk-
sek ¢ozundurliikte, surekli olarak gdzetlenebilmesine imkan saglayan sistemlerdir. GAG sistemleri ylUksek
¢6zUnurlUkIU elektro optik/termal algilayici ve optik dizileri icermektedir. Geleneksel gézetleme sistemlerine
gore 50 ile 100 kat arasinda daha fazla piksel sayisina sahip olabilen bu sistemler insanl ugaklar, insansiz
hava araclari, helikopterler ve helyum balonlari gibi yiksek irtifa hava platformlarina entegre edilebildigi
gibi yliksek tepe ve kuleler tizerine de entegre edilebilen sistem ¢ézimleri de mevcuttur. Bunlarin yanin-
da, nispeten anlik daha klguk alanlari goézetleyebilen ancak tarama yoluyla genis alanlarda gézetleme
gerceklestirilebilen mini IHA sinifi hava araglarina 6zgii genis alan gézetleme ¢éziimleri de Gretilmistir.

Bu tur sistemler diinyanin gesitli tlkelerinde kullaniimaya baslanmis olsa da en yaygin ve basarih
ornekleri ABD’de bulunmaktadir. Bu sistemler ABD tarafindan basta diinyanin gesitli bolgelerindeki asime-
trik gatismalar olmak iizere bir cok alanda basariyla kullaniimis ve kullaniimaktadir. Ozellikle NATO biinye-
sinde yer alan Ulkelerin bu alandaki galismalari ve gelistirdikleri triin ve teknolojileri mevcuttur. Ancak bu
Urinler hem son Uriin olarak hem de igerdigi teknolojilerden dolayi ihrag kisitlamalarina tabidir. Bu nedenle
Ulkemizde ve dinyada kullanilabilecek Genis Alan Gozetleme sistemleri ve ilgili teknolojilerin gelistiriimesi
cok 6nemli bir ihtiyag ve gereklilik olarak ortaya ¢ikmis ve bu alanda 6nemli yatirimlarla birlikte yukarida
bahsedilen tim platformlara uygun Genis Alan Gdézetleme sistemleri Griin ailesi gelistiriimis ve tlkemizde
kullanima sunulmustur.

Bu bildiride, ESEN SISTEM ENTEGRASYON biinyesinde gelistirilen Genis Alan Goézetleme (GAG)
sistemleri Grtn ailesi ilgili teknolojiler ve yontemler ile birlikte anlatilmaktadir. Daha yuksek irtifadan ugan
insanli ugak, MALE sinifi iHAlar igin Hava GAG, helyum balon platformlari icin gelistirilmis olan Balon GAG
ve ylksek tepe ve kulelerden egik bakis ile panoramik olarak genis bir agi ve alanda stirekli gdzetleme
yapabilen Karadan GAG urunleri ve bu Urunlerde kullaniimakta olan teknoloji ve yontemler, literatiirdeki
benzer urinlerle kargilastirmali olarak sistem mimarisi, bilesenleri, géruntileme teknolojileri, gézetleme
ve istihbarat amaciyla gorintu isleme, hedef / hareket tespiti algoritma ve yontemleri ve kullanilan yazilim
teknolojileri ile birlikte agiklanmaktadir. Ek olarak mini IHA {izerine entegre edilebilen Dron GAG ve kablolu
bir IHA (izerinde galisabilen Kablolu GAG iiriinlerinin temel 6zellikleri verilmistir.

GAG sistemleri ile elde edilen ylUksek ¢ozunurliklu ve yluksek boyutlardaki gorunti verileri Uzerinde
ozellikle anlik hedef tespiti, hareket tespiti, degisiklik tespiti, nesne siniflandirma, 3B ylizey modeli hesap-
lama, hassas cografi konumlandirma gibi islemler gergek zamanli olarak gergeklestirilebilmektedir. Bunun
yaninda bu verilerin arsivienmesi, yeniden oynatilabilmesi, sugbilim sorgulamalara imkan verebilmesi bu
tur sistemlerin en dnemli 6zelliklerinden bazilaridir. Buyuk veri alanindaki gelismeler sayesinde, arsivienmis
veriler Uzerinde yasam analizi, anomali tespiti, rota tespiti gibi islemlerin gergeklestiriimesi mumkun olabil-
mektedir. Bildiri kapsaminda GAG urin ailesindeki bu ve benzeri algoritma, yontem ve teknolojiler ve bu
islevlerde elde edilmis olan etkinlik seviyeleri sunulmustur.

Anahtar Kelimeler: Genis Alan Gézetleme, GAG, Hava GAG, Balon GAG, Karadan GAG, Kule GAG, Kablolu
Dron GAG, Kiigiik IHA GAG
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WIDE AREA SURVEILLANCE TECHNOLOGIES DEVELOPED IN TURKEY AND ITS APPLICATIONS
ABSTRACT

Wide Area Surveillance (WAS) systems, also called Wide Area Motion Imagery (WAMI) systems, enable
surveillance over city-sized areas continuously with high resolution simultaneously at any point within the im-
aging area. They employ powerful high resolution electro-optical / thermal camera arrays which can have 50
to 1000 times more number of pixels. Such systems can be integrated on airborne platforms such as manned
/ unmanned aircrafts, helicopters, aerostats as well as on land platforms such as high hill or towers. Besides,
solutions for mini-UAV class air vehicles have also been developed which enable surveillance over relatively
smaller areas instantaneously but over wide areas by performing scanning over the mission region.

WAS systems were first developed and have most widely been used in USA, although they have becom-
ing more popular in various countries around the world as well, especially during several asymmetrical con-
flicts in different regions with great success. The NATO countries specifically has several programs, technolo-
gies and products in this field. However, these products and/or technologies are subject to export restrictions.
For this reason, developing WAS systems, related technologies and products emerged as a very important
necessity and requirement for our country and a family of products which are suitable for all platforms men-
tioned above have been developed and provided to the domestic market.

In this paper, the family of WAS system products, related technologies and methods, which have been
developed by ESEN SISTEM ENTEGRASYON are described. The Airborne WAS or WAAS (Wide Area Air-
borne Surveillance) were developed for high-altitude air platforms ranging from manned aircraft to MALE
class UAVs (like ANKA). The Aerostat WAS solution was developed and integrated to helium balloon plat-
forms where Tower WAS was developed for high altitude land platforms such as high hills or towers which
can perform instant surveillance with panoramic view and an oblique viewing angle over the target area. The
details of these products including technologies and methods used, system architecture, components, imag-
ing technologies and developed software which applies advanced image processing, target / motion detection
algorithms are explained. In addition, the specifications of Small UAV WAS and tethered Drone WAS which
can be installed and operated on a mini-UAV are provided.

Several functionalities that can be performed over high-resolution big data that are acquired by the WAS
camera systems are instant target detection, motion:detection, change detection, object classification, 3D
land surface model extraction and accurate geo-registration accomplished in real-time. In addition, such big
data can be archived and replayed during the surveillance mission. The systems enable performing forensic
analysis queries which is a very important functionality. Thanks to the developments in the big data process-
ing field of research, it is now possible to perform life pattern analysis, anomaly detection, route extraction
over archived data. In the scope of this paper, such functionalities of WAS product family and the level of the
technology that’s developed are presented.

Keywords: Wide Area Surveillance, WAS, Wide Area Motion Imagery, WAMI, Wide Area Airborne Surveillance,
WAAS, Aerostat WAS, Tower WAS, Tethered Drone WAS, Mini UAV WAS
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POST - PANOPTIKON CAGDA GOZETIM, ULUSAL KiMLIK VE EGEMENLIK INSASI:
TURKIYE’NIN ULUSAL ARASTIRMA MOTORU “YAANI” ORNEGI
Ogr.Gor. Serpil Seda SIMSEK
Jandarma ve Sahil Givenlik Akademisi
serpilseda.simsek@jsga.edu.tr

OZET

Kuresellesmenin ulus devletlerin sonunu getirmediginin anlasiimasinin ve ulus devletlerin geri dénme-
sinin ardindan, kiresel network ¢caginda ulus devletlerin, siber mekanda, sanal sinirlar koyarak egemen-
liklerini yeniden insa etme ihtiyaci belirdi. ABD ydnetiminin kendi vatandaslarini ve sinirlarindan binlerce
kilometre uzakta yasayan baska Ulkelerin vatandaslarini kitlesel olarak gézetledigini ortaya ¢ikaran Ulusal
Guvenlik Ajansi (NSA) skandall, iletisim aglarinin ve teknolojilerinin kiresellesmesi ya da millilestiriimesi ve
kamulastiriimasi tartismalarini beraberinde getirdi. Bir yandan kuresel sistem ve devletlerin, toplumlarin
ekonomik kalkinmasi ve modernizasyonunun himayesi altinda bilgi kontrolline yonelik hirslari gelisirken,
diger yandan potansiyel gézetleme yeteneklerine iliskin farkindaliklari da artmaktadir. Devletin kiresel ag
sisteminde donls(, ulus devletlerin, sadece yasal dizenlemeler ve mevzuatlarla degil, ayni zamanda bilgi
teknolojisi yaratmadaki rolu agisindan yeni bir tanimlama zorunlulugunu beraberinde getirmektedir.

Bu calismada, Michel Foucault'nun (1975) “panoptikon” kavrami ve Lawrence Lessig’in (1999) “kod
yasadir” teorisi kapsaminda, siber alanda devletlerin ulagsmak istedikleri panoptik giicli de asan post - pan-
optik gug, teknolojik mimari acgisindan ele alinacaktir. Post - panoptik gti¢, bilgiyi, veriyi ve iletisimi kontrol
etme, mesruiyeti gelistirme ve hem teknoloji yaratma hem de teknolojik diizenleme yoluyla siber gug¢ elde
etme arzusunun yeni bir tezahurtdur. Bu gli¢, popller bir ulusal gurur, kimlik ve egemenlik rezervuarindan
yararlanilarak elde edilebilir. Bundan dolayi da post-panoptikon ¢aginda, ulusal kimlik ve egemenlik in-
sasinin nasil ve hangi araglarla gergeklestirilebilecegi sorusu ortaya ¢cikmaktadir.

Bir vaka galigmasi ile Tuarkiye’nin ulusal arama motoru Yaani'nin sembolik, sosyal ve ydnetimsel
cikarimlari arastirilarak, yerel ve kiiresel siber alan miicadelesi tizerindeki etkileri arastirilacaktir. Ozel
olarak, Yaani’nin varolug sebebi, milkiyet yapisi, ideoloji tretimi ve veri gdzetleme potansiyellerini megru-
lastirmak igin bagvurulan semiyotik kaynaklari incelenecektir. Ayrica, gdstergebilimsel analiz yontemi ile
Yaani'nin stratejik olarak dostca, “yuksek teknoloji Griini” ve “vatansever” olarak markalanmak igin populer
milliyetcilikten yararlanirken, ayni zamanda siber alanda egemenlik ve kimlik insasinda iglevi ortaya konu-
lacaktir. Ayrica gozetleme ile egemenlik ve kimlik insasi arasindaki iliski ele alinacaktir. Ulusal arama mo-
torlarinin gdézden kacan yonlerine odaklanarak, ulus devletlerin, kiresel gézetleme ve kiresel ag siste-
minde varliklarini koruma mucadelesine etkileri tartigilacaktir.

Maalesef, devlet destekli arama motorlari neredeyse bilimsel ¢alismalarda hi¢ dikkate alinmamaktadir.
Calismalarin ¢cogunlugu kiresel sistemin gézetmenleri ve veri toplama araci haline gelen Google ve Yahoo
gibi devlere odaklanmaktadir. Oysa Turkiye'nin ulusal arama motoru Yaani, Cin’in Baidu ve Rusya’nin Yan-
dex’i gibi, uluslararasi bir oyuncu olma hedefindedir. Ayrica, bilgisayar ve bilgi biliminden isletme, hukuk ve
iletisime kadar cesitli disiplinlerde, Web aramasi Gizerine yapilan galismalarin odak noktalari arama teknolo-
jisi, arama performansi, kullanici deneyimi ve arama isi olmaktadir. Agirlikli olarak, érnegin arama motoru
performansi gibi teknik, insan — bilgisayar etkilesimi gibi deneysel, kullanici tercihleri veya aliskanhklari gibi
anket temelli calismalar bulunmaktadir. Ulusal arama motorunun, devletlerin yonetim ve glivenlik politikalari
bakimindan etkisine iliskin bir calisma ile bu alanda literattirdeki boslugun doldurulmasina katki sunulacaktir.

Anahtar Kelimeler: Post-panoptikon, gézetim, ulusal kimlik, egemenlik, Yaani.
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THE CONSTRUCTION OF SURVEILLANCE, NATIONAL IDENTITY, AND SOVEREIGNTY
IN THE POST - PANOPTICON ERA: THE CASE OF “YAANI”, TURKEY’S NATIONAL
SEARCH ENGINE
ABSTRACT

Considering that globalization did not bring the end of nation-states, but rather the revival of nation-states,
the need for nation-states to rebuild their sovereignty by setting virtual borders in the cyber space emerged in
the era of global network. The National Security Agency (NSA) scandal, which revealed that the US adminis-
tration was massively spying on its own citizens and citizens of other countries living thousands of kilometers
from their borders, brought the debates on the globalization or nationalization and expropriation of communi-
cation networks and technologies. While the ambitions of the global system and states for information control
under the auspices of the economic development and modernization of societies develop, their awareness of
their potential surveillance capabilities is increases accordingly. The return of the state in the global network
system brings the need for rethinking the role of the nation-states not only in legal regulations and legislation,
but also in creating information technology.

In this study, within the scope of Michel Foucault’s (1975) “panopticon” concept and Lawrence Lessig’s
(1999) “code is law” theory, the post-panoptic power that goes beyond the panoptic power that states want
to reach in cyberspace will be discussed in terms of technological architecture. Post-panoptic power is a new
reflection of the desire to control information, data and communication, to improve legitimacy, and to gain
cyber power through both technology creation and technological regulation. This strength can be achieved by
harnessing a popular reservoir of national pride, identity, and sovereignty. Therefore, in the post- panopticon
era the question arises such as how and by which means the construction of national identity and sovereignty
can be achieved.

The case study of “Yaani”, Turkey’s national search engine will be examined in terms of its symbolic,
social and administrative implications and its effects on local and global cyberspace struggle. Specifically, the
semiotic sources used to legitimize Yaani’s raison d’étre, ownership structure, ideology production and data
surveillance potential will be examined. In addition, while using the popular nationalism to strategically brand
Yaani as friendly, “high-tech” and “patriotic”, with the semiotic analysis method, its function in the construction
of domination and identity in cyberspace will be analyzed. In addition, the relationship between surveillance
sovereignty and identity construction will be discussed. The effects of national search engines and nation
states on global surveillance and struggle to preserve their existence in the global network system will be
investigated.

Unfortunately, state-sponsored search engines are hardly taken into account in scholarly work. The ma-
jority of studies focuses on primary search engines such as Google and Yahoo which became overseers
of the global system and data collection tool. However, Turkey’s new national search engine Yaani, Baidu
in China and Yandex in Russia each aims to be an international player on the market. Besides the focus of
studies on web search in various disciplines from computing and information science to business, law and
communication is basically on search technology, search performance, user experience and search work.
There are predominantly technical studies such as search engine performance, experimental studies such as
human-computer interaction, questionnaire-based studies such as user preferences or habits. A study on the
impact of the national search engine in terms of governments’ management and security policies will contrib-
ute to the field by filling the gap in the literature.

Keywords: Post-panopticon, surveillance, national identity, sovereingnty, Yaani.
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KURESEL BIiR GUVENLIK TEHDIDi OLARAK SALGIN HASTALIKLAR :
AZERBAYCAN’DA KOViD-19 iLE MUCADELE STRATEJILERI VE POLITIKALAR

Dog.Dr. Murteza HASANOGLU
Azerbaycan Cumbhuriyeti Devlet Idarecilik Akademisi
m_hasanoglu@yahoo.com.tr

OZET

Glinimlzde diinyada ve yasamimizin her alaninda teknolojik, ekonomik, siyasi, toplumsal ve kultlrel alanlarda
yogdun ve hizli bir degisim sureci yagsanmaktadir.Yasanan degisim, bireyleri oldugu kadar tlkeleri ve kurumlari da kékla bir
sekilde etkilemektedir. Gegen yizyilin ikinci yarisindan itibaren tim diinyada kiresellesme uluslararasi rekabet bilisim ve
iletisim teknolojilerindeki bas donduren gelismelerin etkisiyle gelismis olsun veya gelismekte olsun pek ¢ok lilke ekonomik
siyasal ,toplumsal , kiltiirel ve idari sistemlerinde kokli degisim ve donusimler gergeklestirmislerdir.

Kuresel guvenlik, uluslararasi iligkiler disiplininin en temel kavramlarindan biridir. Kiiresel glvenlik sorunlari, oldukca
farklilagsmis ve karmasiklagsmis bir konu olarak uluslararasi iligkiler disiplininin dnemli bir inceleme alanini olusturmaktadir.
Diinyada yasanan tim kiresel krizlerde, salgin hastaliklarda oldugu gibi, bu pandemi de belirli tehditler ortaya ¢ikarmis
ve yeni firsatlar sunmustur.

Covid-19 salgini ilk kez Aralik 2019'da Cin’in Hubei eyaletinin baskenti olan Wuhan’da tespit edilmis ve o zamandan
beri basta Avrupa ve Kuzey Amerika olmak (izere tiim diinyayi sarmistir. Diinya Saglik Orgiitii Cin Ulke Ofisi, 31 Aralik
2019 tarihinde, Cin’'in Hubei eyaletinin Vuhan sehrinde, sebebi o an i¢in bilinmeyen zatiirre vakalari bildirmis ve 5 Ocak
2020 tarihinde ise, daha 6nce insanlarda tespit edilmemis yeni bir koronaviriis tanimlanmistir.

Cin’de ortaya ¢ikan ve pek ¢ok Ulkeye yayilan koronavirlis pandemisi sirasinda uluslararasi orgitler iyi performans
gbsteremedi. Bu, kendi kendine yeten ulus-devletler fikrinin pandemi sirasinda agirlik kazanmasinin nedenlerinden biridir.
COVID-19 pandemisi ortaya giktiktan sonra uluslararasi iligkilerde jeopolitik gii, jeopolitik karmasiklik ve belirsizlikler
de artmaktadir. Pandemi, jeopolitik dengelerde, stratejilerde, siyasi ve ekonomik yapilardaki fay hatlarini ortaya ¢ikardi.
Genel olarak krizlerin, ézel olarak da COVID-19 pandemisinin gok boyutlu dogasi iginde giivenlik ise ayri bir boyuttur.

COVID-19 dlnyanin her bolgesine yayilmaktadir ve tim insanhdi tehdit eder hale gelmistir. COVID-19 sonrasi
tartismalari, kiresel sisteme yonelik elestirileri ve reform taleplerini belirleyecek en énemli unsurlardan birisi ekonomi ve
turizm olacak. insanlik kiiresel bir salginla karsi karsiyadir. insanlik tarihinin son yiizyilda gérdiigii en bilyik krizlerden
birisini yagsamaktadir. COVID-19 pandemisi 21. ylzyilin en 6nemli felaketlerinden birisidir. COVID-19 pandemisi sonrasi,
glcli ulus devletler diistincesi 6ne gikacaktir.

Azerbaycan Cumhuriyeti Cumhurbaskani ve Hikimeti bu suregte stiphesiz énemli bir rol oynamaktadir. Azerbaycan
Cumhuriyeti'nin COVID-19 pandemisi ile micadele performansi birgok devletlerden mispet anlamda ayristi. Azerbaycan
Cumhuriyeti COVID-19 ile miicadelede diger Ulkelere 6rnek olacak bir ydnetim bicimi gdstermistir.

Bu ¢alisma ile COVID-19 pandemisi sebebiyle diinya meydana gelen hizli ve koklu degisimler, ortaya ¢ikan sorunlar,
Ulkelerin karsi karsiya kaldigi tehditlerin yani sira, Azerbaycan Cumhuriyeti’nin pandemi siirecindeki durumunun deger-
lendiriimesi ve pandemi sonrasi olasi durum tahlillerinin yapiimasi amaglanmaktadir. Ayrica, COVID-19 pandemisinin diin-
yadaki diger Ulkelerle birlikte Azerbaycan Cumhuriyetini nasil etkiledigini, bulagici hastalikla micadelede Azerbaycan
Cumhuriyeti Cumhurbagkani ve HiklUmeti dizeyinde alinmis olan etkili dnlemler arastirilacaktir.

Bu bildiride, agirlikli olarak COVID-19 6rnegi lizerinde durulmakla beraber, 6zellikle bulasici salgin hastaliklarin
glvenlik tehdidi olusturma boyutu tizerinde durulacaktir. Bu yonde kiresel politika ve stratejiler, bunlarin ulusal politika ve
stratejilere ne dlglide yansidigi Azerbaycan érnekleri Uizerinde incelenecektir.

Bu calismanin amaci, 2019 yilinin Aralik ayinda Cin’de ortaya ¢ikan ve kisa sire igerisinde kiresel diizeye yayilan,
KOVID-19 salginiile Azerbaycan Cumhuriyeti'nin miicadele stratejisi, izledigi politikalar incelenecek ve bu tiirden krizler-
in 6nlenmesi veya etkilerin azaltiimasi konusunda atilabilecek adimlar tartigilacaktir.

Anahtar Kelimeler: Azerbaycan,Glivenlik,Kuresel Bir Tehdit,Pandemi,COVID-19,Mlicadele Stratejileri ve Politikalar
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EPIDEMICS AS A GLOBAL SECURITY THREAT : STRATEGIES AND POLICIES FOR
COMBATING COVID-19 IN AZERBAIJAN
ABSTRACT

Today, in the world and in all areas of our lives, there is an intense and rapid change process in technological, economic,
political, social and cultural fields. The change experienced deeply affects countries and institutions as well as individuals.

Since the second half of the last century, many countries, whether globalization has developed or developed with the
effect of dizzying developments in international competition information and communication technologies, have made radical
changes and transformations in their economic, political, social, cultural and administrative systems.

Global security is one of the most fundamental concepts in the international relations discipline. Global security issues, as
a highly differentiated and complex issue, constitute an important area of examination of the international relations discipline.
In all global crises in the world, as in epidemics, this pandemic has created certain threats and offered new opportunities.

The Covid-19 outbreak was first detected in December 2019 in Wuhan, the capital of China’s Hubei province, and has
surrounded the world, especially Europe and North America, since then. On December 31, 2019, the World Health Organiza-
tion China Country Office reported cases of pneumonia, the cause of which is currently unknown, in Wuhan, China’s Hubei
province, and on January 5, 2020, a new coronavirus that was not detected in humans before.

During the coronavirus pandemic that emerged in China and spread to many countries, international organizations did
not perform well. This is one of the reasons why the idea of self-sufficient nation-states gained weight during the pandemic.

Geopolitical power, geopolitical complexity and uncertainties in international relations also increase after the COVID-19
pandemic emerges.

The pandemic revealed the fault lines in geopolitical balances, strategies, political and economic structures. Security
is a separate dimension within the multidimensional nature of crises in general and the COVID-19 pandemic in particular.

COVID-19 is spreading to every part of the world and has become a threat to all humanity. One of the most important
factors that will determine post-COVID-19 debates, criticism of the global system and demands for reform will be economy
and tourism.

Humanity is facing a global epidemic. It is experiencing one of the biggest crises human history has seen in the last
century. The COVID-19 pandemic is one of the most serious disasters of the 21st century.

After the COVID-19 pandemic, the idea of strong nation-states will come to the fore. The President and the Government
of the Republic of Azerbaijan undoubtedly play an important role in this process.

The performance of the Azerbaijan Republic in combating the COVID-19 pandemic differs from many states in a positive
sense. The Republic of Azerbaijan has demonstrated a management style that will set an example for other countries in the
fight against COVID-19.

With this study, it is aimed to evaluate the situation of the Republic of Azerbaijan during the pandemic process, as well as
the rapid and radical changes that have occurred in the world due to the COVID-19 Pandemic, the problems that have arisen,
the threats faced by the countries, and the analysis of the possible situation after the pandemic. In addition, how the COV-
ID-19 pandemic affects the Republic of Azerbaijan together with other countries in the world, and effective measures taken
at the level of the President and Government of the Azerbaijan Republic in combating infectious disease will be investigated.

This paper will focus mainly on the example of COVID-19, and especially the dimension of infectious epidemics that pose
a security threat. In this direction, global policies and strategies and their reflections on national policies and strategies will be
examined on the examples of Azerbaijan.

The aim of this study is to examine the fight strategy and policies of the Republic of Azerbaijan with the COVID-19 ep-
idemic, which emerged in China in December 2019 and spread to the global level in a short time, and the steps that can be
taken to prevent such crises or to reduce the effects will be discussed.

Keywords: Azerbaijan, Security, A Global Threat, Pandemic,COVID-19, Fighting Strategies and Policies
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PANDEMi SONRASI GUMRUK iSTIHBARAT YAPILANMASI UZERINE DUSUNCELER
Alper Bilgin TUMER
Gimriikler Muhafaza Genel Mid(irltigii
a.tumer@ticaret.gov.tr

OZET

Covid 19 pandemisi ile birlikte ekonomik, sosyal, siyasi, burokratik alanlarda hizli bir déntsim dikkati
cekmektedir. Salginin seyri ve yeni gelismelere bagli olarak degisimin yonlnin yeni slregleri ortaya cikar-
masi beklenmektedir. Pandemi sonrasinda kamu ve 6zel sektorde is yapma usul ve sureglerinde farklilas-
ma, dijitallesme, blyik veri analitigi gibi uygulamalar 6n plana ¢ikmistir.

Covid 19 ile yasanan bu hizli degisim sonucunda sug ve sugla micadelede profillerin yeniden yorum-
lanmasi, yeni trendler ve kolluk birimlerinin yeni miicadele stratejileri belirlemeleri olasidir. Yeni normalde,
gumruk ihlallerine ilaveten, sugun sinir agsan dogdasi geregi, yasadisi esya ticareti, uyusturucu ve psikotrop
madde trafigi alanlarinda da Ulkelerin, idari ve teknik yardim, egitim, istihbari bilgi alisverisi gibi hususlarda
yardimlasmalarini yogunlastirmalari, kacakgilikla micadele alaninda 6zellikle istihbari isbirligi faaliyetlerine
yonelik iradelerini daha fazla vurgulamalari beklenen olmakla birlikte bu calismada, pandemi sonrasi glim-
ruk istihbarat yapilanmasi tzerine disunceler tartigilacaktir.

Calismada; acik kaynaklardan ulasilan basin bultenleri, raporlar ve istatistiki veriler ekseninde nitel bir
analiz yurutulmustir. Covid-19’la ortaya cikan belirsizlik ortaminin bireylere nazaran suclularin tzerinde
daha karmasik bir etkiler yarattigi, islenen sug tipleri ve yontemlerini de degistirdigi 6n kabulinden hareke-
tle; pandemi ve kagakgilik suclari ile micadelede glimriik kolluk birimlerinin yeni ¢calisma yéntemlerinin nel-
er olabilecegi ortaya konmaya calisiimistir. Bu gergevede irdelendiginde; terér ve organize sug orgitlerinin
6nemli finansman kaynaklarindan biri olan kagakgilikla miicadelede gimrik birimlerinin istihbarat edinimi
ve analizinde proaktif stratejiler gelistirmesinin tehdit algisinin belilenmesinde énemli oldugu degerlendi-
rilmektedir.

Acik kaynaklarda pandemide sosyal kisitlamalar ile yolcu hareketlerinin sinirlandirildigina, siber alanda
gegirilen vakitte artis kaydedildigine yonelik tespitler olsa da lilkemiz glimriik muhafaza birimleri tarafindan
2020 yihnda gergeklestirilen operasyonlarda, bliylk 6lglide fiyat arbitrajina dayali akaryakit, tittin ve titin
arunleri, alkolli icecekler ve gida Urlnleri kacakeiliginin deger (TL itibariyle) olarak 2019 yilina kiyasla
yaklasik % 26 artis kaydettigi, narkotik madde yakalamalarinda ise, 2019 yilina gore ise TL itibariyle deger
olarak % 64,6 oraninda, yine miktar olarak, %10,5 artis oldugu gérilmektedir.

Buna gore; Ulkelerin pandemi ve sonrasinda kacakgilikla mucadele birimleri arasinda yasa disi
uyusturucu kacakgiligi ile mucadele noktasinda belirli alanlarda 6nemli istihbari ve operasyonel bilgi degisim-
lerine yogunlasacagi diisiinilmektedir. Calismada bu alanlara ayrintil olarak deginilmesi planlanmaktadir.

Ote yandan; yasadisi uyusturucu madde ve kagakgilik sorusturmalarinin énemli bir boyutu olan kara
para aklama ve terdriin finansmanina ydnelik sorusturmalarda, pandemi surecinde dijital ya da kripto para
birimlerinin yaygin sekilde 6deme araci olarak kullanimina bagh olarak “sanal varliklarin sorusturulmasina”
yonelik yeni hukuksal altyapi ihtiyaci ile kendine 6zgu istihbarat analiz teknikleri kendini gdstermektedir.
Bu eksende degerlendirildiginde, piyasaya arz edilen Urlnlere (fikri ve sinai haklar dahil olmak tzere)
yonelik kagakgiligi 6nleme ile ticari hayatin mevzuata uygun ve glvenli olmasini saglayacak mekanizma
istihbarat odakli kolluk anlayisindan gegmektedir. istihbarat odakli kolluk anlayisi, hem insan, doga saghg
hem de ticari isletmelerin yasal ticaret yoninden disipline edilmesi i¢cin énemli gorilmektedir. Bdylece,
erken uyar sistemi biciminde isleyecek dnleme amacli istihbari faaliyetler, yasa digi Grlnlerle proaktif mu-
cadele konseptinin baslangici olacaktir. Calismada, bu konuya iliskin agiklamalara yer verilmesi, ayrica
pandemi Gumrlkler Muhafaza Genel Mudurlidu istihbarat yapilanmasina yonelik 6nerilerin dile getirilmesi
disunlimektedir.

Anahtar Kelimeler: Pandemi, gimriikler, kagakgilikla miicadele, istihbarat, yeniden yapilanma.
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THOUGHTS ON CUSTOMS INTELLIGENCE STRUCTURING AFTER PANDEMIC
ABSTRACT

With the Covid 19 pandemic, a rapid transformation in economic, social, political and bureaucratic fields
draws attention. Depending on the course of the epidemic and new developments, the direction of change
is expected to reveal new processes. After the pandemic, applications such as differentiation in business
procedures and processes in the public and private sectors, digitalization, and big data analytics have come
to the fore.

As a result of this rapid change experienced with Covid 19, it is possible that profiles will be reinterpreted
in the fight against crime and crime, there will be new trends and law enforcement units will determine new
fighting strategies. Although in the new normal, in addition to customs violations, due to the transboundary
nature of the crime, countries are expected to intensify their cooperation in matters such as administrative
and technical assistance, training, intelligence exchange in the fields of illegal goods trade, drugs and psy-
chotropic substance traffic, and they will show their will for especially intelligence cooperation activities in
the fight against smuggling; in this study, thoughts on post-pandemic customs intelligence structuring will be
discussed.

In the study; a qualitative analysis was carried out on the basis of press releases, reports and statistical
data obtained from open sources. Considering the pre-acceptance that the environment of uncertainty that
emerged with Covid-19 has had a more complex effect on criminals than individuals, and has changed the
types and methods of crimes committed; in this study, it was tried to reveal what the new working methods of
customs law enforcement units could be in the fight against pandemic and smuggling crimes. When examined
in this framework; in the fight against smuggling, which is one of the important financing resources of terrorist
and organized crime organizations, it is considered that customs units’ developing proactive strategies in
intelligence acquisition and analysis is important in determining the perception of threat.

Although there are detections in open sources that with social restrictions passenger movements are
limited and the time spent in the cyber space has increased, it is seen that there has been an increase of
approximately 26% compared to 2019 in the value of fuel, tobacco and tobacco products, alcoholic beverages
and food products smuggling (in terms of TL), which is largely based on price arbitrage, and an increase of
64.6% in terms of TL and 10.5% in terms of amount.compared to 2019 in narcotic substance seizures in the
operations carried out by our country’s customs enforcement units in 2020.

According to this, it is thought that countries will concentrate on important intelligence and operational
information exchanges in certain areas at the point of combating illegal drug trafficking between the an-
ti-smuggling units during and after the pandemic. In this study, it is planned to address these areas in detail.

On the other hand, in investigations of money laundering and terrorist financing, which is an important
dimension of illegal drugs and smuggling investigations, during the pandemic process the need for a new
legal infrastructure for “investigation of virtual assets” due to the widespread use of digital or crypto currencies
as a payment tool and unique intelligence analysis techniques show up. When evaluated on this axis, the
mechanism that will prevent smuggling for the products supplied to the market (including intellectual and in-
dustrial rights) and ensure that commerecial life is in compliance with the legislation and is safe passes through
an intelligence-oriented law enforcement approach. The intelligence-oriented law enforcement approach is
considered important for both human and natural health and for the discipline of commercial enterprises in
terms of legal trade. Thus, preventive intelligence activities that will function as an early warning system will be
the beginning of the concept of proactive fight against illegal products. In the study, it is considered to include
explanations on this subject, and also to express suggestions for the intelligence structuring of the General
Directorate of Customs Enforcement during the pandemic.

Keywords: Pandemic, customs, fight against smuggling, intelligence, restructuring
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SALGIN HASTALIKLAR VE TERORIZM BAGLAMINDA SOMALI’NIN CIKMAZI EL SEBAB

Dog.Dr. Ozlem OZDEMIR
Fenerbahge Universitesi
ozlem.ozdemir@fbu.edu.tr

OZET

Covid 19 pandemisi ile birlikte ekonomik, sosyal, siyasi, burokratik alanlarda hizli bir déntsim dikkati
cekmektedir. Salginin seyri ve yeni gelismelere bagli olarak degisimin yonlnin yeni slregleri ortaya cikar-
masi beklenmektedir. Pandemi sonrasinda kamu ve 6zel sektorde is yapma usul ve sureglerinde farklilas-
ma, dijitallesme, blyik veri analitigi gibi uygulamalar 6n plana ¢ikmistir.

Covid 19 ile yasanan bu hizli degisim sonucunda sug ve sugla micadelede profillerin yeniden yorum-
lanmasi, yeni trendler ve kolluk birimlerinin yeni miicadele stratejileri belirlemeleri olasidir. Yeni normalde,
gumruk ihlallerine ilaveten, sugun sinir agsan dogdasi geregi, yasadisi esya ticareti, uyusturucu ve psikotrop
madde trafigi alanlarinda da Ulkelerin, idari ve teknik yardim, egitim, istihbari bilgi alisverisi gibi hususlarda
yardimlasmalarini yogunlastirmalari, kacakgilikla micadele alaninda 6zellikle istihbari isbirligi faaliyetlerine
yonelik iradelerini daha fazla vurgulamalari beklenen olmakla birlikte bu calismada, pandemi sonrasi glim-
ruk istihbarat yapilanmasi tzerine disunceler tartigilacaktir.

Calismada; acik kaynaklardan ulasilan basin bultenleri, raporlar ve istatistiki veriler ekseninde nitel bir
analiz yurutulmustir. Covid-19’la ortaya cikan belirsizlik ortaminin bireylere nazaran suclularin tzerinde
daha karmasik bir etkiler yarattigi, islenen sug tipleri ve yontemlerini de degistirdigi 6n kabulinden hareke-
tle; pandemi ve kagakgilik suclari ile micadelede glimriik kolluk birimlerinin yeni ¢calisma yéntemlerinin nel-
er olabilecegi ortaya konmaya calisiimistir. Bu gergevede irdelendiginde; terér ve organize sug orgitlerinin
6nemli finansman kaynaklarindan biri olan kagakgilikla miicadelede gimrik birimlerinin istihbarat edinimi
ve analizinde proaktif stratejiler gelistirmesinin tehdit algisinin belilenmesinde énemli oldugu degerlendi-
rilmektedir.

Acik kaynaklarda pandemide sosyal kisitlamalar ile yolcu hareketlerinin sinirlandirildigina, siber alanda
gegirilen vakitte artis kaydedildigine yonelik tespitler olsa da lilkemiz glimriik muhafaza birimleri tarafindan
2020 yihnda gergeklestirilen operasyonlarda, bliylk 6lglide fiyat arbitrajina dayali akaryakit, tittin ve titin
arunleri, alkolli icecekler ve gida Urlnleri kacakeiliginin deger (TL itibariyle) olarak 2019 yilina kiyasla
yaklasik % 26 artis kaydettigi, narkotik madde yakalamalarinda ise, 2019 yilina gore ise TL itibariyle deger
olarak % 64,6 oraninda, yine miktar olarak, %10,5 artis oldugu gérilmektedir.

Buna gére; llkelerin pandemi ve sonrasinda kagakgilikla miicadele birimleri arasinda yasa disi uyusturucu
kagakgiligi ile mucadele noktasinda belirli alanlarda 6nemli istihbari ve operasyonel bilgi degisimlerine yogun-
lasacagi distnulmektedir. Calismada bu alanlara ayrintili olarak deg@inilmesi planlanmaktadir.

Ote yandan; yasadisi uyusturucu madde ve kagakgilik sorusturmalarinin énemli bir boyutu olan kara para
aklama ve terériin finansmanina yonelik sorusturmalarda, pandemi siirecinde dijital ya da kripto para birim-
lerinin yaygin sekilde 6deme araci olarak kullanimina bagl olarak “sanal varliklarin sorusturulmasina” yénelik
yeni hukuksal altyapi ihtiyacl ile kendine 6zgu istihbarat analiz teknikleri kendini géstermektedir. Bu eksende
degerlendirildiginde, piyasaya arz edilen Grinlere (fikri ve sinai haklar dahil olmak tzere) yonelik kagakgihgi
Onleme ile ticari hayatin mevzuata uygun ve glivenli olmasini saglayacak mekanizma istihbarat odakli kolluk
anlayigindan gegmektedir. Istihbarat odakli kolluk anlayisi, hem insan, doga sagligi hem de ticari isletmelerin
yasal ticaret yoninden disipline edilmesi i¢cin 6nemli goérilmektedir. Boylece, erken uyari sistemi bigciminde
isleyecek dnleme amagli istihbari faaliyetler, yasa digi trtinlerle proaktif micadele konseptinin baglangici ol-
acaktir. Calismada, bu konuya iliskin agiklamalara yer verilmesi, ayrica pandemi Gumrikler Muhafaza Genel
MudurlGgu istihbarat yapilanmasina yonelik 6nerilerin dile getirilmesi dustndlmektedir.

Anahtar Kelimeler: Salgin Hastaliklar, Covid-19, Terdr, El Sebab, Somali, MerkeziHiikimet, Sosyal Medya, Propaga
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AL-SHABAAB, SOMALIA’S STALEMATE IN THE CONTEXT OF EPIDEMIC DISEASES
AND TERRORISM
ABSTRACT

In addition to the Covid-19 epidemic, which started in Wuhan, China in 2019 and affected the whole world,
the social, economic and psychological consequences caused by this epidemic, it is also seen that countries
are putting the epidemic and security issue on their agenda again in different dimensions. Countries have
taken different measures to prevent the spread of the epidemic and restrict mobility at national and interna-
tional levels. These measures are at national level; While it covers measures such as curfew, suspension of
education and training, prohibition of collective activities such as weddings, worship, entertainment and cel-
ebrations, and the obligation to wear masks, in the international dimension; can be listed as closing borders,
suspending visas and restricting flights. The epidemic has put countries that have been fighting terrorism for
years in a more difficult situation. Somalia discussed in the study is very important in this respect. According
to the non-governmental organization Fund for Peace, Somalia ranks second among the 178 countries in-
cluded in the 2020 index. Somalia, one of the poorest countries in the world, struggles with terrorism while
dealing with important issues such as hunger, drought, migration and unemployment on the other hand. It is
also extremely difficult to cope with this process that puts the Somalia Central Government in a very difficult
situation. New studies are emerging on how the epidemic affects terrorism. However, with the epidemic, it
is seen that terrorist organizations turn Covid-19 into an advantage by turning it into a propaganda tool. The
Al-Shabaab terrorist organization, evaluated in this context, builds its discourse on the epidemic and tries to
legitimize its call to jihad. In the early periods of the epidemic Al-Shabaab terrorist organization’s top leader-
ship announced to the public both on radio channels and social media that the virus was the scourge that God
sent to Christian countries, it infects the citizens of the crusader countries that invaded Somalia and does not
infect Muslims. However, as the epidemic spread in Somalia and caused deaths, the Central Government
took some measures like other countries. As a result, al-Shabab began to warn the public about not obeying
the measures taken by the Central Government. The aim of the organization is to show the Government in-
adequate and indifferent by announcing the measures taken by Al-Shabaab against the epidemic. Among the
measures taken by Al-Shabaab against the virus are the establishment of an epidemic treatment center in the
region it controls, the formation of a scientific delegation in the fight against the epidemic, and the distribution
of masks and food. Looking at the organization’s recent propaganda activities; It is observed that top-leaders
constantly warn the public that they should take the virus seriously. This work; aim to reveal the measures
taken by the Central Government of Somalia in combating the epidemic, how Al-Shabaab turned the virus
into a propaganda tool through the call for jihad and how the organization’s statements about the virus have
changed over time. The limited number of studies on epidemic diseases and terrorist organizations reveals
the importance of the study. Since there is not enough research on terrorism and epidemic diseases, qualita-
tive research method was used in this study by using exploratory research. In this context, images and social
media accounts reflected by Al-Shabaab on social media after the epidemic were examined.

Keywords: Epidemic Diseases, Covid-19, Terror, Al-Shabaab, Somalia, Central Government, Social Me-
dia, Propaganda
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20 YIL SONRA 11 EYLUL’U YENIDEN iNCELEMEK: ABD iSTIHBARAT TOPLULUGUNUN
DONUSUMU (2001-2021)

Ogr.Goér.Dr. Ahmet ATES
Igdir Universitesi
ahmet.ates@igdir.edu.tr

OZET

Bu yil, Amerika Birlesik Devletleri'ndeki (ABD) en élumciil teror saldirisi olan, ABD dis politikasinda, uluslara-
rasi politikada ve kiresel guivenlik ortaminda dramatik bir degisime yol agan 11 Eylil saldirilarinin yirminci yilidir.
Saldir sebebiyle ABD Afganistan’i isgal etmis, Ortadogu’nun jeopolitigi degismis ve kiresel dlcekte istihbarat ve
tehdit algilarinin dogasi degismistir. Son yirmi yili sekillendiren temel bir unsur olarak, 11 Eylil'iin ¢esitli yonleri si-
yaset bilimi ve glivenlik arastirmalari literatlriinde sikga incelenmistir. Diger bir deyisle, ilgili literatlr incelendiginde
11 Eylll saldirilarinin i¢ ve kiresel siyasete etkisi, irk arastirmalarindan istihbarat galismalarina kadar genis bir
yelpazede analiz edilmistir. 11 EylUl saldirilarini igeren istihbarat arastirmalarindaki ¢alismalarin gogu konuyu
ya bir istihbarat basarisizligi olarak ya da saldirilardan sonrasindaki istihbarat reform silrecine odaklanarak ele
almistir. Bu arastirmalar, 11 Eyliil saldirilarinin Amerikan istihbarat Toplulugu lizerindeki etkisinin cesitli yonlerini
arastirmis olsa da, biitiinciil bir perspektif saglayamamistir. Bu nedenle, 11 Eyliil saldirilari Amerikan istihbarat
Toplulugu’'nun dénusimini analiz eden butlnsel bir yaklagima ihtiyag bulunmaktadir. Bu ¢alisma, Amerikan is-
tihbarat belgelerinin ve Ust diizey ABD istihbarat yetkilileri ve politika yapicilarin agiklama/mdilakatlarinin titiz bir
analizini gergeklestirerek Amerikan Istihbarat Toplulugu’nun 11 Eylil'den sonra gegirdigi doniisiimiin kapsamli bir
aciklamasini sagladig igin literatirdeki bu boslugu doldurmaktadir.

Bu calismada, Amerikan istihbarat Toplulugu’nun déniisiimi ABD’nin tehdit algisi ve istihbarat yaklasiminda-
ki farka dayall olarak iki kategoride incelenmektedir: 2001-2011 ve 2011-2021. ilk dénemde Amerikan ulusal
glvenligine yonelik ana tehdidi El Kaide gibi ulus-disi aktérler olusturmaktadir. ABD istihbarat belgelerinin ve 11
Eylii'den sonra Kongre ve Senato Durusmalarinin tutanaklarinin analizi sonucunda El Kaide'nin yurtdigindaki
ABD unsurlarina birgok saldiri gergeklestirmesine ragmen, Amerikan istihbarat 6rgutleri tarafindan buydik bir tehdit
olarak belirlemedigini ve bu alginin 11 Eylll saldirilari sonrasi hizla degistigi tespit edilmistir. Bu durumun bir so-
nucu olarak, El Kaide'nin, ABD ulusal giivenlik mekanizmasi icin en kritik tehdit haline geldigi saptanmistir. Tehdit
algisindaki bu degisim nedeniyle, Amerikan istihbarat orgtleri odaklari ve kaynaklarinin blyuk bir kismini érglte
yonelik faaliyetlere tahsis etmis, daha proaktif bir istihbarat yaklagimi izlemeye baslamis diger ulkelerin istihbarat
servisleri ve yerel aktorlerle istihbarat igbirligini genigletmistir. Ayrica, Ulusal Istihbarat Direktérligii (ODNI) ve Ig
Giivenlik Bakanligrnin (DHS) bu dénemde kuruldugu diistintildiigiinde, 11 Eyliil saldirilarinin Amerikan istihbarat
Toplulugu’'nun kurumsal yapisinda bir degisiklige yol agtigi saptanmistir.

Ust diizey Amerikan istihbarat yetkililerinin aciklamalari ve ABD istihbarat belgelerinin incelenmesi sonucunda
ikinci ddnemde ABD ulusal giivenligine yénelik en biiyiik tehdidin Rusya ve kisa bir siireligine ISID oldugu sapt-
anmistir. ABD tehdit algisindaki degisim nedeniyle Amerikan istihbarat érgutleri odaklarini ve kaynaklarini Rusya
ve ISID’e karg! yeniden tahsis etmis, yurtdisi operasyonlarini genigletmis ve ézellikle yerel devlet digi aktérlerle
isbirligini gelistirmistir. Bir 5nceki dénemin aksine, bu ddnemde Amerikan Istihbarat Toplulugu’nun yapisinda biiyiik
bir kurumsal deg@isim yasanmamistir.

ABD ulusal istihbarat belgelerinden ve son yirmi yildaki ilgili arastirmalardan elde edilen verileri kullanan
bu galisma, Amerikan Istihbarat Toplulugu’nun déniisimiinii anlamak ve agiklamak igin biitiinsel bir yaklagim
getirmektedir. Yapilan kapsamli analiz, Amerikan Istihbarat Toplulugu'nun son otuz yilda {i¢ déniisim gegirdigini
g6stermektedir. Ayrica, bu donistumler, tehdit algilamalarindaki 6nemli bir degisim tarafindan yonlendirilmistir.
Soguk Savas’in (1991-2001) sona ermesinden sonra birincil tehdit ulus-devletler iken, 11 EylilI'den (2001-2011)
sonra devlet digi aktorler, El Kaide ve Taliban, haline gelmistir. Ancak, on yil boyunca Terére Karsi Kiresel Savas
yirittiikten sonra, ana tehdit yeniden ulus-devletler olmustur (2011-2021). Ayrica, bu ¢alisma Amerikan Istihbarat
Toplulugu’'nun yapisinda olan kurumsal degisimlerin ulus-devletlerden kaynaklanan geleneksel tehditlerden degil
ulus-digi aktérlerden kaynakli tehditler sebebiyle gerceklestigini ortaya koymustur.

Anahtar Kelimeler: istihbarat, 11 Eyliil Saldirilari, Déniisiim, CIA, FBI
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REVISITING 9/11 AFTER 20 YEARS: THE TRANSFORMATION OF THE US
INTELLIGENCE COMMUNITY (2001-2021)
ABSTRACT

This year marks the twentieth anniversary of the deadliest terrorist attack in the United States (US), re-
sulting in a dramatic shift in US foreign policy, international politics, and the global security environment. In the
following years, it led to the invasion of Afghanistan and a change in the geopolitics of the Middle East and
changed the very nature of intelligence tradecraft and threat perceptions on a global scale. As an essential
element that shaped the last two decades, various aspects of 9/11 were highly studied in political science and
security studies. In other words, the impact of 9/11 on domestic and global politics was analyzed in a large
spectrum from race studies to intelligence studies. Most of the research in intelligence studies focused on
either 9/11 as an intelligence failure or the intelligence reform process afterward. Even though these research-
es explored various aspects of the impact of 9/11 on the US intelligence community, they lacked provide an
overview. Therefore, a holistic approach that analyzes the transformation of the US intelligence community
after 9/11 is needed. This study fills this gap in the literature as it provides a comprehensive explanation of the
transformation of the US intelligence community after 9/11 by conducting a meticulous analysis of US intelli-
gence documents and interviews of senior-level US intelligence officials and policymakers.

In this study, the US Intelligence Community’s transformation is analyzed under two categories based on
the primary US threat perception and the difference in the US intelligence approach: 2001-2011 and 2011-
2021. The US national security’s main threat was solely derived from nonstate organizations such as Al-Qa-
eda (AQ) in the first era. An analysis of official US intelligence documents and transcripts of Congressional
and Senate Hearings after 9/11 shows that even though the organization conducted several assaults on US
elements abroad, US intelligence organizations failed to determine AQ as a major threat, and this perception
changed rapidly after the attack. Al-Qaeda became the most critical threat to the US national security machin-
ery. Due to this shift in threat perception, US intelligence organizations reallocated their focus and resources
to counter AQ, started to follow a more proactive intelligence approach, and expanded their intelligence coop-
eration with their counterparts and local actors. Alsoy it led to a change in the structure of the US intelligence
community, given the Office of Director of National Intelligence (ODNI) and the Department of Homeland
Security (DHS) were established in this era.

On the other hand, in the second era, statements of senior-level US intelligence officials and US intelli-
gence documents show that the main threat to US national security was Russian aggression and ISIS for a
shorter period of time. Again, due to the shift in US threat perception, US intelligence organizations reallocat-
ed their focus and resources to counter Russia and ISIS, expand their operations abroad, and enhanced their
cooperation, particularly with local nonstate actors. Unlike in the previous era, a major structural transforma-
tion did not occur in the US intelligence community.

Utilizing data from US national intelligence documents and relevant research in the last two decades,
this study brings a holistic approach to understanding and explaining the US intelligence community’s trans-
formation. Comprehensive analysis conducted shows that US intelligence organizations underwent three
transformations in the last thirty years. Furthermore, these transformations were driven by a significant shift
in threat perceptions. While the primary threat was nation-states after the end of the Cold War (1991-2001), it
became nonstate actors, AQ and Taliban, after 9/11 (2001-2011). However, after conducting a Global War on
Terror for a decade, the main threat became nation-states again (2011-2021), particularly Russian aggression
after 2011. This study also finds that while the US intelligence community’s transformation based on nonstate
organizations leads to structural change, US intelligence organizations do not undergo structural transforma-
tion to counter traditional threats that derive from nation-states.

Keywords: Intelligence, 9/11, Transformation, CIA, FBI
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KARSI iSTIHBARAT UZERINE KAVRAMSAL BiR DEGERLENDIRME
Ars.Gér. Yagar Orgun KUGUKYILMAZ
Karamanoglu Mehmetbey Universitesi
orcunkucukyilmaz@kmu.edu.tr

OZET

Istihbarat, kadim dénemlerden bu yana varligini siirdiiren bir kavramdir. Tarihin en eski dénemlerinden
bu yana varligini sirdiren ve giinimuzde konjonkturel algi gergevesinde bir disiplin haline gelen bu kavram
devletlerin varliklarini siirdiirebilmesi igin biiyiik dnem teskil etmektedir. istihbarat, igerisinde birgok farkli
disiplini barindirabilen ve onlarla etkilesime girebilen kompleks bir suregtir. Bu kompleks surecin igerisinde
bulunan ve istihbarat kavramiyla yakin iliskiselligi bulunan kavramlardan biri kars! istihbarat kavramidir.

“Kargi istihbarat” kavrami, linguistik baglamda incelendiginde counter (birine/bir seye karsi olmak) ve
intelligence (istihbarat) kelimelerinin birlesiminden meydana gelmektedir. Karsi istihbarat, en genel an-
lamda, istihbari faaliyetler yurutilen bir Ulkenin ilgili faaliyetleri engellemek ve savusturmak igin yaptig
faaliyetler butlinudur. Bir tUlkeye karsi gerek istihbarat servisleri gerekse de bireyler ya da 6zel kuruluslar
tarafindan gergeklesebilecek her turll tehdide karsi aktif bir kalkan ve sonrasinda elde edilen bilgiler
dogrultusunda harekete gegmeye imkan vererek kili¢ roltini Ustlenen karsi istihbarat caligsmalari, tlkelerin
ulusal ve uluslararasi sahada gulvenligini temin eden yegane mekanizmalardir. Kargi istihbarat, digman ya
da dusman olabilecek potansiyeldeki aktorlere yonelik bilgi toplamanin haricinde, ulusal glvenlige zarar
verebilecek eylemleri tespit etmeyi, etkisiz hale getirmeyi ve bu eylemleri kendi lehine kullanmay! icerme-
ktedir. Istihbarat kavramina kelime kdkeni olarak zitlik barindiran kars! istinbarat kavrami, uygulamada bu
zithgr biinyesinde barindirmamaktadir. istihbarat ve karsi istihbarat birimleri, Glkenin giivenligi saglamak
icin birbiriyle uyumlu olarak yapilmasi gereken ve kendi icerisinde 6zel uzmanliklar gerektiren faaliyetleri
bunyesinde barindirmaktadir. Karsi istihbarat faaliyetlerinin etkinligi, cogunlukla, sahip oldugu profesyonel
meslek memurlarina ve kendi igerisinde birtakim fonksiyonlara baglidir. Istihbarat literatiiriinde fonksiyonlar
denildiginde akla ilk gelen kavram olan istihbarat garkindan ziyade, kars! istihbaratin fonksiyonlari tanimla-
ma, degerlendirme, etkisiz hale getirme ve faydalanma kavramlarina karsilik gelmektedir. Karsi istihbarat,
kalkan ve kilic metaforuna atfen yalnizca defansif boyutu igeren bir sire¢ degildir. Kars! istihbarat faali-
yetleri, sahip olunan bilgilerin ve ¢ikarlarin muhafazasi adina yapilacak faaliyetlerin ardindan aktif eylemsel
bir statiiye biiriinmektedir. Ozellikle yabanci servis galisanlarinin yapacaklari istihbari faaliyetlerin engelle-
mesi ve bu faaliyetlerin sonrasinda Ulke ¢ikarlari adina kullaniimasi kargi istihbarat ¢alismalari icin dnem
arz etmektedir.

Istihbari literatiir incelendiginde, spesifik olarak karsi istihbarat calismalarinin azlig (ke ve ekol
ayirt etmeksizin dikkat gekmektedir. Karg! istihbarat konusunda kavramsal anlamda dahi meydana gelen
catismalar ve Barnea (2017)'nin “Counterintelligence: Stepson of the Intelligence Discipline” adli eseri bu
duruma o6rnek teskil etmektedir. Nitekim bu dogrultuda, tG¢ bélimden meydana gelecek ¢alismada birinci
bélimde karsi istihbarat kavraminin karsiligi analiz edilecek, ikinci bolimde karsi istihbaratin fonksiyonlari
Uzerinde durulacak ve Gglincu bolimde karsi istihbarat kavraminin literatiirdeki elestiri noktalarina dikkat
cekilecektir. S6z konusu galisma, karsi istihbarati kavramsal ve fonksiyonel bazda ele alarak literatlire katki
saglamayl amacglamaktadir.

Anahtar Kelimeler: istihbarat, karsi istihbarat, gtivenlik
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ABSTRACT

Intelligence is a concept that has existed since ancient times. This concept, which has existed since the
earliest periods of history and has become a discipline within the framework of conjunctural perception, is of
great importance for states to survive. Intelligence is a complex process that can accommodate and interact
with many different disciplines. One of the concepts that are in this complex process and closely related to the
concept of intelligence is the concept of counterintelligence.

The concept of “counterintelligence”, when examined in a linguistic context, is a combination of the words
counter (to be against someone/something) and intelligence. Counterintelligence, in the most general sense,
is the set of activities of a country where intelligence activities are carried out to prevent and fend off related
activities. Counterintelligence works, which act as an active shield against any threat against a country by
intelligence services, individuals or private organizations, and act as a sword by allowing to act in line with the
information obtained afterwards, are the only mechanisms that ensure the security of countries in the national
and international field. Counterintelligence includes identifying, neutralizing and using actions that may harm
national security, as well as gathering information on actors that may be enemies or potentially enemies. The
concept of counterintelligence, which contains a contrast to the concept of intelligence as a word root, does
not contain this contrast in practice. Intelligence and counterintelligence units include activities that need to
be carried out in harmony with each other in order to ensure the security of the country and require special
expertise within itself. The effectiveness of counterintelligence activities mostly depends on the professional
professional officers they have and some functions within themselves. Rather than the intelligence cycle,
which is the first concept that comes to mind when functions are mentioned in the intelligence literature, it
corresponds to the concepts of defining, evaluating, neutralizing and utilizing functions of counterintelligence.
Counterintelligence is not a process involving only the defensive dimension, referring to the shield and sword
metaphor. Counterintelligence activities take on an active operational status after activities to be carried out in
the name of preserving the information and interests owned. It is especially important for counterintelligence
studies to prevent intelligence activities that foreign service employees will do and to use these activities on
behalf of the interests of the country.

When the intelligence literature is examined, the scarcity of specific counterintelligence studies draws
attention regardless of the country and the school. Conflicts that occur even conceptually about counterintelli-
gence and Barnea’s (2017) work “Counterintelligence: Stepson of the Intelligence Discipline” set an example
for this situation. In this direction, the study, which will consist of three parts, will analyze the counterintelli-
gence concept in the first part, the functions of counterintelligence will be emphasized in the second part, and
the criticism points of the counterintelligence concept in the literature will be pointed out in the third part. This
study aims to contribute to the literature by considering counterintelligence on a conceptual and functional
basis.

Keywords: intelligence, counterintelligence, security
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TERORIZMIN FINANSMANI iLE MUCADELE PROGRAMI KAPSAMINDA VERI
PAYLASIMI: SWIFT AGI GUVENLIGI VE KiSISEL VERILERIN KULLANILMASI

Utkuhan YILDIRIM
Karabiik Universitesi
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OZET

Tum dinyanin dijitallesmesi ve kilresellesmesi ile beraber, bankacilik sektéri de bu gelismeleri takip
eden sektdrlerden biri olmustur. Dijitallesme teknolojik araclarin bankacilik sektérinun vazgecilmez bir
pargasl haline gelmesini saglarken, kiresellesme uluslararasi ticaret ve isbirliklerinin gelismesini saglamistir.
Bu gelismelerin basinda uluslararasi para transferlerinde, SWIFT (Society for Worldwide Interbank Finan-
cial Telecommunications),Tirkge olarak “Dinya Bankalar Arasi Finansal Telekominikasyon Dernegi'nin
veri mesajlasma agi gelmektedir. 1973’te yani kurulusu itibariyle birka¢ bankanin kendi aralarinda veri
mesajlasmasini saglayan, sirket iglevli bir kooperatif olan SWIFT, zamanla bu alanda dogan ihtiyagtan
dolayi calisma alanini genisletmis, glinimuizde uluslararasi para transferleri islemlerinin adeta vazgegil-
mez bir pargasi haline gelmistir. SWIFT sirketinin yaptigi uluslararasi mesajlasma islemlerinin, glinimuizde
SWIFT aginda islem yapilmasi olarak ifade edilmektedir. 2021’de 10.000 ‘den fazla kullanicinin her giin 42
milyondan fazla isleminin basariyla yapiimasini saglayan SWIFT agi, buy(k bir veri akisini yonetmektedir.

Bankacilik sektérinde dijitallesmenin beraberinde getirdigi en buiyuk kaygi, dijitallesen verilerin gliven-
ligi konusundadir. 2006 yilinda New York Times’in ortaya c¢ikardigi bilgilere gére, SWIFT agi, Amerika
Birlesik Devletleri Hazine Bakanhgrnin iste@i Gzerine, 11 Eylil sonrasi, terériin finansmani tizerinden bir iz
bulmak adina Belgikali sirketten mahkeme celpleri araciligiyla veri talebinde bulunmustur. ABD’den yapilan
acliklamalara gore bu verilerin saglanmasi teror olaylarinin finansmaniyla ilgili birgok problemin ¢6zimunu
saglamistir. Avrupa Birligi Ulkeleri ise bu durumun terdr finansmanina midahale edilmesinin haricinde kisi-
sel verilerin gizliligini tehlikeye atan bir durum olarak gérmus ve yapilan ihlal ile endiselerini agik¢a dile
getirmistir. 2010°’da Terdrizmin Finansmanini Takip Programi (TFTP), ABD ve AB arasinda imzalanan ant-
lasma ile resmiyet kazanmis, veriler sadece terdr finansmant ile ilgili konularda birgok glivenlik Gnlemiyle
beraber paylasiimaya musait hale getirilmistir. Giinimuzde halen AB-ABD arasinda kisisel veriler Gzerine
tartisilmakta, taraf olduklari Terérizm Finansmanini Takip Programi kapsaminda is birligine devam edil-
mektedir.

Calismada TFTP kapsaminda SWIFT verilerinin akisi incelenmis, kisisel verilerin korunmasiyla ilgili
dile getirilen endiseler aktariimistir. Kara para aklamanin dniine gegmek adina yapilan g¢alismalarin da,
TFTP kapsaminda yorumlanabilecegine ve buradan da bir istismar hali dogabilecedine de deginilmistir.
TFTP, AB ulkelerinin endise ettigi Uzere kisisel verilerin korunmasi bakimindan guvenlik agiklariyla dolu
g6zikmektedir. Mevcut durumun ¢6zimda igin, bu galismada tekellesmenin 6nline gegilmesi, yasal tem-
silcilikler ve seffaflik gibi konularda bazi ¢6zim 6nerileri getirilmistir. TFTP kapsaminda SWIFT verilerinin
go6zetlenmesi glinimiizde hala ¢6zime kavusmamis bir sorundur. SWIFT agi Uizerinden kisisel verilerin
istismarinin mimkin olabilecedi ve elde edilen verilerin, veri elde eden Ulkelerce kendi ¢ikarlari dogrul-
tusunda kullanabilecegi ihtimali Gizerine bir savunu ortaya koyulmustur. Calismanin kapsami SWIFT aginin
TFTP tzerinden istismar edilme ihtimallerinin ortaya koyulmasindan ibarettir. Bu arastirmanin hazirlanmasi
icin, AB ve ABD’nin resmi yayinlari taranmis, gazeteler ve konuyla ilgili makaleler ayrintili bir sekilde in-
celenmistir. Calismanin konuyla ilgili 6zellikle Turkge literatiire ve bahsi gegen konunun henliz muhatabi ol-
mamis Ulkelerde gelecek guvenlik ¢calismalarina katkida bulunmasi beklenmektedir. Bu arastirma, Avrupa
Birligi, terérizm, guvenlik, kisisel verilerin korunmasi, bankacilik gibi konulari ihtiva ederek disiplinlerarasi
bir etki olusturmayi hedeflemektedir.

Anahtar Kelimeler: Terérizmin Finansmani ile Miicadele Programi, Swift, Kisisel verilerin Kullanilmasi,
veri Guvenligi, Avrupa Birligi

220



Jandarma ve Sahil Giivenlik Akademisi “II. Uluslararas: Giivenlik Kongresi” Bildiri Ozel Kitab

DATA SHARING WITHIN THE SCOPE OF THE ANTI-TERRORISM FINANCING PROGRAM: SWIFT
NETWORK SECURITY AND THE USE OF PERSONAL DATA

ABSTRACT

With the digitalization and globalization of the whole world, the banking sector has been one of the sectors
that follows these developments. While digitalization has made technological tools an indispensable part of
the banking sector, globalization has enabled the development of international trade and cooperation. One of
these developments is SWIFT’s (World Inter-Bank Financial Telecommunications Association) data messag-
ing network for international money transfers. SWIFT, a corporate cooperative that provides data messaging
among several banks since its establishment in 1973, has expanded its field of study due to the need in this
field over time and has become an indispensable part of international money transfers transactions today.
SWIFT’s international messaging transactions are now referred to as transactions on the SWIFT network. The
SWIFT network manages a massive stream of data, enabling more than 10,000 users to successfully process
more than 42 million transactions every day in 2021.

The biggest concern that comes with digitalization in the banking sector is about the security of digitized
data. In 2006, the SWIFT network, at the request of the United States Treasury Department, requested data
through subpoenas from the Belgian company to find a trace of the financing of terrorism after 9/11, according
to the New York Times. According to U.S. statements, the provision of this data has provided a solution to
many problems related to the financing of terrorist incidents. European Union countries, on the other hand,
saw this as a situation that compromised the privacy of personal data other than the interference with ter-
rorist financing and expressed their concerns with the violation. In 2010, the Terrorism Financing Monitoring
Programme (TFTP) became official with the treaty signed between the United States and the EU, making
the data available to be shared only with many security measures related to terrorism financing. Today, the
EU-US is still discussing personal data and cooperation continues within the scope of the Terrorism Financing
Monitoring Program to which they are a party.

In the study, the flow of SWIFT data within the scope of TFTP was examined and concerns raised about
the protection of personal data were conveyed. It was also mentioned that the efforts to prevent money laun-
dering can also be interpreted within the scope of TFTP and from there a state of abuse may arise. TFTP
appears to be fraught with vulnerabilities in terms of the protection of personal data, as EU countries are
concerned. In order to solve the current situation, some solutions have been proposed in this study on issues
such as preventing monopoly, legal representations and transparency. Monitoring SWIFT data within the
scope of TFTP is still an unresolved issue today. An argument has been put forward on the possibility that the
exploitation of personal data through the SWIFT network may be possible and that the data obtained may be
used by the countries obtaining the data in their own interests. The scope of the study consists of revealing
the possibility of swwift network being exploited through TFTP. For the preparation of this research, official
publications of the EU and usa were scanned and newspapers and articles on the subject were examined in
detail. The study is expected to contribute to the Turkish literature and future security studies in countries that
have not yet been dealt with. This research aims to create an interdisciplinary effect by including issues such
as the European Union, terrorism, security, personal data protection, banking.

Keywords: Terrorism Financing Tracking Programme, Swift, Use of Personal Data, Data Security, Eu-
ropean Union
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21.YY’DA TURKIYE iGIN EKONOMIK iSTIHBARAT TEMELLI STRATEJILER
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OzZET

21 yy.da finansal stratejik hedeflere odakli ve dustk yogunluklu istihbarat uygulamalar, istihbarat
orgutlerinin maliyet etkin yapilara kavusmasini saglamakta, operasyonel butgelerini iyilestirmekte ve olasi
daha agir yurtdisi operasyonlar igin hazir teskilatlanmis aglar sunmaktadir.

Ekonomik glivenlik ve yipratma giderek daha énemli hale gelirken Turkiye’'nin bu sahadaki kirilganhgr,
ekonomik guivenlik ve operasyonel yapinin maliyet etkin hale getiriimesini daha da kritik hale getirmektedir.
Bu sebeple iginde bulundugumuz kiresel kuvvet dengesi ve bilimsel/teknolojik konjonktlre uygun olarak
ekonomik giivenlik odakli yeni grand/meta stratejiler gelistiriimesi gerekmektedir.

Bildiride, ekonomik glivenligin kritik unsurlari érmeklerle ve somut sayisal verilerle mukayese edilmeye
caligilacaktir. Arastirma yontemi biyuk 6lgude sayisal ve veri bazli olacaktir. Buna ek olarak, bilinen érneklerden
yola ¢ikarak yine veriler Uzerinden sezgisel akil yuriitmelerle yargilara varilmaya calisilacaktir. Bu veriler ve
cikarimlar neticesinde istihbari operasyonel yapiya iligkin nasil stratejik yaklasimlar gelistirilebilecegi, yabanci
uzun vadeli sebekelerin nasil daha maliyet etkin olusturulabilecegi, strdurilebilecedi ele alinacaktir.

Finansal glivenlik/yipratma bazli istihbarat uygulamalari; terérle miicadele, diplomasi, istihbarata karsi
koyma vb. gibi dogrudan baglantili gériinmedigi birden fazla alan igin de 6nleyici (preemptive) operasyonel
olanaklar saglar. Bildiride bu tip dogrusal olmayan c¢iktilara ve baglantilara da deginilecektir.

Metodolojik olarak bildiri, iktisatin alt disiplinleri olan sermaye piyasalari, genel finans ve makro-ihtiyati
unsurlari da igerecektir. Bu disiplinlerdeki belli temel varsayimlardan yola ¢ikilarak istihbarat olanaklarinin
bahsedilen alanlari nasil etkileyebilecedi (bozabilecegi ya da bozulmasini engelleyebilecegi) ele alinacak-
tir. Bildiri istihbarat calismalarinin dogasi geregi biyiik olglide disiplinler arasidir ve birden fazla metodoloji-
yi igerir. En yakin oldugu sosyal bilimler metodolojisi sistem analizi/diinya sistemleri analizi gibi metodolojik
disiplinlerdir. Buradaki temel varsayimlari sayisal olarak desteklemeye, taktik unsurlari ve somut uygulama
olanaklarini kesfetmeye caligir.

Calismadaki temel varsayimlardan bazilari;

istihbarat teskilatlarinin biitge ve politizasyon baskisi altinda galistigi.

Guvenlik sisteminin ve istihbarat aginin birbiriyle her alanda bagh ve etkilesimli ancak kaotik olmayan,
stratejik diizeyde lineer olarak modellenebilir bir yapida oldugu.

Finansa iligkin fonksiyonlarin sistem igerisinde en yiksek baga ve etkilesime sahip oldugu.

Devletin kuvvet unsurlarini olugturan stratejik parametrelerin (ekonomi , askeri gi¢ ,teknoloji ,veri,
endustriyel kapasite, hayatta kalma vb.) sayisal olarak élculebilir oldugudur.

Bunun yansira;

Ekonomik ya da devletin kuvvet unsurlarina iliskin kazanimlara yonelik taktik uygulamalar Gzerine etik
tartismalar legal/illegal pozisyonlar analizin disinda tutulacak ve olasi bitiin taktik uygulamalar bir bitin
olarak degerlendirilecektir.

Bildirinin ¢iktisi, bir devletin gi¢ unsurlarini olusturan teknoloji, askeri glic, istihbarat kabiliyetler, ekono-
mik kazanimlar, kulttrel yayilma vb. parametrelerin sayisal olarak ve capraz sekilde bir sekilde mukayese
edilmesini saglamak ve sahip olunan olanaklarin hangi alana yogunlastiriirsa kazanimlarin maksimize
edilecegi olacaktir.

Ciktilar neticesinde belirlenen stratejik varyasyonlar icin glinimuize uygun olarak istihbarat teskilatinin
nasil yapilanmasi gerektigi, hangi organizasyon modelleriyle desteklenebilecegi ve gelistirilebilecegini iger-
en olasi ¢ézumler de degerlendirilecektir.

Anahtar Kelimeler: Ekonomik istihbarat, 6zel istihbarat sirketleri, diinya sistemleri analizi, finansal
destablizasyon, hibrit yipratma savasi.
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ABSTRACT

In the 21st century, low-intensity intelligence practices focused on financial strategic goals, provide intelli-
gence organizations with cost-effective structures, improve their operational budgets, and offer ready-organ-
ized networks for possible heavier overseas operations.

Economic security and attrition becomes increasingly important while Turkey’s fragility in this field, to
be cost-effective economic security and operational structure makes it even more critical. For this reason, it
is necessary to develop new grand / meta strategies focused on economic security in accordance with the
global balance of power and scientific / technological conjuncture we are in.

The paper will try to compare the critical elements of economic security with examples and concrete
numerical data. The research method will be mostly numerical and data-based. In addition, based on known
examples, it will be tried to make judgments with intuitive reasoning on the data. As a result of these data and
inferences, it will be discussed how strategic approaches can be developed regarding the intelligence oper-
ational structure, how foreign long-term networks can be established and maintained more cost-effectively.

Financial security / attrition based intelligence applications; counter terrorism, diplomacy, counter intelli-
gence, etc. It also provides preemptive operational possibilities for multiple areas where it does not appear to
be directly connected. These types of nonlinear outputs and connections will also be discussed in the paper.

Methodologically, the declaration will also include capital markets, general finance and macro-prudential
elements, which are sub-disciplines of economics. Based on certain basic assumptions in these disciplines, it
will be discussed how intelligence facilities can affect (disrupt or prevent deterioration) in the mentioned areas.
Declaration is largely interdisciplinary by nature of intelligence studies and includes more than one method-
ology. The social sciences methodology is closest to the methodological disciplines such as system analysis
/ world systems analysis. It tries to support the basic assumptions numerically, explore tactical elements and
concrete application possibilities.

Some of the basic assumptions in the study;

Intelligence agencies operate under budget and politicization pressure.

That the security system and the intelligence network are connected and interactive in every field, but not
chaotic, and can be modeled linearly at a strategic level.

Functions related to finance have the highest link and interaction within the system.

The fact that the strategic parameters (economy, military power, technology, data, industrial capacity,
survival, etc.) that constitute the power elements of the state can be measured numerically.

Besides that;

Ethical discussions on tactical practices for gains regarding economic or state power elements, legal / ille-
gal positions will be excluded from the analysis and all possible tactical practices will be evaluated as a whole.

The output of the declaration is the technology, military power, intelligence capabilities, economic gains,
cultural dissemination, etc., which constitute the power elements of a state. It will be ensured that the pa-
rameters are compared numerically and crosswise, and the gains will be maximized in whichever area the
possibilities are concentrated on.

For the strategic variations determined as a result of the outcomes, possible solutions including how the
intelligence organization should be structured in accordance with the present day, with which organizational
models it can be supported and developed, will also be evaluated.

Keywords: Economic intelligence, private intelligence companies, World systems theory, financial
destablization, hybrid attrition warfare.
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